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Morag 

Morag Ingram | General Manager   
Ministerial Services and Secretariat Support 
Te Tari Taiwhenua Department of Internal Affairs 
Mobile  |   
Level 18, Bowen House | Wellington 6140, New Zealand 

Section 9(2)(a)
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2

To: Morag Ingram <  
Subject: Microsoft teams  

[IN-CONFIDENCE] 

Kia ora Morag 

Quick question,  

Ngā mihi 

Michael 

Michael Webster 
Secretary of the Cabinet and Clerk of the Executive Council 
Cabinet Office, Parliament Buildings, Wellington 6011, New Zealand 

DDI:    Mobile:  
Email:     

The Cabinet Office is a business unit of the Department of the Prime Minister and Cabinet. 

The information contained in this email message is for the attention of the intended recipient only and is not necessarily the official 
view or communication of the Department of the Prime Minister and Cabinet. If you are not the intended recipient you must not 
disclose, copy or distribute this message or the information in it. If you have received this message in error, please destroy the email 
and notify the sender immediately.

Section 9(2)(a)
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IN-CONFIDENCE 

IN-CONFIDENCE 

Zoom.us security advice 

To Agency CISOs 

From The office of the GCISO 

For your Information 

Date 25 March 2020 

Securing Zoom.us for Government use 

Purpose 

1. This paper sets out security analysis and a recommended set of mitigations for using
Zoom.us for NZ Government business, including Cabinet meetings, up to and
including RESTRICTED information (this includes budget information which is
classified below RESTRICTED).

Scope 

2. This briefing contains advice from the Government Chief Information Security Officer
(the Director-General of the GCSB) about the use of Zoom for official NZ Government
business, either within a public sector organisation, or between officials and
Ministers.

3. This advice applies only during COVID-19 alert level 3 or 4.  Once the alert
level reduces to level 2 or lower, and where it has not been possible to complete a
full and comprehensive Certification and Accreditation (C&A) for Zoom use agencies
will need to revert to their ordinary systems and tools.  If you intend to continue
using zoom outside of alert levels 3 or 4, you will need to conduct the regular
security certification and accreditation process as required by the NZ Information
Security Manual (NZISM). The only exemption to this is where an agency has
managed to complete full comprehensive C&A for use of Zoom for general business
use during alert levels 3 or 4.

Context 

4. With New Zealand at Level 4 of the COVID-19 alert system Public sector
organisations are seeking to swiftly implement video and audio conferencing tools to
enable them to continue to manage their work and people over the Internet.
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IN-CONFIDENCE 

IN-CONFIDENCE 2 

5. Please note that this advice has been produced at pace. Many of the risks
summarised, and some of the recommendations are based on previous C&A work
conducted security professionals in partner agencies. We thank our colleagues for
sharing their documentation with us to enable this advice to be produced.

Zoom 

6. Zoom provides a video and audio-conferencing toolset, based on the premise of
joining meetings from anywhere, on any device and at any time. This functionality
will allow for increased remote working capability, collaboration and video calling
functionality for practically all situations a public servant, or Minister could need to
implement when dealing with information classified at RESTRICTED or below.

7. Zoom (zoom.us) is an America-based video conferencing system based on open
webRTC protocol. It is popular with private industry, academic and non-
governmental organisations across the West.

Zoom has been subject to security researcher scrutiny in the past 

8. Zoom has had publicly disclosed security vulnerabilities in the past with two high
severity vulnerabilities disclosed and patched in the last 18-months:

a. July 2019: CVE-2019-13567 enabled remote-code execution to turn on a
devices webcamera on macOS devices, while CVE-2019-13450 enabled
remote attackers to force a user to join a video call

b. January 2020: researchers discovered a way to manipulate the way Zoom
generated URLs for virtual conference rooms, enabling them to join
meetings they were not invited to (note this is a non-targeted, randomised
attack).

9. The July 2019 vulnerabilities were patched. The January 2020 vulnerability, however,
is dependent on the method Zoom use to generate pseudo-random url strings. That
type of meeting url attack could be replicated to some level of effectiveness, for
which the primary mitigation is implementing a meeting password.

Assumptions 

10. Agencies need video and voice real-time connections over the Internet (“Video
Conference”), during COVID-19 alert level 4.

11. Cabinet need a Video Conference capability to enable remote Cabinet meetings
during lockdown.

12. Internet-based Video Conferencing tools will be used for “low-side” conversations but
will likely involve discussions and sharing of information that is classified up to, and
including, RESTRICTED.

Security risks associated with Zoom 

13. There is a suite of security risks associated with using video conferencing tools.

14. The NZISM sets out relevant controls and expectations for video conferencing tools
such as Zoom in:

a. Chapter 18.3: Video & Telephony Conferencing and Internet Protocol
Telephony. 
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IN-CONFIDENCE 

IN-CONFIDENCE 4 

 Widespread loss of data or system access.

Similar risks apply to accidental action from administrators and users. 

Degradation of service or denial of service 

The service may become unreliable due to a failure by Zoom to manage and support 

the video conferencing solution. This may result in the: 

 Inappropriate access (including cross tenancy)

 Unwanted data disclosure

 Loss of data integrity

 Availability impacts.

Inappropriate sharing of classified information 

An official sends classified information to a recipient using the ‘share document’ 

feature within the Zoom application. 

Our advice on using Zoom 

19. As you can see from these risks, there are some medium and high risks associated
with using zoom that can have a variable level of control over.

20. What follows is advice from the Government Chief Information Security Officer about
the use of Zoom for video conferencing within, and between government agencies.

21. As set out in scope above, this advice applies only during COVID-19 alert level 3 or 4,
and is provided to enable public sector organisation to continue critical services and
support our communities during this pandemic.

22. If you already have another video-conferencing tool that has been subjected to a
complete security assessment and C&A process, you should continue to use that.

1. Use Zoom desktop

23. Public Servant should use the zoom desktop application. You should avoid using the
zoom smartphone app.

24. The Zoom smartphone app is not to be used for hosting calls or presentations, and
by preference should not be used by staff attending calls or presentations hosted by
third parties.

25. Agencies should use the Zoom desktop application to host calls or presentations
should recommend use of the Zoom desktop application.

2. Apply operational security mitigations

26. We have a number of authentication and zoom setting operational mitigations that
you need to put in place to appropriately secure Zoom. These are set out below.

Multi-factor authentication 

27. Zoom has multifactor authentication (MFA) available for TOTP applications (for
example Google authenticator, Microsoft authenticator and Authy).
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IN-CONFIDENCE 

IN-CONFIDENCE 5 

28. You need to implement MFA for all administrators, and for all users (where possible).

29. You need to ensure that all users have MFA set up for all meetings where SENSITIVE
or RESTRICTED information will be discussed or shared.

30. More information on how to set up MFA for zoom is available here:
https://support.zoom.us/hc/en-us/articles/360038247071-Setting-up-and-using-two-
factor-authentication.

Meeting settings to reduce risk of unauthorised access 

31. Some of the risks around Zoom relate to unauthorised people getting access to a
zoom meeting. Fortunately Zoom has a number of settings that agencies should use
to help mitigate these risks.

32. Require Passwords for all meetings: you need to set up passwords for all
meetings. This is a critical mitigation to avoid uninvited persons joining your meeting
(e.g. an ELT meeting, Cabinet committee or BCP committee). You should send the
password separately from the meeting invite, either by email or preferably by
encrypted messaging app such as Signal (or WhatsApp if the attendees are not on
Signal).

33. Disable “Join before Host”. Zoom has a setting that enables guests to join a
meeting before the host has connected. If you leave this option enabled, the first
person who joins the meeting will automatically be made the host and will have full
control over the meeting.

34. Disable this option, ideally in your administration settings (where you can lock it for
the whole organisation). More information about join before host can be found here:
https://support.zoom.us/hc/en-us/articles/202828525-Join-Before-Host

Lock Your Session once your attendees have joined 

35. Once everyone you were expecting to join the meeting has, you should lock the
session to avoid someone else joining unannounced, or by accident.

36. At the bottom of the participants panel in the meeting, click “More” and then “Lock
Meeting”.

37. More information about Zoom host controls can be found here:
https://support.zoom.us/hc/en-us/articles/201362603-What-Are-the-Host-Controls-

Review Zoom’s security panel 

38. Zoom has a security panel for account administrators, here you can set your
password requirements (long and strong) and other security settings (such as
requiring MFA).

39. Implement what you can to comply with NZISM standards as soon as you can.

40. More information about the security settings can be found here:
https://support.zoom.us/hc/en-us/articles/360034675592-Advanced-security-
settings.

3. Ensure users are aware of their requirements

41. The staff member hosting the call must:

a. only send the meeting invite information to required people
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IN-CONFIDENCE 6 

b. send the password to the call via a separate method (i.e. send the meeting
invite information via an email and the password via Signal message)

c. before the call starts check who is on the call before sensitive information is
talked about

only accept/open attachments you are expecting from call recipients

e. only allow remote control of the screen sharing session from a call
recipient of only an MBIE employee, however this this feature should not be
used in a webinar scenario.

42. If recording of the video or audio is required, then the local recording feature within
Zoom must be used and the recording should be uploaded into the agencies records
system as soon as practicable.

4. Additional mitigations

43. These mitigations are important, but we acknowledge they may be impractical or
hard to achieve before enabling staff to use during COVID-19 alert level 4, or with all
users. You should try to achieve these mitigations as soon as practicable and are
presented in order of priority.

Device monitoring 

44. You are most likely deploying Zoom onto work devices, or home devices, without a
full controls and C&A process.

45. We recommend you implement or broaden device monitoring and logging to aid you
in security monitoring and incident response in the coming weeks and months.

Device hardening 

46. If possible, Zoom should be used on a work device.

47. Alternative mitigation: device separation. Where possible, for example with Ministers
and executives with multiple devices that a separate device is used to connect and
host Zoom meetings from that which holds classified information and documents. In
practice this could mean connecting to a zoom meeting over an iPad or mobile device
and reviewing documents and writing notes on a laptop (or vice versa).

For further information, please email info@ncsc.govt.nz 

Note: sub-paragraph (e) should 
read "only allow remote control 
of the screen sharing session 
when on a call with someone 
from your agency (no external 
parties), however this feature 
should not be used in a webinar 
scenario"
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Charlotte Doyle [DPMC]

From: ^Parliament: Leroy Taylor
Sent: Friday, 27 March 2020 5:58 PM
To: Michael Webster [DPMC]
Cc: Louise Beard [DPMC]
Subject: VIDEOCONFERENCING for Cabinet

Hi Michael,  

PM is very keen that Monday’s Cabinet meeting be via videoconference. 

 
  

 

Happy to discuss! 

Le Roy Taylor | Senior Private Secretary 
Office of the Prime Minister  

DDI +  Emai  

Authorised by Rt. Hon Jacinda Ardern MP, Parliament Buildings, Wellington

Section 9(2)(a)
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