
Inland Revenue 

Te Tari Taake 

17 June 2019 

s9(2)(a) 

Dear 9(2)(a)

Thank you for your request made under the Official Information Act 1982 (the OIA), 
received on 29 May 2019. You requested the following: 

How many times has your agency/ department been hacked? 

The security of the information we hold is paramount and we take great care to protect 
the integrity of the tax system by guarding the information we hold. 

We have interpreted your question to be: "How many times have you detected 
unauthorised access to your network or systems that would constitute a cyber security 
incident?". The NZISM1 defines a cyber security incident as: 

an occurrence or activity that may threaten the confidentiality, integrity or 
availability of a system or the information stored, processed or communicated by 
it or by any other process or system and processes. 

Inland Revenue has not detected any hacking attempts which resulted in the loss of 
customer data or a breach of Inland Revenue systems. 

There continues to be numerous examples of "spam" and "phishing" attempts trying to 
get customers' details. These are approaches to customers rather than Inland Revenue 
and have occurred via electronic means, door knocking or phone contact. 

Inland Revenue warns taxpayers about the safety and security of their information to 
prevent against such attempts and does what it can to mitigate them. 

How many times has an attempt at a hack been detected at your agency I 
department? 

Like most other internet-facing organisations, multiple attempted hacks are detected and 
blocked daily. 

The New Zealand Information Security Manual (NZISM) is the New Zealand Government's manual on 
information assurance and information systems security. www .gcsb.govt.nz/publications/the-nz-information­
security-manual/ 
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What are you doing to secure your systems to make sure you're secure? 

Inland Revenue has an information security strategy, team, processes, and systems to 
protect important customer information.  

We actively use a wide range of commercial security tools, products and services to ensure 
the cyber security of our systems. 

In addition to the existing security capability that IR has in place, additional investment in 
Information Security is underway and planned to further reduce risk and respond to 
cybersecurity threats. 

Have you received any instructions to increase your security? 

We have not received any instructions to increase our security this year. 

Thank you for your request. I trust that the information provided is of assistance to you. 

Yours sincerely 

Gary Baird 
Chief Technology Officer 
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A file scan was initiated across both of Inland Revenue’s North and South NAS devices and 
no further Locky encrypted files were found. A Windows search was also undertaken 
looking for any .THOR extensions. 

On Saturday 12 November 2016, DXC removed all encrypted files and the files were 
restored from backup. 

Further information 

The files encrypted were on the X: drive (shared file directory) located on the South NAS 
device and accessed via the staff member’s VDI session. No customer information was 
accessed or could be accessed as a result of this malware issue. 

No Inland Revenue applications or systems were breached as a result of this malware issue 
and no information (customer or Inland Revenue related) was lost. 

Since this issue, Inland Revenue has established an awareness programme to educate 
staff about cyber security. These activities include: 

• Security awareness presentations at Inland Revenue sites.
• Instructional videos hosted on Inland Revenue’s intranet.
• A series of simulated phishing exercises for randomly selected staff members.
• Regular blogs, updates, and articles about information security hosted on internal

communications channels.

Since this issue, Inland Revenue has also decommissioned the older Windows 7 desktop 
fleet and replaced it with the latest version of Windows 10 and Windows Defender (which 
are updated automatically), greatly reducing the likelihood of Inland Revenue being 
infected with a similar malware in the future. 

Information being released 

I have set out the documents being released in Appendix One. Where information in the 
documents is withheld, the relevant withholding ground of the OIA is specified in the 
document. An explanation of the relevant withholding grounds are as follows: 

• Section 9(2)(a) – to protect the privacy of natural persons, including deceased
persons.

• Section 18(c)(i) – making the requested information available would be contrary to
the provisions of a specified enactment, namely Inland Revenue’s confidentiality
obligation in section 18 of the Tax Administration Act 1994 (TAA). Disclosure of this
information does not fall within any of the exceptions to the confidentiality obligation
listed in sections 18D to 18J of the TAA.

No public interest in releasing the withheld information has been identified that would be 
sufficient to outweigh the reasons for withholding. 

The slideshow Cyber Security Awareness (item 1) contains some information that is 
outside the scope of your request. This information has not been considered for release 
and has not been provided. Additionally, information related to Finance and Expenditure 
Annual Review questions which are not relevant to your request have also been removed 
as being outside scope. 
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Publicly available information 

The responses to the Finance and Expenditure Annual Review questions can be found on 
the Parliament website: 

https://www.parliament.nz/resource/en-
NZ/52SCFE EVI 75224 642/41fe9cce4318a5f1042fe8d80309bd4e3ec6f1f8 

Accordingly, this information has been withheld under section 18(d) of the OIA, as the 
information is publicly available. 

Right of Review 

If you disagree with my decisions on your OIA request, you can ask an Inland Revenue 
review officer to review my decisions. To ask for an internal review, please email the 
Commissioner of Inland Revenue at: CommissionersCorrespondence@ird.govt.nz. 

Alternatively, under section 28(3) of the OIA, you have the right to ask the Ombudsman 
to investigate and review my decision. You can contact the office of the Ombudsman by 
email at: info@ombudsman.parliament.nz. 

Thank you for your request. I trust that the information provided is of assistance to you. 

Yours sincerely 

Gary Baird 
Chief Technology Officer 
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Appendix One – Information being released 

Item Date Document 
type 

Document title / email subject 

1. July 2017 Slideshow Cyber Security Awareness 

2. 21 Dec 2017 Email chain FEC Questions – IT&C Responses for Review & 
Approval 

3. 21 Dec 2017 Email chain FEC Standard Annual Review Questions 

4. 26 Feb 2018 Email 2017 Annual Review Standard Question 
Allocation – IT&C responses  FINAL 

5. 26 Feb 2018 Email chain Cryptolocker hits IR 

6. 26 Feb 2018 Email IRD Security in the press 

7. 26 Feb 2018 Email chain media query 

8. 26 Feb 2018 Email chain In case you hadn’t seen this 

9. 26 Feb 2018 Email chain media query 

10.  27 Feb 2018 Email chain media query 

11.  27 Feb 2018 Email chain media query 

12.  27 Feb 2018 Email chain media query 

13.  9 Apr 2018 Email chain media query 
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This email and any attachment may contain confidential information. If you have received this email or any 
attachment in error, please delete the email / attachment, and notify the sender. Please do not copy, disclose 
or use the email, any attachment, or any information contained in them. Consider the environment before 
deciding to print: avoid printing if you can, or consider printing double-sided. Visit us online at ird.govt.nz  
This email and any attachment may contain confidential information. If you have received this email or any 
attachment in error, please delete the email / attachment, and notify the sender. Please do not copy, disclose 
or use the email, any attachment, or any information contained in them. Consider the environment before 
deciding to print: avoid printing if you can, or consider printing double-sided. Visit us online at ird.govt.nz  
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2 September 2019

 
 

 

Dear  

Thank you for your request made under the Official Information Act 1982 (the Act), 
received on 9 August 2019. You requested the following: 

1. What are the specific and detailed steps taken by IRD to prevent their clients
from being “cut-off” during a phone call?

2. How has IRD handled the complaint I made about this, this morning via secure
mail?

3. Will IRD pay me $120 + GST for the 45 minutes of time this wastes, as this is
what my time costs for providing accounting services to my clients, and I do not
feel comfortable enough passing the cost of having my time wasted by IRD on to
my clients. However, I do feel comfortable asking IRD for this money.

Question One 

Inland Revenue’s Contact Centre system is designed to ensure a call is not cut off, 
unless the caller or staff member terminates the call. Inland Revenue has a live ‘failover 
system’ between two data centres, where the Contact Centre technology is hosted. This 
means that if there is a service disruption at one data centre, the calls are live routed to 

the other data centre. 

Customer Service Officers (CSOs) are given robust customer service training which 
includes treating all callers with empathy and respect. This ensures that staff operate 
within Inland Revenue’s Charter. No specific safe-guards are in place to prevent calls 
from being terminated as staff do need the ability to end calls. If a caller behaves in an 
abusive, threatening, or otherwise inappropriate manner, the CSO will advise them that 
their behaviour is inappropriate. If this behaviour continues then the CSO may terminate 
the call. If it is identified that a call was ended without any justification, this would be 
looked into and feedback and coaching would be provided to that CSO. 

Question Two 

I understand your complaint has been responded to by a CSO in the Complaints 
Management team. 

Question Three 

While I acknowledge there has been some delays during our recent period of high 
demand, Inland Revenue will not make a payment as there are a variety of options to 
assist tax agents to self-manage, for example: 

• The tax agent line call wait times are advertised to help you identify the best time
to contact Inland Revenue;

• A list of top solutions and updates on the most common issues tax agents are
facing are published on Inland Revenue’s website here:
https://www.classic.ird.govt.nz/campaigns/2019/top-solutions/

Item 4. 20OIA1039 Information on phone calls being disconnected
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• If wait times are too long, tax agents are offered a call-back service; and

• Secure mail in myIR is available for non-urgent or more technical issues.

If these options are not suitable to your specific situation, your dedicated Inland 
Revenue Account Manager is available to help.  

Thank you for your request. I trust this information is of assistance to you. 

Yours sincerely  

Bernie Newman 
Customer Segment Lead - Individuals 
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Right of Review 

If you disagree with my decision on your OIA request, you can ask an Inland Revenue 
review officer to review my decision. To ask for an internal review, please email the 
Commissioner of Inland Revenue at: CommissionersCorrespondence@ird.govt.nz. 

Alternatively, under section 28(3) of the OIA, you have the right to ask the Ombudsman 
to investigate and review my decision. You can contact the office of the Ombudsman by 
email at: info@ombudsman.parliament.nz. 

Thank you for your request. I trust that the information provided is of assistance to you. 

Yours sincerely 

Gary Baird 
Chief Technology Officer 

 

 

 

  



 

 

 

  



Alternatively, under section 28(3) of the OIA, you have the right to ask the Ombudsman to 
investigate and review my decision. You can contact the office of the Ombudsman by email at: 
info@ombudsman.parliament.nz. 

Thank you for your request. 

Yours sincerely 

Chris Linton 
Manager Integrity Assurance 

www.ird.govt.nz 2 
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3

Making expectations clear
Everybody working for IR needs to be clear on 
the expected standards of behaviour. 

Our Code is intended to help you do the 
right thing and guide you in your day-to-day 
decision making. It’s all about making sure you 
know what is and isn’t OK.

Doing the right things as individuals and 
as an organisation helps support a positive 
work environment and ensures the public 
and government have trust in IR and the                                 
tax system.

Helping you to make the right 
decisions
While our Code summarises the essential 
expectations, it doesn’t cover every possible 
requirement or situation. It provides principles, 
standards and tools to help you decide 
whether an action is appropriate. 

Our Code recognises and builds on the 
foundation principles for employment (already 
in our employment agreements) and relevant 
legislation. IR’s policies, guidelines, frameworks 
and processes reinforce our Code and provide 
more detail when needed. 

We all need to exercise good judgement in the 
decisions we make. Use the Making the right 
decision checklist on the next page to help you. 

If you are uncertain about the right course of 
action, discuss any issue with your leader and 
seek their guidance.

Realising our vision, living our 
values and shaping our culture
Acting in ways consistent with our Code helps 
us achieve our vision, puts our values into 
practice and shapes  our culture. 

Most New Zealanders interact with IR 
in some way. Our success is built on the 
commitment, behaviours and spirit of service 
we demonstrate when delivering our services 
to the community. 

The trust of our customers and the wider 
public is key. It’s built on the good decisions 
we each make, the standards of integrity and 
conduct we maintain and the way we treat our 
customers.

It’s our Code and we’re all 
responsible
Our Code applies to everyone working 
for IR, in all roles and at all levels. As well 
as employees, it also covers agency staff, 
contractors and consultants. As the ways 
we work and the places we work change, it’s 
important to remember that our Code will 
always apply and guide you.

We all have a role in ensuring our judgement, 
choices and actions, and those of our 
colleagues, uphold our reputation, make IR 
a great place to work, and are fair, impartial, 
responsible and trustworthy. 

1.Why we have our Code

Our Code of Conduct (Tikanga Whanonga) has the State Service Standards of Integrity & Conduct at its core 
(section 2). It also has more detail on topics particularly relevant to us all at Inland Revenue (IR) (section 3).

Previous Next page

 

 

 

  



Inland Revenue	   Our Code Tikanga Whanonga Doing the right thing
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Acting with integrity involves making decisions 
that are inherently sound. This includes using 
good judgement and a logical process of 
thinking about whether your conduct and 
actions are appropriate to the situation. 

Common sense and good judgement based on 
well-reasoned decision making will help you 
sensibly apply our Code to any situation you 
face. If you are unsure if your decision is OK ask 
yourself these checklist questions:

Making the right decision checklist

...Why we have our Code

Remember: if it doesn’t feel 
right it probably isn’t! 

If you are not sure what is an appropriate 
response to a situation, you must discuss 
the issue with your leader before taking 
any action. Similarly, if you think others 
may not be making good decisions or 
are behaving inappropriately, please                        
speak up. 

For further support refer to the specific 
policies and guidelines which relate 
to your decision, and if appropriate 
consider HR and financial delegations.

Does your proposed action or decision comply with NZ law and IR policies? Is there 
any likelihood that your proposed action is against the law?

Is it legal

Will the proposed action or decision be the same for someone else in the same 
circumstances?  Is it consistent with previous actions or decisions you have made or 
others have made? Will it give you or someone else an unfair advantage or benefit?

Is it fair?

Are you being impartial and open-minded?  Do you have a preconceived or 
unreasoned view of the situation that may be influencing your thinking in some way? 

Is it free from any bias?

Are your stated reasons for taking the proposed action your real reasons?  Do you have an 
ulterior motive? Can you explain your logic and your action to others? Will it stand up to 
close examination or inspection and would you be comfortable if it appeared in the media?

Is it open to scrutiny?

Does it make good sense? Is it logical and well-reasoned? Have you thought through any 
potential risks and taken appropriate steps to avoid them or manage them effectively?

Is it sensible?

Consider the public’s perception of your proposed action or decision.  Could there be an 
unfavourable or adverse reaction because you have not been clear in your logic or reasoning?

Is it likely to be misunderstood?

Previous Next page
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7...Helping you do the right thing at IR

We must maintain the integrity 
of the tax system, including 
ensuring information is 
protected and confidentiality 
maintained

The Tax Administration Act 1994 (TAA) sets 
out some specific obligations on those working 
for IR. These are critical to ensuring that the 
Government and public of New Zealand 
maintain trust in the tax and social policy 
systems IR administers. 

These legal obligations require you to do 
your best to protect the integrity of the tax 
system, which includes taxpayer perceptions 
of integrity (section 6, TAA) and to keep IR 
information confidential (section 18, TAA).

Maintaining high standards of integrity 
and conduct ensures we all meet our
legal obligations.

It’s not part of your duties to access 
(or try to access) or change any IR 
customer information relating to 
your family, friends, acquaintances or 
yourself, using any access or authority 
IR has given you as part of your 
employment.        

This is always unauthorised, regardless of the 
reason for doing so (like a customer’s request, 
curiosity, just to change an address, just trying 
to help) or the degree of access (such as tried 
and the system prevented it, accessed but 
didn’t modify). You also can’t ask a colleague to 
undertake these actions for you, or take these 
actions at the request of your colleague/s.                                                                                                              

Protecting the integrity of the tax system and 
meeting confidentiality requirements means 
you must only access customer information for 
the purposes of carrying out your IR duties.

You can refer a family member, friend or 
acquaintance only to information that is 
publicly available, including directing them 
to IR’s website, myIR or our contact centre. 
Likewise, as an IR customer, you can use these 
publicly available channels including myIR for 
your own tax affairs.

For more details refer to our guidelines on 
Providing assistance to family, friends and 
acquaintances in our People Policies & 
Guidelines. This includes a definition of             
friends and acquaintances, examples and some 
specific considerations for certain IR roles 
which actively service the community.

We must treat all IR work with care 
and confidentiality, taking reasonable 
care to ensure IR information is 
accessible only to authorised people 
who have an IR business need.

No matter where you’re working, whether 
within IR offices or off the premises, you must 
always ensure that IR information, in any 
form, is appropriately cared for, protected 
and secured, so it can’t be seen or heard 
by unauthorised people or those without 
an IR business need (such as tradespeople 
working at your site or at home, or fellow 
passengers if you’re working while travelling      
or commuting).

You must respect the privacy rights of our 
customers when dealing with their information. 
Only collect information you actually need, 
keep it secure, ensure it’s accurate, and only use 
and disclose it lawfully. If dealing with requests 
to release information, you must follow 
specific IR procedures. You also need to ensure 
the confidentiality of all official information 
(including staff information). 

We must use knowledge and influence 
gained at IR solely for appropriate 
business purposes.

Working for IR means you may have access to, 
and knowledge of, laws, procedures, activities 
and systems which could personally benefit 
you and others. You must use this knowledge 
– and the influence it may give you – only for
appropriate IR business purposes and in ways
that are open to the closest scrutiny.

You must not use any knowledge gained 
through your role at IR for your own, or anyone 
else’s, advantage (financial or otherwise). You 
can only disclose IR information if you are 
authorised by IR to do so. This confidentiality 
requirement continues even when you stop 
working for IR.

Unacceptable use of knowledge and 
influence includes: 

• telling a friend there are particular areas of
business accounts which are scrutinised and
audited more closely by IR

• giving information or assistance to an
extended family member on how to deal
with a dispute about tax, child support
or a student loan, beyond what is publicly
available

• using your role at IR to gather information
not normally available to you as a member
of the public, such as use of an IR warrant
to obtain records of a business you or an
acquaintance are interested in purchasing
or looking them up in IR’s systems.

Previous Next page
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8...Helping you do the right thing at IR

We must avoid any actual, 
perceived or potential                 
conflict of interest or 
preferential treatment

We’re required to remain impartial and 
have the highest standards of integrity in 
any situation where an actual, perceived or 
potential conflict may arise. It’s important 
these are identified, disclosed and managed 
appropriately as soon as you become aware                        
of them. 

You must discuss any potential issue with 
your leader before taking any action. This is to 
protect you and IR from possible criticism or 
compromise.

For more details, refer to the Disclosure & 
conflict of interest policy and guidelines in our 
People Policies & Guidelines. Also see the  
SSC guidelines. In relation to buying decisions,                                                                       
refer to IR’s probity framework for 
procurement.

We must consider whether other 
activities (including paid and 
unpaid work) could conflict with 
or compromise our IR duties, 
affect our performance, or create                                             
an integrity issue.

It’s important to discuss any other work 
outside of IR with your leader, to avoid any 
conflict. For all paid, and unpaid work (such 
as voluntary roles) which might create a 
conflict, you will also need your leader’s written 
agreement before you start. 

IR has specific requirements for providing 
assistance to clubs, societies and similar 
organisations, and being a nominated person 
who acts for someone else’s tax affairs. 

The Disclosure & conflict of interest guidelines 
include some examples of activities which 
could cause a conflict of interest and need to be 
discussed with your leader. 

Examples of activities which could cause 
a conflict of interest:

• being an employee, advisor, director or
partner of another business or organisation

• undertaking independent contracting or
consultancy work

• running your own business, or helping your
partner or family run a business

• being treasurer for a sports club
• auditing or considering an adjudication or

ruling in relation to a company in which you
own shares.

For more details, refer to the Disclosure & 
conflict of interest policy and guidelines, and 
also specific guidelines on Providing assistance 
to clubs, societies and other like organisations, 
and Becoming a nominated person, in our 
People Policies & Guidelines.

We must decline gifts or benefits 
that place us under any obligation or 
perceived influence.

As a general rule it is safer and simpler to refuse 
any gift offered to you as part of working for IR. 
The acceptance or soliciting of gifts, prizes, fees, 
entertainment, hospitality or any other form 
of reward may be, or could be seen to be, an 
inducement that puts you under an obligation 
to another party. 

At certain occasions cultural traditions require 
the exchange of gifts, for example at a hui. In 
these situations, gifts can be accepted in line 
with IR’s policy.

For more details and examples refer to the 
Gifts and hospitality policy (which includes 
the requirement for registering gifts, even if 
declined), Koha policy and Travel policy on   
IR’s Policy page.

We must ensure our own tax 
affairs are beyond reproach

You have the same rights and responsibilities 
as any other IR customer. However, as you 
work for IR your tax affairs (personal and 
any business) must be beyond reproach, and 
you must comply with all the legislation we 
administer. 

This includes accurate and timely tax returns 
and payments (or ensuring they are under 
arrangement by the due date), paying correct 
child support and/or student loans, and 
correctly claiming Working for Families Tax 
Credits. You must not omit income or evade 
tax in any way or encourage anyone else to 
do so, such as by accepting or requesting                     
cash jobs. 

IR understands that you might not always get 
it right or that you may disagree on a particular 
tax issue. If this happens, you need to engage 
with IR promptly and work through the proper 
channels to resolve the issue. 
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Inland Revenue	   Our Code Tikanga Whanonga Doing the right thing

9...Helping you do the right thing at IR

Our business tools support us 
in doing our jobs effectively 
- we must always apply good
judgement in their use

Our Use of business tools policy and guidelines 
explain personal use, inappropriate material, 
inappropriate use, care and security, and 
monitoring. In general, you must consider what 
is legal, ethical and sensible, and ensure any use 
doesn’t bring IR into disrepute or put IR funds, 
information or property at risk.

For more details refer to the Use of business 
tools policy and guidelines in our People 
Policies & Guidelines. Our guidelines also 
provide links to other related material. Also see 
the SSC guidelines. 

We must all contribute to an 
inclusive, respectful, safe and 
healthy workplace

IR is committed to maintaining a safe and 
positive working environment and culture. This 
means we must all respect the rights of our 
colleagues and customers. 

• Working in a safe and healthy way is what
we do. We all contribute to maintaining a
healthy and safe workplace and must take
responsibility for our own health and safety.

• Everyone is respected and valued. We all
support an inclusive workplace and value
diversity of thought, beliefs, backgrounds
and capabilities.

• Discrimination, bullying, harassment and
violence of any kind are unacceptable.

It’s important that everyone feels safe and 
supported to speak up about any issue.

For more details refer to the H&S  
commitment, Diversity policy, and 
Discrimination, harassment and bullying 
policy and guidelines in our People Policies & 
Guidelines.

We must be mindful of the 
appropriateness of any private 
or public comment

Generally, while working for IR you have the 
same rights of free speech and independent 
action as all New Zealanders. But you also have 
a duty to ensure any comments you make don’t 
discredit or have the potential to discredit IR, 
the wider state sector or the Government.  

Be aware of the perception of comments you 
make and ensure it’s clear that when you are 
commenting as a private individual, you are 
sharing your personal view and not acting as 
a representative of IR. If you are in a senior or 
high-profile role, it may be difficult for you 
to separate your personal views from public 
perception of you as an IR representative.

Only specifically authorised staff can comment 
on IR matters or release IR material to any 
member of the media or public, or other 
organisation. Media includes anything that 
is being published or broadcast, such as 
via internet or social media channels, radio 
and television, newspapers, magazines and 
community newsletters. 

Remember, you must treat all information, 
including knowledge of internal systems and 
processes gained while working for IR with care 
and confidentiality. This requirement continues 
even when you stop working for IR.

We must maintain the political 
neutrality required to enable us 
to work with current and future 
governments

Political neutrality and the perception of 
that neutrality is fundamental to the New 
Zealand Public Service.  You must be impartial 
and always perform your role in a politically                 
neutral way.  

You must ensure no comment, decision or 
action undermines or could be perceived 
to undermine the government of the day or 
future governments or suggests any political 
preference or intent to influence other’s 
political persuasion.
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104. Breaches and potential  consequences

Please speak up – we’re all 
responsible for reporting 
misconduct or wrongdoing

If you genuinely believe someone working 
for IR could be breaching our Code, acting 
unethically, or is (or has been) involved in 
wrongdoing –  please speak up. 

No matter how big or small, it’s important that 
you raise your concerns. 

Your first step is generally to speak to your 
leader. However, if you don’t feel confident 
doing this you can contact the Integrity 
Assurance team who can support you with any 
concerns you have about coming forward. You 
can call or email them confidentially or use the 
online reporting wrongdoing tool.

If you are aware of serious wrongdoing, you 
may want to make a protected disclosure (this 
is sometimes called whistleblowing). Follow 
the Guidelines for making a protected 
disclosure, which explain what you need to do 
and how you are supported by the Protected 
Disclosures Act 2000.

For more details on reporting misconduct or 
wrongdoing, and for leaders, if you receive 
a complaint of wrongdoing or a protected 
disclosure, follow the steps in the Managing 
misconduct and wrongdoing policy.

Breaches of our Code may result 
in disciplinary action

Our Code is intended to help you understand 
the minimum expectations of behaviour at 
IR. Most people exercise good judgement and 
do the right thing. Being clear on expected 
behaviours and highlighting the very serious 
consequences of certain breaches, helps us all 
avoid breaches as much as possible. IR monitors 
various staff activity and practices to ensure 
alignment with policy and our Code. 

A possible breach of our Code may result in 
an investigation and disciplinary action. Each 
matter will be considered on its own merits and 
the principles of natural justice will apply. These 
include an unbiased and fair process and the 
opportunity for an advocate or support person                                    
to be involved.

The action taken will depend on the severity 
of the breach and can range from warnings 
to dismissal in cases of serious misconduct, 
and in some situations, prosecution as well. 
Any person who knowingly breaches their 
confidentiality obligations under the TAA 
may be prosecuted and face penalties of 
imprisonment or a fine, or both. 

• Accessing (or trying to access)
and/ or changing any IR customer
information relating to your family,
friends, acquaintances or yourself,
using any access or authority
IR has given you as part of your
employment

• Accessing (or trying to access) and/
or disclosing any IR information
without IR authority

• Breaching confidentiality obligations
under the TAA

• Falsifying tax returns or documents

• Dishonest, illegal or corrupt
behaviour in the workplace

• Misusing IR property, business tools,
business platforms or funds

• Accessing, downloading, and/or
storing material from inappropriate
internet sites or sending or receiving
inappropriate material

• Knowingly, negligently or carelessly
subjecting IR assets and resources to
undue risks

• Harassment, discrimination or
bullying against any colleague or
customer

• Violence in the workplace

• Taking illegal drugs or consuming
alcohol or other substances that
affect your ability to perform your
duties

• Behaviour that is likely to bring IR or
the public service into disrepute

Dismissal can result from serious breaches of our Code, 
such as:
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IN CONFIDENCE 

Topic 3 – Conduct & behaviour 

Kaupapa Whakamahi Taputapu 
Use of Business Tools Policy
This policy explains Inland Revenue’s expectations in relation to the use of business 
tools for both business and personal use. 

Note:  Refer to the Vehicle and Parking Policy for information covering the use of 
motor vehicles. 

In the normal course of work at Inland Revenue our people are entrusted with a range or 
business tools which help them do their jobs effectively. 

The business tools at our disposal are hugely varied and include a mixture of physical tools and 
equipment as well as the systems and networks we have access to.    

Business tools are there to be used and are a key part of our everyday business operations. 
We want to empower our people to tap into the practical value of business tools and use these 
resources to optimum effect.  

Why we have this policy 
This policy looks to ensure our people are clear on Inland Revenue’s expectations in relation to 
using business tools.  

Our Code of Conduct (you can find a copy in our People Policies & Guidelines) requires our 
people to ‘use our organisation’s resources carefully and only for intended purposes’.  We must 
apply good judgement around business tool use and consider what is legal, ethical and 
sensible and ensure any use doesn’t bring Inland Revenue into disrepute or put Inland 
Revenue’s funds, information, or property at risk.    

Who this policy applies to 
This policy, and the guidelines which support them, apply to all Inland Revenue employees and 
contracted individuals.   

What happens if you do not comply with this policy? 
Inland Revenue monitors its business tool use to ensure responsible and lawful use in line with 
this policy and Code obligations. Failure to meet and/or maintain the standards could have 
disciplinary consequences as set out in our Code of Conduct.   

Item 11. 20OIA1440 Attachment 2 - Use of Business Tools Policy
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IN CONFIDENCE 

IF IN DOUBT, CHECK IT OUT: 

If you are in any doubt about what’s okay and what’s not, discuss it with your leader.  You can 
use the Making the Right Decision Checklist in our Code of Conduct to help you think it 
through. 

Sometimes mistakes happen.  If you make a mistake or end up accessing something by 
accident you need to raise that with you leader straight away. 

Specific practice around use of business tools 

PERSONAL USE 
Inland Revenue allows occasional and moderate personal use of some business tools. Common 
examples are phones, internet, email etc. Personal use must not put Inland Revenue at risk, 
e.g. reputational damage, security and privacy breaches.

We trust our people to make sensible decisions around using business tools for personal 
reasons and to seek leader approval and direction as needed.  In many cases this approval 
need not be sought on each individual occasion, but may take the form of a more general pre-
approval around what reasonable personal use can be accommodated in your role (see our 
‘Use of Business Tools Guidelines’ in our People Policies & Guidelines for more detail). 

At Inland Revenue there are some clear exceptions where any personal use is strictly 
prohibited.  It is never appropriate to access systems holding tax secret information (e.g. 
FIRST, START) or confidential employee or financial information (e.g. in payroll, finance, self-
service tools etc.) unless it is for a legitimate business reason.  Accessing these systems for 
personal or unauthorised reasons is in breach of our Code of Conduct and this policy and may 
amount to serious misconduct and/ or a criminal offence.   

INAPPROPRIATE MATERIAL OR USE 
Use of any business tools to access, download and/or store material from inappropriate, 
indecent or offensive internet sites or other sources is strictly forbidden, as is sending or 
knowingly receiving such material.  Inappropriate sites and material include pornographic, 
provocative or distasteful images/text, and sexist, racist or otherwise offensive material. It is a 
criminal offence to intentionally cause harm by sending or posting digital communications 
(cyberbullying).    

CARE AND SECURITY 
Our people are responsible for the proper care and security of business tools in their 
possession (both in Inland Revenue offices and outside of them) including taking all reasonable 
precautions to prevent damage or loss and ensure confidentiality of Inland Revenue 
information.   

The Tax Administration Act requires taxpayer and tax related information be stored on 
approved systems.  Only those Internet Cloud Systems which have been through a formal 
assessment and approval process can be used. 
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IN CONFIDENCE 

Our people must never share their passwords or allow any other person to use their ID or 
passwords for any reason. Non-Inland Revenue people, such as friends and family, must not 
use Inland Revenue business tools.  

BRING YOUR OWN DEVICE (BYOD) 
Note: Inland Revenue is increasingly promoting the use of (BYOD) Bring Your Own Device 
technologies. While this policy does not extend to include these devices (as they are not 
supplied by Inland Revenue), we ask that our people apply appropriate judgement around the 
use of non-Inland Revenue technology for work purposes, and that they don’t place 
themselves or Inland Revenue at risk through inappropriate use. 

Our people should be mindful that if they are using their own device for work purposes (either 
at home or in the office) interaction with Inland Revenue’s systems, information or use of our 
technology through their device is still covered under this policy and our Code of Conduct. 

Document control v1, Sept 2019 (this content was a section within a previous Conduct & 
behaviour policy)  (minor edits and reformat Sept 2019) 

Review dates September 2021 

Policy owner Employment Relations, Policy & Remuneration Manager, People & Culture 

Policy contact Email the ERP&R team 

 

 

 

  



 

 

 

  



Ref: 21OIA1074 

[IN CONFIDENCE RELEASE EXTERNAL] 

Ultimately, the decision was based on the fact that money is something that is generally 

accepted as payment, a store of value and is legal tender (i.e. a means of exchange issued 

by a government). As cryptocurrency is currently not money, it is considered to be 

personal property. We note that the industry is constantly evolving, and we are keeping 

an eye on recent developments.   

Right of Review 

If you disagree with my decisions on your OIA request, you can ask an Inland Revenue 

review officer to review my decisions. To ask for an internal review, please email the 

Commissioner of Inland Revenue at: CommissionersCorrespondence@ird.govt.nz. 

Alternatively, under section 28(3) of the OIA, you have the right to ask the Ombudsman 

to investigate and review my decision. You can contact the office of the Ombudsman by 

email at: info@ombudsman.parliament.nz. 

Thank you for your request. I trust that the information provided is of assistance to you. 

Yours sincerely 

Josh Green 

Acting Manager 

Government & Executive Services 

 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  



 

 

 

  




