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2. Executive Summary  

2.1. Introduction  
The Ministry of Social Development, Te Manatū Whakahiato Ora (MSD), supports many vulnerable 
communities with social services. This role includes providing employment, income support and 
superannuation support. Given the people seeking services are applying for support, it is critical that 
barriers to access services are reduced. One such barrier for applicants is establishing evidence of 
identity.  

MSD is proposing to use a new tool, One Time Identity Service (OTI) provided by DIA, which leverages 
technology to provide remote identity verification, without applicants being required to visit an MSD 
office or to have a RealMe Account. The tool uses facial recognition technology, passport biometric 
templates, and an evidence of liveness check (to prove that the captured selfie photo is a person and 
is not, for instance, a photo).  

A client who is required to confirm their identity to MSD is offered a number of choices on how they 
wish to complete this step. If they select to use the OTI they are redirected via a URL to the DIA OTI 
service. They are then required to complete two initial steps: 

• Provision of their passport information and a selfie 

• Completeness of a liveness check. 

If the selfie and the liveness check are completed successfully and relate to the same individual, then 
the details are compared to the passport details provided. The confirmation is authorised under the 
Identity Information Confirmation Act. If the passport details including the passport photo match the 
information provided, then the client is asked to authorise the disclosure of their full name, date of 
birth, liveness confirmation and passport photo match confirmation to MSD.  

In a subsequent release it is proposed clients will also be able to separately authorise the disclosure 
of their selfie photo to MSD. 

2.2. Inherent risk level  
This PIA has identified ten privacy risks as shown below.  

Assuming all planned controls are implemented and functioning effectively, there are no zone one 
risks and three zone two risks.  
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4. Project Summary 

4.1. Problem Statement 
The Ministry of Social Development, Te Manatū Whakahiato Ora (MSD), supports many vulnerable 
communities with social services. This role includes providing employment, income support and 
superannuation support. Given the people seeking services are applying for support, it is critical that 
barriers to access services are reduced. One such barrier for applicants is establishing evidence of 
identity.  

If a client wishes to obtain services from MSD for the first time, the client is required to ring the call 
centre to request a client number prior to logging into MyMSD to apply for services.   

After being provided a client number and applying for services either online or in person they are 
currently required to provide physical documents that: 

• support their identity – two different documents are required 

• show use of the identity within the community. 

MSD are looking to increase the ability for clients to complete all interactions online. This 
requirement was further amplified as a result of Covid-19 and related lockdown arrangements. 

A key component of MSD being able to take services fully online is the requirement to be able to 
confirm an online client’s identity. 

MSD have approached DIA regarding a new service they are offering called One Time Identity Service 
(OTI) for individuals over the age of 18. This will be one of multiple methods that clients can choose 
from to confirm their identity. 

4.2. One Time Identity Service (OTI) 
The OTI is provided by DIA Service Delivery and Operations. Users are directed to the service from 
other organisations, in this case MSD.  

The service will be developed in a number of stages: 

• Release One - confirmation that the selfie provided matches the individual using the device 
and also matches with the passport relating to the individual concerned. Provision of the 
user’s full name, date of birth, liveness confirmation and passport photo match confirmation 
to MSD with consent. 

• Release Two - addition of the provision of the selfie photo to MSD with consent. 

To use the service the user’s passport: 

• can be a child or adult passport 

• must have been issued since 1st January 2004 

• may be current or expired. 

The service is underpinned by a facial recognition solution provided by Daon and hosted onsite by 
DIA. 
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5. PIA Scope 
This PIA covers: 

• Release One - confirmation that the selfie provided matches the individual using the device 
and also matches with the passport relating to the individual concerned. Provision of the 
user’s full name, date of birth, liveness confirmation and passport photo match confirmation 
to MSD with consent. 

• Release Two - addition of the provision of the selfie photo to MSD with consent. 

• Consideration of risks associated with changes in the upcoming Privacy Act 2020. 

This PIA does not cover: 

• The use of OTI by clients of MSD who are under 18 years old. 

• Consideration of how MSD will utilise the client’s selfie and other details once confirmed by 
DIA. 

• The processes used by MSD for confirming the identity of clients who do not utilise or are 
unsuccessful in using the OTI. 

6. Applicable Legislation 

6.1. Privacy Legislation 
The OTI will primarily be utilised by individuals within New Zealand and therefore the New Zealand 
Privacy Act 1993 will apply and the subsequent Privacy Act 2020 when it comes into force. 

However, MSD will utilise the OTI functionality for clients based overseas in future releases. These 
will primarily be New Zealand Super Beneficiaries. The majority of MSD clients who are not located in 
New Zealand are located in: 

• Australia 

• Europe 

• The United Kingdom. 

The Australian Privacy Act 1988 only applies to organisations outside of Australia where they have an 
Australian link. This link is established if the organisation or operator is: 

• an Australian citizen 

• a person whose continued presence in Australia is not subject to a limitation as to time 
imposed by law 

• a partnership formed in Australia or an external territory 

• a trust created in Australia or an external territory 

• a body corporate incorporated in Australia or an external territory 

• an unincorporated association that has its central management and control in Australia or an 
external territory 

• the organisation or operator carries on business in Australia or an external territory. 

DIA and the OTI do not meet any of the above criteria therefore the Australian Privacy Act 1988 will 
not apply. 
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The Regulation (EU) 2016/679 (GDPR) and the UK Data Protection Act 2018 both have extra 
territorial scope provisions. MSD will be promoting the use of the DIA OTI to these clients to confirm 
their identity including those in the UK and Europe. The scope of the GDPR and UK Data Protection 
Act means that DIA would be viewed as offering goods or services in the Union under Article 3 and 
therefore also in scope of the GDPR. 

6.2. Identity Information Confirmation Act 2012 
The Identity Information Confirmation Act 2012 (IICA) governs the use of confirmation services. The 
IICA defines a confirmation service as one which confirms identity information of an individual so as 
to:  

• contribute to the prevention of a crime (particularly identity-related crimes) and 

• ensure that agencies can use and, if necessary, record confirmed identity related 
information.  

Identity information is defined in the IICA as including passport related information but doesn’t 
include a selfie. The IICA is not a complete code and information that is not covered by it can still be 
shared, but that sharing needs to be lawful in its own right. Where there is an inconsistency between 
the IICA and other relevant legislation, including the Privacy Act and the Passports Act 1992, the IICA 
prevails (s21 of the IICA). This means where the IICA applies, it needs to be complied with instead of 
that other legislation. This also includes AISAs as they are enacted in accordance with the Privacy Act.  

Because the purpose of the OTI Service is to confirm the identity of the individual for MSD purposes, 
it falls within the definition of a confirmation service. Therefore, where the IICA applies (the sharing 
of passport details, other personal information and the result of the identity verification) the IICA 
needs to be complied with. Where other personal information is shared that sits outside the IICA (the 
selfie) sharing needs to be lawful in some other way, for example, by being authorised in accordance 
with the Privacy Act and/or applicable AISA. 

6.3. Customer Nominated Services Approved Information Sharing Agreement 
The Customer Nominated Services Approved Information Sharing Agreement (Customer Nominated 
Services AISA) is a multi-party information sharing agreement supported by an Order in Council that 
came into effect in July 2020.   

The Customer Nominated Services AISA involves six agencies including MSD and DIA.  The AISA 
allows DIA to share personal information with the other agencies, and allows the other parties to 
share information with DIA. 

The first two objectives of the AISA are to: 

• gain customer service efficiencies and reduce the compliance load for individuals associated 
with provision of personal information through facilitating increased collaboration between 
parties 

• verify aspects of an individual’s identity or entitlement of an individual applying for or 
receiving public services. 

The public services the Customer Nominated Services AISA intends to facilitate include: 

• accurate and efficient assessment of eligibility for and entitlement to receive public services 
that an individual applies for or decides to utilise 

• accurate and efficient delivery of public services that an individual applies for or decides to 
utilise. 
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• how information provided will be used 

• that metadata will be shared with MSD in all circumstances 

• that the selfie photo (when applicable), liveness confirmation and passport details will be 
shared with MSD with the user’s consent. 

• how to request a copy of information held by DIA. 

• how MSD will use information provided by DIA. 

The user is also provided a link to the Terms of Use for the OTI which include an agreement to the 
privacy statement. The user is not able to proceed until they have agreed to the OTI Terms of Use. 

At any time whilst using the OTI the user can access the privacy statement through a link at the 
bottom of the screen. 

8.2. User of the service 
The first step is for the user to provide details of their passport. The following information is required 
to be provided as shown in the user’s passport: 

• passport number 

• given names 

• surname 

• date of birth 

Once the passport information has been confirmed to be valid the user is asked to provide a selfie of 
themselves. The user is advised that they need to provide access to their device’s camera to take a 
photo when prompted. If they do not provide access, then they will not be able to proceed to use the 
service.  

The user is also provided guidelines to aid in the capturing of a selfie photo that can be utilised. 
When they are ready for the photo to be taken the user selects continue. A countdown is provided 
and then the photo is taken. During the countdown the user can switch which camera on their device 
is to be used to ensure the photo is of themselves. The selfie photo is checked to determine it meets 
the criteria of the service, if the criteria are not met the user can retake the photo. Once there is a 
successful photo taken it is then displayed to the user who can either accept the photo or retake it as 
many times as they wish until they are happy with the photo. 

The next stage is for a liveness check to be completed. The user is advised that this stage will involve 
the flashing of lights onto their face and caution should be exercised if they have epilepsy or light 
sensitivity conditions.  When they are ready for the liveness check to be completed the user clicks 
continue. A video or series of frames lasting three to five seconds is produced as the Colour Light 
Reflection Liveness (CLR) is completed. If upon evaluation the user has failed the liveness check, they 
are able to reattempt the liveness check a further two times. 

8.3. Metadata 
For each use of the OTI metadata about the timing of events of each stage of the process are 
captured by the OTI.  A transaction ID is also collected from MSD when the user is transferred to the 
OTI. This ID is used to allow MSD and DIA to know they’re communicating about the same client for 
the purposes of that OTI transaction. An OTI ID is also created by DIA which is also shared with MSD. 
This can be used for requesting a manual check and billing purposes. 
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8.4. Google Analytics 
Google Analytics 360 is used within OTI to track the access and use of the various webpages. This 
information is collected for the purpose of identifying pain points in the client journey so that 
improvements can be made. Although this information is collected at an identifiable level it is always 
used at an aggregate level. 

9. Use  

9.1. Use of the selfie photo and liveness video 
The selfie photo and liveness video will be compared to each other to determine if the individual in 
the liveness video is: 

• alive and 

• the same individual as that in the selfie photo. 

If the match is confirmed, then this enables DIA to confirm that the individual in the selfie photo is 
the user of the OTI at that time and request authorisation from the user to share the confirmation 
with MSD. 

The selfie photo and liveness video will not be used by DIA for any purpose other than offering users 
the ability to confirm their identity to MSD. 

9.2. Use of passports information 
The passport information provided at the beginning of the process is used to confirm that a unique 
passport can be identified for the user. At this stage the issuance date of the passport is used to 
confirm that the passport was issued post 1st January 2004 which is required for the OTI to be 
utilised. 

At the point where the user has completed and passed the liveness check the selfie photo is then 
compared to the passport photo. This enables the confirmation of the individual’s identity to allow 
the release of confirmation of their passport information under the Identity Information 
Confirmation Act 2012 (IICA). If the selfie photo does not match the passport photo, then the user is 
unable to proceed to authorise the sharing of the identified passport with MSD. 

9.3. Use for manual checks 
In the event of MSD wishing to confirm the identity match of an individual they will contact DIA and 
provide the transaction ID in question. A member of the OTI Team will then extract from the system 
the selfie photo and liveness video along with the confirmation of the consent to share the result 
with MSD. If the user did not consent to share their details with MSD, then no manual check will be 
completed. 

If the user consented to the share, the DIA staff member will then complete a manual assessment of 
the level of match between the two items based on existing identity proofing procedures used for 
RealMe verified identities.  

If as part of the use of the OTI a passport match was also completed the DIA staff member will then 
access the passport system and complete a manual assessment of the level of the match between 
the selfie photo and the user’s passport photo in the passport used. 
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Based on the manual assessments made by the DIA staff member a determination will then be made 
if the identity is valid. The only information to be provided to MSD will be a confirmation of a 
successful or unsuccessful match. 

9.4. Use of metadata and Google Analytics information 
The metadata and Google Analytics information will be used to generate reports in aggregate form 
about how the OTI service is performing. These will be used by DIA to analyse the performance of the 
service and identify areas of improvement. 

The metadata will also be used in an identifiable form to create the invoices for use of the OTI by 
MSD. A report will be created by DIA to support reconciliation of the invoice by MSD. 

The metadata will also be utilised on an annual basis to allow reporting on the use of the IICA where 
the selfie has been compared to an individual’s passport. This reporting will be at an aggregate level. 

9.5. Use by other DIA Identity products 
The information collected as part of the MSD instance of OTI is segmented from both other instances 
of the OTI used for other organisations and from other DIA solutions. 

There is no authorised use of the OTI information within the MSD instance in relation to other DIA 
Identity products. Furthermore, the OTI information is not information that can be shared under the 
DIA Identity Services AISA. 

9.6. Use by third parties  
The Daon and Google’s contracts with DIA have a requirement that they will not use any DIA data for 
their own purposes.  

10. Accuracy 

10.1.  Ability to match accurately 
The identity binding technology used for OTI is currently implemented in RealMe—there it is 
demonstrating accuracy rates of approximately 99% over the past three months. The system is 
weighted towards false negatives rather than false positives to ensure robust evidence of identity. 

10.2. Known errors factors 

To date no statistical research has been completed on the factors influencing the accuracy rates. 

However key known accuracy factors relate to significant changes in face shape. This is impacted by 
the age of the passport used for reference and the age of the individual (children’s faces change 
significantly). For example, successful identity matching for young adults with expired child passports 
is lower, given their face shape may have changed significantly since their passport photo was taken.  

It is known that skin tone impacts facial contrast across all facial recognition technology, resulting in 
variable rates of successful biometric templating. However, the rates of successful biometric 
templating remain consistently high across ethnicities using this technology. Testing in 2019 did find 
that CLR has variable error rates relating to skin tone, with medium skin tone users having a higher 
false negative rate than dark skin tone or light skin toned individuals. In all instances, incorrect 
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11.3. Disclosure of information to MSD with consent 
Upon successful completion of the liveness check and the passport match, the user is asked to 
authorise the sharing of their identity check information with MSD for the purposes of verifying their 
identity. The user must make an active step to check the consent box before they are able to 
proceed. 

If the user selects to share their results with MSD then DIA provide to MSD the following: 

• the transaction number 

• confirmation the user passed the liveness check 

• the full name 

• the date of birth. 

The IICA provides authorisation for disclosing the passport information in the form of confirmation of 
the match. The following passport information will be confirmed to MSD: 

• full name 

• date of birth 

• selfie photo match to the passport photo. 

A Confirmation Agreement is currently being consulted on with the Privacy Commissioner as changes 
to the previously agreed agreement are required due to the slightly different model utilised by the 
OTI. 

The privacy statement details that the disclosure of the details to MSD is at the sole discretion of the 
user. If the user selects not to share their results with MSD, then no information is provided over and 
above the metadata relating to the transaction. 

MSD will utilise the provided details as part of their process for identity verification. More 
information is provided within the MSD PHRaE. 

11.4. Disclosure of the selfie photo 
In the second release the user will be able to additionally authorise the provision of their selfie photo 
to MSD along with confirmation of their passport details. The user must make an active step to check 
the additional consent box before they are able to proceed. 

The privacy statement details that the disclosure of the selfie photo is at the sole discretion of the 
user. The user can choose to share their details but not their selfie photo if they wish. 

MSD will utilise the selfie photo to identify the user if they visit a Service Centre. If MSD doesn’t have 
the individual’s selfie then they will need to show a government issued ID and/or answer some 
security questions to prove their identity when visiting a Service Centre. More information is 
provided within the MSD PHRaE. 

11.5. Disclosure of metadata 
When a user uses the OTI, details of their actions are captured in the metadata. The full details of the 
metadata will not be released to MSD by DIA. However, they will provide details on a per transaction 
basis about the time and date and whether during the transaction the user: 

• completed the transaction successfully 

• had an unsupported browser or device 
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• exceed the timeout period 

• exceeded the number of possible attempted to complete the liveness check 

• chose to exit the OTI 

• sharing Not authorised 

• had an unsuccessful OTI transaction due to failing the liveness check, passport photo match 
or passport data match.  

The disclosure of this information is not optional or controllable by the user if they choose to 
proceed to use the OTI. 

The information is disclosed to MSD to enable MSD to identify how the service is functioning and 
where any particular pain points are that need to be addressed.  

The information is shared at a per transaction level rather than at a summary level to enable MSD to 
augment the OTI information with other information regarding the client to identify trends and 
issues relating to specific groups of clients e.g. clients who are applying for a certain benefit are more 
likely to have an unsupported browser or device. 

11.6. Disclosure in the event of investigation by MSD 
In the event that MSD wishes to investigate whether the selfie photo, liveness video and passport 
photo have been correctly matched then MSD will request a manual check by DIA. The user is not 
required to authorise this additional manual check. A manual check can only be completed where the 
individual has previously authorised the sharing of their verified identity with MSD. 

The outcome of the manual review of the match between the selfie photo, liveness video and 
passport photo where appropriate will result in DIA advising a confirmation of the existence of a 
match. If a match does not exist no further information will be provided as to the differences and the 
passport photo will not be provided.  

The privacy statement along with the user’s original authorisation will provide the authorisation for 
the disclosure of the confirmation of the selfie photo and liveness video match. The Customer 
Nominated Services AISA provides authorisation for disclosing the passport information in the form 
of confirmation of the match to MSD. This is for the purpose (AISA para 4.2.c) of ensuring that an 
individual applying for or utilising MSD Services is not required to provide identity and life event 
records that DIA holds, in this case their passport.  

11.7. Disclosure in the event of a suspected offence 
MSD can confirm the individual’s identity is required: 

• to avoid prejudice to the maintenance of the law by any public sector agency, including the 
prevention, detection, investigation, prosecution, and punishment of offences 

• for the enforcement of a law imposing a pecuniary penalty 

• for the protection of the public revenue 

• for the conduct of proceedings before any court or tribunal (being proceedings that have 
been commenced or are reasonably in contemplation). 

MSD will make a request in writing to DIA for release of the selfie photo, liveness video and passport 
information as required under the exceptions to the Privacy Act under IPP 11 (e). DIA’s standard 
process for handling requests for disclosure under the Privacy Act will be utilised. 
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11.8. Disclosure of Google Analytics information 
The information contained within Google Analytics 360 will not be disclosed in a form that allows 
identification of an individual user. However aggregate level reporting regarding use of the service by 
MSD clients will be provided to MSD. This is provided for the purpose of understanding how the OTI 
service is performing. 

11.9. Disclosure for billing purposes 
A report containing the transaction ID and the date verified will be provided to MSD by DIA on a 
regular basis. This report contains a subset of the information provided as part of confirming an 
identity. Only users who authorised sharing of their information with MSD will be detailed within the 
report. 

The report is utilised by MSD to enable the billing amounts to be reconciled against successful 
verifications. 

11.10. Disclosure by Daon 
The Daon Master Services Agreement requires Daon to only disclose confidential information to DIA 
employees, agents and contractors as required and for reasonably necessary purposes. Daon by 
default do not have access to any information within OTI as the solution is hosted onsite at DIA. The 
only scenario where they may gain access is when a defect occurs and DIA request support. Daon 
must keep the information confidential in all other circumstances. The exception to this is where the 
disclosure is: 

• required by law 

• to the courts of any competent jurisdiction 

• to any government regulatory or financial authority. 

Prior to making a disclosure Daon must consult with DIA. 

11.11. Disclosures to law enforcement agencies  
DIA may voluntarily disclose, or be compelled to disclose, personal information in OTI to law 
enforcement agencies such as NZ Police or the Serious Fraud Office. This would occur via the 
‘maintenance of the law’ exception in the Privacy Act for voluntary disclosures. Compulsory 
disclosures occur via Production Orders under the Search and Surveillance Act 2012 and court orders.   

DIA’s current process for disclosing to law enforcement agencies will continue to be utilised.  

11.12. Disclosures relating to Privacy Act requests  
DIA’s already established process for handling Privacy Act requests will continue to be utilised. If 
requested both the selfie photo and liveness video will be released under a Privacy Act request. 

12. Security  
A security risk assessment, penetration test and Certification and Accreditation (C&A) is currently 
underway for the OTI. 
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13. Retention and Disposal 

13.1. Selfie photos, videos and liveness confirmation 
The retention of the selfie photos and liveness confirmation depends on the outcome of the check 
and if the individual authorised for the information to be shared with MSD. 

If the information has been shared with MSD then the selfie photo, video and liveness confirmation 
will be retained for a period of six months within the Daon solution. The information is retained for 
this period to enable MSD to query DIA in the event of an investigation or suspected offence. After 
six months the selfie photo, video and liveness confirmation will be securely disposed. 

If the user does not share their information with MSD or is unable to successfully complete the 
liveness confirmation or passport match then the selfie photo, video and liveness confirmation as 
appropriate will not be retained as standard. However, DIA may choose to retain these items for up 
to one month if investigating issues around the performance of the OTI. 

There is currently no Disposal Authority under the Public Records Act that explicitly details the 
handling of the OTI information by DIA. 

13.2. Metadata 
The metadata relating to both successful and unsuccessful confirmations will be held for 13 months 
before being securely disposed of. The information is retained for this period to allow year on year 
analysis of the OTI and also to enable legislative reporting requirements to be met. 

There is currently no Disposal Authority under the Public Records Act that explicitly details the 
handling of the OTI information. 

13.3. Google Analytics 
The Google Analytics information is retained for 13 months before being securely disposed of. The 
information is retained for this period to allow year on year analysis of the OTI usage. 

There is currently no Disposal Authority under the Public Records Act that explicitly details the 
handling of the Google Analytics information at DIA. 

13.4. Information held by Daon 
Upon termination of the Daon Master Services Agreement they are required to return or destroy all 
confidential information if requested in writing by DIA. Upon completion of such a request Daon will 
issue a certificate to DIA stating the actions taken. 

14. Ongoing Management 

14.1. Privacy and security breaches  
In the event of a privacy or security breach the standard DIA processes for handling a breach and 
notifying the Office of the Privacy Commissioner and impacted users, if required, will be followed. 

In the event of Daon becoming aware of a potential or actual privacy or security breach they are 
required in accordance with the Master Services Agreement to notify DIA as soon as possible. Daon 
are also required to cooperate in the prevention or limitation of the breach. 
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14.2. Correction of personal information 
DIA’s existing Privacy Act request process will continue to be utilised for the correction of 
information. However, due to the nature of the OTI it is unlikely that any requested corrections will 
be made to the information held within the OTI as it is accurate at the time of collection. 

14.3. Change management 
MSD and DIA will collaboratively work together to develop the roadmap for the OTI. This 
collaboration will be formalised through a Memorandum of Understanding between MSD and DIA 
prior to the launch of the OTI.  

In the event of changes being made this PIA will be updated to reflect any changes prior to the 
release of the changes into production. 










