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Introduction and overview of approach

Include a brief description of the proposed project or initiative.

DIA’s current Passport Facial Recognition System (ABIS) is being replaced with a new facial

recognition solution that will be delivered ‘as a Service’. The system will be integrated into the

passport system to continue supporting process automation and fraud detection, with the goal of (L
increasing productivity of passport issuances whilst maintaining the current integrity of the New %
Zealand passport.

Describe any existing systems or processes, and the main changes that are proposed: \

The new FRS will be a replacement for ABIS and will be delivered as a Managed Service, hosted
managed within New Zealand. The new FRS (highlighted in green) will replace the existin$~

system (highlighted in red) as shown in Figure 1.

a@ ribe the purpose of the change, including any projected benefits to your business or to
e individuals affected
@. The new service will include new hardware and software that will increase performance and

@ accuracy of the biometric matching.
\ The business outcome for Facial Recognition Service (FRS) project is to deliver a fit for

@ purpose and supported Facial Recognition Solution that will increase productivity, reduce
cost and extend the capability across and beyond SDO branch.

b) Identify the main stakeholders or entities involved, and their role in the initiative.



The main stakeholder is the General Manager Passports and Identity Services; he is
responsible for ensuring that the value (high trust) and integrity is maintained in the New
Zealand passports. Benefits to the wider public resulting from the power of the New Zealand
passport include visa free travel to a large number of countries.
https://www.passportindex.org/byRank.php

Describe the personal information that the initiative will involve. Note: “Personal information” is any
information about an identifiable living person. However, a person doesn’t have to be named in the
information to be identifiable. You only need to complete a Threshold Assessment if your proposal
involves personal information.
The description should cover:

a) What is the source of the information? (e.g. collected from the individual, re-use of existing

information)
b} What is the purpose of the information for the initiative?

The Facial Recognition Service will hold biometric templates of all adults over the age of
sixteen who have applied for a NZ passport. The templates are derived from images
(photographs) that are submitted with a passport application. Theconversion process uses
an algorithm from a biometric vendor to create a unique biometric template for every image
converted. This process creates a database of approximately 4.5 million templates against
which biometric matches and searches can take place.

Biographic information about the applicant is not stored with the image and template files, it
is stored in a separate database within the passports system and linked using a unique key.

The purpose of the biometric matching is to-ensure; people only hold one passport, speed
and accuracy of entitlement determination and detecting fraudulent attempts to obtain a
passport. This is achieved through the following services:

¢ |dentification Service

Provides functions to support one-to-many searches using facial characteristics against a
biometric enrolment database.

» Verification Service

Provides functions to enable the performing of one-to-one comparisons searches using
facial characteristics.

* Investigation Service

Provides functions to enable investigators to investigate identity fraud and perform
forensic analysis of facial images.
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Summary of privacy impact
Complete the table below based on the assessment outcome so far.

The privacy impact for this initiative has been assessed as:

Low — There is little or no personal information involved; or the use of personal
information is uncontroversial; or the risk of harm eventuating is negligible; or the
change is minor and something that the individuals concerned would expect; or risks
are fully mitigated

Medium — Some personal information is involved, but any risks can be mitigated v
satisfactorily

High — Sensitive personal information is involved, and several medium to high risks
have been identified

Reduced risk — The project will lessen existing privacy risks

Recommendation

A full privacy impact assessment is not required for FRS, providing no significant risks are identified
during the completion of security and cloud risk assessments for the system.

Should the selected provider not be able to answeroraddress risks arising from the security and
cloud risk assessments, a targeted PIA may be required.

Authorisation
The Business Owner is ultimately responsible for ensuring that the Privacy Impact Assessment has
the appropriate scope, and that the recommendations are actioned. The Principal Advisor Privacy
should be consulted before the document is finalised to ensure that the Threshold Check addresses
the necessary privacy considerations. /

Authorised by

usiness Owner(s "
pavi P:ilp - 4/ Al)5/77

/7

General Manager Identity and Passport Services .~

/ 4

Forward a copy of the final signed document to privacy@dia.govt.nz.






