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Glossary of Terms 

Availability Ensuring that authorised users have timely and reliable access to 

information. 

API A set of functions and procedures allowing the creation of 

applications that access the features or data of an operating system, 

application, or other service. 

B2B Business–to–business (B2B), also called B–to–B, is a form of 

transaction between businesses. 

Confidentiality Ensuring that only authorised users can access information. 

Consequence The outcome of an event. The outcome can be positive or negative. 

However, in the context of Information Security it is usually 

negative. 

Control A risk treatment implemented to reduce the likelihood and/or 

impact of a risk.  

Gross Risk The risk without any risk treatment applied.  

Impact See Consequence. 

Information Security Ensures that information is protected against unauthorised access 

or disclosure users (confidentiality), unauthorised or improper 

modification (integrity) and can be accessed when required 

(availability). 

Integrity Ensuring the accuracy and completeness of information and 

information processing methods. 

Likelihood See Probability. 

Probability The chance of an event occurring. 

Recovery Point Objective 

(RPO) 

The earliest point time that is acceptable to recover data from. The 

RPO effectively specifies the amount of data loss that is acceptable 

to the business. 

Recovery Time Objective 

(RTO) 

The amount of time allowed for the recovery of an information 

system or service after a disaster event has occurred. The RTO 

effectively specifies the amount of time that is acceptable to the 

business to be without the system. 

Residual Risk The risk remaining after the risk treatment has been applied. 

Risk The effect of uncertainty on the business objectives. The effect can 

be positive or negative. However, in the context of Information 

Security it is usually negative. 

Risk Appetite The amount of risk that the organisation is willing to accept in 

pursuit of its objectives. 

Stakeholder A person or organisation that can affect, be affected by, or perceive 

themselves to be affected by a risk eventuating. 

Threat A potential cause of a risk. 

Vulnerability A weakness in an information system or service that can be 

exploited by a threat. 
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Executive Summary 

Introduction 
This report presents the findings of an Information Security Risk Assessment of Microsoft Azure Cloud 

that may be utilised by consuming agencies. The Risk Assessment followed the Government Chief 

Digital Officer’s (GCDO) Risk Assessment process, which is based on the AS/NZS ISO 31000:2009 and 

ISO/IEC 27005:2011 risk management standards. 

 

As this is a generic Risk Assessment report, the risks identified, and ratings assessed may be different 

and unique in the context of consuming agencies and the Microsoft Azure Cloud services being 

consumed. Therefore, agencies reading this report should review the risks using their own risk 

management framework. This ensures that the risks identified are specific to the agency’s adoption 

of Microsoft Azure Cloud are within their business context, and risk appetite. 

 

The details of the Risk Assessment scope can be found in Appendix B. Where Consuming Agency and 

Azure Cloud Service Provider are used in this report, they refer to Consuming Agency (CA) and 

Microsoft Azure Cloud Service Provider (SP) respectively. 

9(2)(b)(ii), 9(2)(k)
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9(2)(b)(ii), 9(2)(k)

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



IN–CONFIDENCE 

Microsoft Azure Security Risk Assessment Report  Page 8 of 68 

IN–CONFIDENCE 

Gross Risk Position 

Table 1 – Gross Risk Ratings illustrates the rating of each risk without any controls in place. The table 

below includes the gross risk positions of both Azure specific and generic cloud risks.  

Table 1 – Gross Risk Ratings 

9(2)(b)(ii), 9(2)(k)

9(2)(b)(ii), 9(2)(k)
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The presence of adequate logging and regular monitoring of the Azure services across tenancies can 

enable the CA to detect or investigate security incidents associated with the portal, should they occur. 

This includes ensuring sufficient logging and monitoring on the management console. 

6. Security Blueprints, White Papers and Technical Training  

In order to maintain secure infrastructure and services for their agencies, CA administrators should 

utilise security blueprints, white papers and technical training from Azure to advance their capability.  

Azure offers a security blueprint referred to as the “NZISM Restricted Blueprint”. This provides 

governance guardrails using Azure Policy that help agencies assess specific New Zealand Information 

Security Manual (NZISM) controls. This blueprint helps customers deploy a core set of policies for any 

Azure-deployed architecture that must implement controls for New Zealand ISM Restricted. 

In addition to the above, the Azure Policy control mapping provides details on policy definitions 

included within this blueprint and how these policy definitions map to the controls in the New Zealand 

Information Security Manual. When assigned to an architecture, resources are evaluated by Azure 

Policy for non-compliance with assigned policy definitions. 

Utilising these tools is overall beneficial to improving an agency’s security posture when consuming 

Azure Cloud services 
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Residual Risks 

The tables below illustrate the expected residual rating of each of the risks if all the recommended controls are implemented and appropriately configured and managed. 

 

9(2)(b)(ii), 9(2)(k)
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Business Context 
This section provides an overview of the business context for the Microsoft Azure Cloud services that 

are in scope of this Information Security Risk Assessment.  

Certification Approach 
The following business context considerations have been made for the Risk Assessment, with input 

from a sample of agencies: 

• Share security responsibility model when consuming the Azure service; 

• Key stakeholders involved when consuming the Azure service; 

• Classification of the information stored, processed and transmitted by the Azure service; 

• Different types of users with access to the Azure service; 

• Information Security requirements for the Azure service in terms of confidentiality, integrity, 
availability, privacy and any other relevant legislation; and 

• Information protection priorities when consuming the Azure service. 

 

Consuming agencies consuming the Risk Assessment must ensure that they: 

• Review the business context assumptions made during the Risk Assessment and ensure that 

they accurately reflect the agency’s own context; 

• Define the business process that will be supported by the Azure service; 

• Identify and document the business impact should an Information Security or privacy incident 

occur; and 

• Consider the agency’s use context and risk appetite and evaluate assigned risk ratings. 

 

Connectivity and Service Provisioning Scenarios 
 

We identified three provisioning scenarios that CAs can use to subscribe to Azure and manage their 

assets in Azure’s cloud: 

• Having direct contractual relationships with Microsoft Azure and directly managing their 
assets using their own set of credentials; 

• Having contractual relationships with a New Zealand reseller and directly managing their 
assets using their own set of credentials; and 

• Having contractual relationships with a New Zealand reseller and partly or fully delegating 
their assets’ management to this reseller. 

 
Similarly, we identified four connection scenarios that CA can use to interconnect their networks to 

Microsoft Azure: 

• Direct connection to the public IP addresses of the Virtual Machines over the public internet; 

• VPN connection to a Virtual Network Gateway in Azure configured with private IP addresses 
over the public internet; 

• Dedicated connection to a VNet (virtual network) in Azure configured with public IP addresses 
over a dedicated link to a third–party provider using ExpressRoute; and 

• Dedicated connection to a VNet (virtual network) in Azure configured with private IP 
addresses over a dedicated link to a third–party provider using ExpressRoute. 
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security requirements for the service. This will ensure that agencies understand the security 

requirements that the service needs to meet. 

Business Impact 
Each CA will be using the Azure service to transmit, store or process different types of information, in 

addition to providing access to different information systems and services. Therefore, it is important 

for each agency to identify and document the types of information that will be transmitted, stored, or 

processed in the cloud environment. This will ensure that agencies understand the business impact if 

the confidentiality, integrity and availability of the information was compromised.  

Security Requirements 
The Confidentiality, Integrity and Availability requirements for the consumption of the Azure service 

have been defined as follows: 

Confidentiality 
The confidentiality of the information transmitted, stored, or processed by the Azure service is 
considered as 5 – Critical. This is largely driven by the RESTRICTED classification of information that 
will be transmitted, stored, or processed by Azure.  

If the confidentiality of information stored or processed by Azure was compromised, the following 
consequences are expected: 

• Disclosure of sensitive information to unauthorised personnel; 

• Loss of key stakeholder confidence in the Azure service; 

• Reputation damage for the affected CA; and 

• Further investigation where required by law. 

Integrity 
The integrity of the information transmitted, stored or processed by the Azure service is considered 
as 5 – Critical for consuming agencies. It is assumed that consuming agencies will be using the cloud 
service to store and process information that business processes rely on for decision–making. 
Inaccurate or corrupted information can pause consuming agencies to lose their data source of truth 
and affect business outcomes. 

If the integrity of information stored or processed by Azure were to be compromised, the following 
consequences are expected: 

• Modification of agency information by unauthorised personnel leading to inaccurate or 

corrupted data; 

• Incorrect business decision making or actions taken by the CA; 

• Loss of key stakeholder confidence in the Azure service; 

• Reputation damage for the affected CA; and 

• Further investigation where required by law. 

Availability 
The availability of the information transmitted, stored, or processed by Azure service is considered as 
5 – Critical. It is assumed that consuming agencies will be using the service to store and process 
information that business processes rely on. Prolonged service outages can have an adverse impact 
on business processes reliant on the service, affecting business outcomes. 

If the availability of information stored or processed by Azure was compromised, the following 
consequences are expected: 
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9(2)(b)(ii), 9(2)(k)
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9(2)(b)(ii), 9(2)(k)
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9(2)(b)(ii), 9(2)(k)
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9(2)(b)(ii), 9(2)(k)
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Table 13 – Controls to Risk Mapping 

9(2)(b)(ii), 9(2)(k)
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9(2)(b)(ii), 9(2)(k)
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9(2)(b)(ii), 9(2)(k)
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Appendix B – Project Overview 
 

The Risk Assessment was undertaken in accordance with the statement of work dated 22 February 

2022. 

Scope 
The Department of Internal Affairs (DIA), as Government Chief Digital Officer (GCDO) performed an 

information security Risk Assessment of the use and operations of the Microsoft Azure. 

 

This Risk Assessment focused on the use of Azure Cloud services including: 

• Azure Active Directory; 

• Azure AD B2C; 

• Azure AD B2B; 

• Azure Windows Virtual Machines; 

• Azure Linux Virtual Machines; 

• Azure Storage; 

• Azure Key Vault; 

• Virtual Network; and 

• Express Route. 

Approach 

The Risk Assessment followed the Government Chief Digital Officer (GCDO) risk framework based on 

the AS/NZS ISO 31000:2009 and ISO/IEC 27005:2011 risk management standards. The assessment was 

conducted as a series of workshops and document reviews, including: 

• Consumption of documentation provided by the project team;  

• Identification or risks and consequences of security breaches associated with the use of the 
solution through business context and technical context workshops; 

• Development of a Risk Assessment report in draft; 

• Risk validation review by key stakeholders; and 

• Issuance of a final Risk Assessment report. 

Documents Referenced 

The following documentation were referenced and used to inform the Risk Assessment: 

• All of Government Cloud Computing: Information Security and Privacy Considerations April 
2014 

• GCDO 105 Cloud Questionnaire 

• Azure Cloud Risk Assessment Report, v1.0, 31/05/2016 
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