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4 Types of Incidents

Incidents (previously known as Tickets, under R12) can either be automatically generated from an
alert/alarm or created through an incident that has been raised with Datacom about a component on
the ECLI Service that is not working as expected.

a) Automatically generated incidents are created through Nagios alerting and will be emailed to
the Comtech Network Operations Centre (NOC) from OlA 9(2)(c) édatacom.co.nz
at Datacom; and

b) Incidents will be raised when a call or email (depending on the seveérity).is’made to Datacom
advising that there is some compromise in the ECLI Service relating to\the\wwMLC.

Priority 1 and 2 incidents should be phoned through to the Comtech-NOC on +1 888 830-2548. The
exception being a P2 that is raised through an alarm as this need®investigation from-Comtech first.

Priority 1 and 2 incidents will have a Datacom Incident\Mandger assigned.dueé to'severity of the
Incident and they will run the incident management-progess. This is generally.a canference call with
relevant parties involved to work through(the issue\promptly.

The email address for the Incident Manager isQ"A 9(2)(0)/\\\\\ \\)V @datacom.co.nz
Priority 3 and 4 incidents cafh be-emailéd to the Comtech NOC\fortesolution.
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Document purpose

This purpose of this document is to provide training notes on some of the key features used within the
virtual Location Aggregation Centre (vVLAC) application on the ECLI Location Platform. Some
functionality has been released relatively recently (Direction of travel), so this may provide a refresher
to some staff.

Training components

1. Direction of Travel ... e S e e M e 3
2. Phone number format......ccoccceverieeiienieneenieeeeesee e o S N S N 4
3. Retrieve ECLI button / Background location updates............mmeeeeeeee e dereenreecreecreeeneeeneens 4
4. LOCK RECONT ..coiiiiiiiiieieeieeieesieesiee et N egmas g e eee e g€ T b e 6
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2. Phone number format

Phone numbers can be entered into the vLAC Web Ul in the format below with the latest
format being 0 64 nnnnnnnnnn —i.e., a leading zero followed by a country code and then a
local number.

3. ‘Retrieve ECLIbutton / Background location updates

MLC locations (gteen shapes) no longer continuously update in the background. Instead,
whehyou initially retrieve ECLI, the application will request one further MLC location
Gpdate.

Note:. AML locations (red shapes) still continuously update during an emergency call.

If you are taking an emergency call where the caller is moving and the vLAC Web Ul is only
showing you MLC locations (green shapes) and you want to make sure you have the latest
location details, press ‘Retrieve ECLI’ and then as soon as you see the banner ‘New records
available’ press ‘Retrieve ECLI’ again.

Here is an example:

1) A user presses ‘Retrieve ECLI’. The vLAC Web Ul displays the original location details and
requests a single location update from the application.
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IN-CONFIDENCE: RELEASE EXTERNAL

Document purpose

This purpose of this document is to provide training notes on the key features of the new Post-Call
Instructions (PCI) functionality, used within the virtual Location Aggregation Centre (vLAC) Web Ul
application on the ECLI Location Platform.

Training components

1.  Post-Call InStructions (PCl) OVEIVIEW........c.uveeeecrieeeeciieeeecteeeeecieeeeeereee e e e S b e e e 3
2. PClOption 1: EVENt NUMDEN ...ciiiiiiiiiiiiiee et sseee e ssineee e e s s e b srme b e s neeeeas 5
3.  PCl Option 2: Report @ Bad DriVer.......ccueeeiccieeeeciieee e e Gt N e e e eeeiveee e 6
4. PClOption 3: Onling 105 REPOILS ...uvvreeeurieeeeiiiieeeeireeeecesfentmne b eeenrree e Seberaeennrreeeesnsea@iennenss 1
5. Include Additional Closure Information (Optional)....< e S St 8
6. Send Post-Call Instructions SMS MeSSAgE ... e S e slomtereeennneeeensnnessffioesiee N hdyeeeens 9
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1. Post-Call Instructions (PCl) Overview

The PCl feature enables a Police call taker to provide further instructions to an emergency caller
through sending a text (SMS) message, after an emergency call has completed. The PCl feature
displays selectable options to enable the pre-population of the SMS message.

A NZ Police call taker can open the PCl feature through an option contained on-screen in the
vLAC Web UI.

1. The PCl feature is only available if we have retrieved a caller location record through an ECLI
source i.e., through an emergency call.

2. Access to the PCl feature is through the main vLAC Web UL.

3. Select the Options field over to the top-right.

4. _From.the Options menuyan aption to access the PCl SMS feature is available.
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5. Once this PCI SMS button is selected, the PCl feature is opened, and the following
information is displayed on-screen as the default state:
e Event Number (PCl option 1, the defaulted selection)
¢ Report a bad driver (PCl option 2, available for selection)
- Registration number field is not active (i.e. greyed out)

e Online 105 reports (PCl option 3, available for selection)

e The NZ Police message text for PCl option 1 (Event Number) is displayed by default
i.e. "From New Zealand Police. DO NOT REPLY TO THIS MESSAGE The event number
for your call today is [event number]"

e Additional closure information field is not selected by default

e The mandatory Event Number input field is blank

e ‘Clear all’ button is active. This will return the page to its default
1 - ‘Event number’

e ‘Copy and send’ button is active. On selection, all user in ated and if

successful, the SMS message is sent, and the message text is ‘copied to the
Clipboard.
6. Only one PCl feature screen can be opened at a time cy call. @
Default PCl screen: : %

Post-call instructions

, PCl option

© Event Number
® Report a bad driver

@ Online 105 reports

Additional Closure Information
# Ii the situation changes, call us back on 141

< Event Number .ﬁ

Clear all Copy and Send
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2. PCI Option 1: Event Number

1. The ‘Event number’ PCl option is the default selected option each time you open the PCI
user interface.

2. You can choose to select one of the other available options but only one PCl option can be
selected at the same time.

3. On selection of the ‘Provide an event number’ option, a specific, non-editable NZ Police
message is displayed on-screen. This message template will form the text of the SMS
message.

4. The ‘Event Number’ field is active and is available for manual input (alpha/numeric, no
special characters - character limit = 12).

5. The 'Event Number' field is indicated as mandatory for the 'Provide an event nimber' PCI
option.

6. Once the Event Number field contains a reference, the messagetarea will how display the
entered event number. "The event number for your call taeay, is [Evant Number]"

NB: The event number will be generated from the Police sidg/{through~CAD) and then you-will
manually enter this into the PCl screen. (Currently, the event\anUmberformat is a letter, followed by
nine numbers.)

ECLI Location Platform — vLAC Web Ul Post-Call Instructions Training Notes Page 5 of 10
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3. PCI Option 2: Report a Bad Driver

1. The ‘Report a bad driver’ PCl option can be selected in the PCl user interface. Only one PCI
option can be selected at the same time.

2. Upon selection of this option, the associated 'Registration number' field is activated and is
available for manual input (alpha/numeric, no special characters - character limit = 9).

3. The 'Registration number' field is indicated as mandatory.

4. On selection of the ‘Report a bad driver’ option, a specific, non-editable NZ Police message is
displayed on-screen. This message template will form the text of the SMS message.

5. The ‘Event Number’ field is active and is available for manual input (alpha/numeric, no
special characters - character limit = 12).

6. The 'Event Number' field is indicated as mandatory for the 'Report a bad drivertoption.

7. Once the Event Number field contains a reference, the message ared will now.display the
entered event number. e.g. "The event number for your call is [Brent Number]"

8. This message area will contain the recently entered (vehicle)-Registration number.

9. This message area will also contain a link to the online Roadwatch report (online form).
https://forms.police.govt.nz/forms/community-roagwatsh:\&port-unsafe-drivingsincident
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4. PCI Option 3: Online 105 Reports

1. The ‘Online 105 reports’ PCl option can be selected in the PCl user interface. Only one PCI
option can be selected at the same time.

2. On selection of the ‘Online 105 reports’ option, a specific, non-editable NZ Police message is
displayed on-screen. This message template will form the text of the SMS message.

3. The ‘Event Number’ field is active and is available for manual input (alpha/numeric, no
special characters - character limit = 12).

4. The 'Event Number' field is indicated as mandatory for the 'Online 105 reports' option.

5. This message will also contain a link to the online Ten Five (105) report (online form).
https://www.police.govt.nz/use-105

6. Once the Event Number field contains a reference, the message area will'now.disptay the
entered event number in a new paragraph beneath the 105 link. e.g>"Thé eventhumber for
your call is [Event Number]"

ECLI Location Platform — vLAC Web Ul Post-Call Instructions Training Notes Page 7 of 10
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5. Include Additional Closure Information (Optional)

1. An ‘Additional closure information’ field/sub-option can be selected from the PCl screen.

This additional closure information field is always optional.

3. This additional closure information field can be selected in conjunction with any of the main
options (PCl options 1, 2, 3).

4. If this field is selected, the NZ Police message template is automatically populated with
additional text “If the situation changes, call Police back on 111" This text is displayed in a
new paragraph, below the main text.

5. If this 'Additional closure information' field is subsequently unchecked prior to.message
submission (selecting 'Copy and Send'), then the additional text is automaticatly.removed
from the displayed NZ Police message.

N
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6. Send Post-Call Instructions SMS Message

1. Once a PCl option is selected (one of the three available on-screen), and the 'Copy and Send’
button is selected, the user input field validation is performed as follows:

e For PCl option 1, option 2, option 3 - The mandatory Event Number field is validated
for entry. If the field is blank a message is displayed on-screen "Please provide an
Event Number"

e For PCl option 2 only - The mandatory Registration number field is validated for
entry. If the field is blank a message is displayed on-screen "Please provide a
Registration Number"

e |tis possible for both these messages to be displayed at once.

2\ ©Onceyou have selected the 'Copy and Send' button and field validation is successfully
completed, the text message is sent to the emergency caller’s cell phone number.

3. A confirmation message is displayed (via an on-screen pop-up) in the PCl user interface to
inform you of a successfully sent SMS message. "The message was sent successfully"

4. The SMS message text is then copied to your Clipboard.

ECLI Location Platform — vLAC Web Ul Post-Call Instructions Training Notes Page 9 of 10
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5. Once the successfully sent confirmation is returned and displayed on-screen, you can close
the pop-up message, the PCl screen then closes automatically, and you are returned to your
already open Web Ul home screen i.e., where you initiated the opening of the PCl feature.

6. Inthe unlikely occurrence that this SMS message cannot be sent, you will be informed via
the following on-screen message, and prompted to retry. "The message was unable to be
sent, please try to send it again. If the issue persists, please contact Service Desk."

7. You can close this failure to send message and then clickthe\\Copy and Send"button-again to
resend the message.

8. In case of a continued error when trying to send.the’'message, it will’be helpfulto provide
the Service Desk with the following information:

e Ascreen capture of i%n with your se&?{m\&age option.

e Arecord of the date a the errors o
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1. MBIE guiding principles relevant to this policy
1.1 The following MBIE guiding principles are relevant to the Privacy Policy:

a. ensuring our core values and diverse and inclusive culture, including partnering with Maori,
are at the heart of what we do.

b. protecting organisational reputation

c. ensuring a healthy, safe and secure environment

d. being a good employer

e. complying with legislation, regulations and standards.

2. Purpose

2.1 The purpose of the Privacy Policy is to: ( f E )
a. describe MBIE’s expectations relating to how our people can collect, store, use and

personal information about any person

b. enable our people to exercise their informed ju about privacy an privacy
risks
c. enable the Chief Privacy Officer to hav v of MBIE’s pri and of MBIE’s
privacy risk.
3. Scope @
3.1 This Policy applies to all;

c ctors, empl
|, fixed ter,

staff, second

aged on any basis by MBIE (our people),
- mane nt, whether full time or part time and

are'in New Ze% other country, who have access to any personal
@y llects, uses, accesses, shares, stores and disposes of.

| Definition
A privacy breach that has caused or is likely to cause serious harm

which is legally required to be notified to the Office of the Privacy
Commissioner.

Title Privacy Policy Date of Issue August 2015 Dep Sec Sponsor: Dep Sec Corporate Services,
Finance and Enablement

Version 5.0 Last Review November 2023 Policy Owner Chief Privacy Officer

Policy Qlassification Governance Next Review November 2026 Security Classification Undassified
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Personal information

Any information about an identifiable individual.

Privacy Act request

Request made by individuals under the Privacy Act to:
e obtain confirmation of whether MBIE holds personal
information about them and/or
e request access to that personal information and/or
e request correction of their personal information.

Privacy event

Events where our people (including third-party service providers) fail
to manage personal information in accordance with the law (e.g.,
Privacy Act) or MBIE's Privacy Policy, processes.and standards. It
includes:

e privacy breaches (where persenahinfermation is wrongly
collected, used, accessed, disclosed, retained, or withheld as
set out by the PrivacyAct) and

e potential privacy breaches(‘near misses }{where an\action
could have resultéd in‘a’breach, but-the-breach.does not
occur),

Privacy event form

Form otGrpeople must complete.in"MBIE’s enterprise event reporting
tool whenever MBIE identifies\if has-failed to manage personal
informatien in accordance with\th€ Privacy Act or MBIE’s Privacy
Policy, processes, and.standards!

Privacy Impact Assessment(PIA)

A Privacy/Impact Assessment is a process for assessing how a new or
change’te an existing process or system will affect people’s privacy,
both positively’and negatively. The process helps to identify risks,
controls,yand design improvements.

Privacy Threshold Assessment (PTA

A Privacy Threshold Assessment provides an initial indication of
privacy risk.

6. Policystatements

6.1 Ouf peaple must complete mandatory privacy training during their induction period. MBIE will
provide the required mandatory training.

6.2 MBIE will collect personal information only when there is a lawful and clear purpose to do so.
Where appropriate we will use explicit and informed consent.

6.3 MBIE will be open and transparent about how we collect, use, access, share, store and dispose of
the personal information in our care, including information that belongs to our people.

6.4 Our people will apply the Government Chief Privacy Officer’s Data Protection and Use Policy
principles where appropriate. This includes, but not limited to, when working with vulnerable
communities, children and young persons, and working with Te Tiriti partners where collection
and use of personal information may impact Maori.

Page 3 of 8




6.5

6.6

6.7

6.8

6.9

7. Key Accountabilities and Responsibilities 7

Our people must follow the MBIE Privacy Impact Assessment Framework. This includes
completing Privacy Threshold Assessments for all new projects or initiatives that may impact the
way MBIE manages personal information, and Privacy Impact Assessments where recommended.

Our people must report privacy events (breaches and near misses) as soon as practicable via the
privacy event form in MBIE’s enterprise event reporting tool. If the tool is unavailable, then the

privacy event must be reported via email or phone call to MBIE’s Privacy Team.

Managers must ensure that any Privacy Act request is responded to in accordance with the

Privacy Act.

MBIE will respond to privacy complaints and external compliance investigations within MBIE’s
service promise and statutory timeframes (where applicable). Statutory timeframes are set by the

Office of the Privacy Commissioner and are subject to change.

MBIE will retain personal information only for the period that information i
purpose of the collection and Public Records Act 2005 obligations.

to fulfil thei&

D

(lassification Governance Nex

Governance and Oversight

Responsibility

Secretary for Business,
Innovation & Employment
and Chief Executive (The
Secretary)

AN (@
th.%i\/l/
igati under this Policy
>

meets its
N\

@§

Assurance, Risk an }
Accountability
(ARA) %

\%
&nt of the status of this policy,
y control and risk areas across MBIE

required, the ARA chair will raise concerns about privacy
pliance to the Senior Leadership Team (SLT) and to the
b People, Culture and Capability committee (PCC)

st
Busme?\G&ny and manage risks in day-to-day operations (1* line)

De taries (Dep
Secretaries

e  Embed this Policy and associated Procedures in their
groups

e  Ensure privacy risks are appropriately assessed and
captured in the business group and branch risk registers

e  Ensure their business groups are compliant with this Policy
and have appropriate monitoring and reporting in place,
including raising issues and reporting events

e  Alert the Policy Owner to new areas of functions in their
business group that collect and use personal information

General Managers (Tier 3)

e  Responsible for embedding this Policy into operational
activities within their branch

e  Ensure new and existing employees are made aware of and
comply with this Policy

Privacy Policy Date of

5.0

Issue August 2015 Dep Sec Sponsor:

November 2023 Policy Owner Chief Privacy Officer
November 2026 Security Classification Undassified
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Role Responsibility
e  Provide assurance to their Dep Sec that their branch is
compliant with this policy and that any matters of non-
compliance have been dealt with appropriately
Managers e  Collect and use personal information, including about
kaimahi, legitimately and safely to deliver MBIE’s services
efficiently and effectively
e  Ensure Privacy Threshold Assessments, and Privacy Impact
Assessments where recommended, are completed when
creating new or changing existing systems and processes
e  Ensure our people are appropriately trai n how to
manage personal information, includi issues and
reporting events
e  Ensure all legal requirement wide policie %
complied with when al information is used a
shared within MB rganisations
e  Ensure priva i nd comm ions
are respol d@ statutory ti f\r\a/ s
Our People e Co i policy —
e~ C mandatory P training
® ge personal i ation in accordance with this
<> policy and ass esses and systems, and practices
®  Respond als’ requests for access to, withdrawal
% of orrection of personal information
. ivacy issues and events and report these
g O\

\Q&é&xpedations, policies and procedures (2" Line)
T~

P
pe\é@;cﬁons: Set,
({ Q\
7

Holds the statutory function of Privacy Officer as defined by

Q‘Q?Frivacy Officer \\
<&o icy Owner) <§ the Privacy Act 2020 (s201)
e  The function includes ensuring the Ministry complies with
x the provisions of the Privacy Act
@ e  Ensures appropriate and thorough incident management in
< X the event of a significant privacy breach
g e Discretion to lead or commission further investigation of
event root cause where there are indicators of potential for
harm
e  Ensures the Policy is working effectively
e  Responsible for MBIE’s relationships with the Government
Chief Privacy Officer and the Privacy Commissioner
Legal Team e  Provides privacy legal advice, including on information
sharing, events, complaints, and on requests for personal
information, including grounds for withholding information
Privacy Advisory Group e  Provides functional leadership for strategic privacy matters
e  Convenes as required for strategic privacy matters

Title Privacy Policy Date of Issu
5.0

Governance

Last Review
Next Review

Version
Policy Qlassification

August 2015 Dep Sec Sponsor: Dep Sec Corporate Services,
Finance and Enablement
Chief Privacy Officer

Undassified

e

November 2023
November 2026

Policy Owner
Security Classification
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Role Responsibility

e  Drives the creation of a culture that sets the tone for
respect for privacy

Privacy Team e Leads the development, promotion, and embedding of
MBIE’s privacy capability and culture, including training,
education, and awareness

e  Provides support, advice, guidance, training on privacy
considerations, legislative requirements, and best practice
across MBIE

e  Reviews Privacy Threshold and Impact Assessments
including providing advice and recom jons around
identifying and managing privacy risks A)

e  Supports the management o a vents, complaints (
and requests with advice andr dations, an y

notifying the Office o rivacy Commissioner, of

breaches where c
e Provides anc nat'view of pr

includin g and ins

priv. » plaints, a

T% and Impact A?es\\kﬁprivacytraining
Wo etion rates N B

TSN
Business Change Owne< \Sn\.s'/a(e Privacy lmp \&ment Framework is applied to

> their project g'ensuring completion of Privacy
Thresholo = s and resourcing of Privacy Impact
% Asséssments$ Wwhere recommended

d sign off Privacy Threshold Assessments (and
- pact Assessments, if required), apply any
% cticable Privacy Team recommendations and accept and

§§ sign off any privacy risk associated with the projects under
p A their responsibility

Ay

C cledure%ﬁv v

a. /@u r accessing and correcting information under the Privacy Act

\Qm\ir{ts under the Privacy Act 2020
I ——
% ivacy Events

Privacy Impact Assessments
eIated MBIE policies and documents

Code of Conduct

Compliance Policy

Protective Security Policy

Records Management Policy
ICT Acceptable Use Policy
Risk Management Policy

m o o0 T

Official Information Act Requests Policy

Title Privacy Policy Date of Issue August 2015 Dep Sec Sponsor: Dep Sec Corporate Services,
Finance and Enablement

Version 5.0 Last Review November 2023 Policy Owner Chief Privacy Officer

Policy Classification Governance Next Review November 2026 Security Classification Undassified
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Social Media Policy

Data merging framework

Data sharing guidance

Information Gathering Policy

Legal Services Policy

Te Ki Taurangi — Our promise

Enterprise Data Governance Policy
Child Protection Policy

10.Relevant legislation, regulations and standards

T 9o

@™ D o O

Privacy Act 2020

Privacy Codes of Practice

Official Information Act 1982

Public Records Act 2005

Any other legislation with privacy provisions (e.g.;/Immigration Act 2009)

Data Protection and Use Policy
Algorithm Charter

11.Measures of success and compliance management

111 The Chief Privacy Officer will assess'the effectiveness of this poliey-based on the following
measures of success:

a.

staff are aware0fMBIE‘\expectations relating to the.collection, storage, use and sharing of
personal information.asmeasured by-timely-and'quality completion and submission of
Privacy-Act\requests; Privacy Threshold\Assessments, and responses to internal staff
surveys

an-increase in privacy maturity\or maintenance of ‘Managed’ privacy maturity, as rated by
the apnual Privacy Maturity.Assessment Framework self-assessment and reported to the
Government Chief Privacy Officer

an increase.in‘perceptions of MBIE’s trustworthiness in managing personal information, as
measured\by the-annual MBIE Privacy Survey, through customer and stakeholder
engagement, and measures such as complaints

a reduction in harm caused through privacy events, as measured by a decrease in upheld
privacy complaints made to MBIE or the Office of the Privacy Commissioner.

112 The Chief Privacy Officer will monitor compliance with this policy as follows:

a.

a completion rate of 95% mandatory privacy training within MBIE’s induction period (three
months)

completion rate of 100% of Privacy Threshold Assessments for all new initiatives and
changes that impact MBIE’s management of personal information

completion rate of 100% of Privacy Impact Assessments or documented acceptance of risk
from business change owners for all changes where a Privacy Impact Assessment has been
recommended
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d. event reporting and analysis of all privacy events reported to the Privacy Team to assess the
effectiveness of the Policy.

11.3 Compliance information regarding the performance of this policy will be provided to the relevant
business group and the Enterprise Risk and Compliance branch on a quarterly basis.

12.Non-compliance
12.1 Failure to comply with this policy may be considered a breach of the Code of Conduct.
12.2 Any action taken as a result of a breach of any of the obligations set out in this policy will be

conducted in good faith, a fair process will be followed and the person involved will have a full
opportunity to respond to the concerns or allegations.

Page 8 of 8



Impact Analysis template

Introduction

This Impact Analysis template is a key part of MBIE’s Privacy Impact Assessment Framework. The
Framework provides guidance, examples and tools to support you assess and manage the impacts of a
proposed action on individuals’ privacy. It is structured to help you build your ideas and implement
changes in such a way so as to achieve your objectives while ensuring individuals’ personal information
is protected. This will help to build and retain the trust of the individuals who provide us with their
information, so we can legitimately and safely use personal information in order to Grow New Zealand
for All .

The Impact Analysis is the second key tool of the Framework:
1. Privacy Threshold Assessment (PTA)

2.  Impact Analysis

3. PIA Report.

Note: While the Framework won’t fix any risks, it will help you identify them‘early, and to do your best
to mitigate or remove them in a considered and proactive wayx

Template guidance

When do I need to complete this template?

Use this template when a PTA determines that your injtiative has a medium\or-high,degree of privacy
risk, to:

* record how the personal information\involved flows within and\outside, ofMBIE; and

* assess any potential privacy impacts’against'the 12 Principlesiof the\Privacy Act.

Note: The template is designed-to-allowyou to add and/or edit\information as it becomes available or
decisions are made.

How long wilM#® take?

This will dépend.on your initiative and what\you.ate trying to achieve. As a rough guide, initially allow
at least 2-4hours for a medium-risk initiative;/and 8-12 hours for a high risk one. This should give
sufficient time-to examine your initiative from a privacy perspective.

Whoneeds to-be\invetved?

* A PIA guru;‘A'personitrained in how to complete this exercise. They can provide guidance and
examples to_make\your job easier.

* Anydnitiative stakeholders. This could include: Business subject matter experts, project managers,
JET, Seclrity, Risk and Assurance, Audit, Information and Data, Records Management, Facilities,
Procurement, Human Resources, Finance and Legal staff. Additionally, external resources (such as
vendors) should also be involved. Organise workshops, meetings and review sessions as required to
ensure that risks are appropriately identified and managed.

Further information
For more detailed guidance, see the Conduct privacy impact assessment process on the Link.










PRINCIPLE 7 - Correction of Personal Information

Individuals can get their information corrected

Can an individual request a correction to their data and have the
change actioned?

Individuals' requests for rights of access to and correction of personal information are likely, however this would be limited due to the proposed retention clause of the new
Code that states that information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an emergency.

Therefore it is unlikely that a request could be fulfilled as the date would likely not exist.

PRINCIPLE 8 - Accuracy of Personal Information to be Checked before Use

Information is checked for accuracy before being used

The location data is the probable location of a caller and not a definitive location, for example an address. In order for an emergency response to be dispatched the location

Will th f dat: llected b ified before it i d? ) . . L L s .
I the accuracy of data coflected be veritied before It s use of the event must be confirmed by the caller, the location data is an additional method to assist in verifying the location.

PRINCIPLE 9 - Personal Information not to be kept for longer than necessary
Securely dispose of information when you no longer need it

How long will the business retain the data for?

Information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an emergency. This period will
initially be set at 60mins, in other jurisdiction this period has been reduced to 30mins

Include these things:
 Describe how an individual can request correction of their personal information, how the information can be updated and/or how a record of the request will be held against the information for the subject of

the request.

 Attach any operational processes or technical details illustrating how an individual can get their data corrected if they think it's wrong or requires updating;

* Note if there are already any processes in place. Provide links to any MBIE process that should be used;

* Note if there is a possibility that third parties may be asked directly by individuals to correct information they hold on behalf of MBIE, and if there is a process in place to handle this;

* Note if metadata is kept so personal information can be readily identified and located (metadata could be structural or descriptive data which helps identify where or how the data is held);
* Note if data will be kept in one or multiple places.

Your PIA guru or Legal may be able to help with existing process. Your business analyst, architect or Information and Data team can advise on the relevant technical capabilities available.

Describe how the information you hold will be accurately linked to the correct person (similar/multiple names, addresses etc. need to be considered). Describe how you will check that data is accurate,
complete and up to date before it is used or disclosed.
Your business analyst or architect may be able to advise you on this.

Describe how long you need to keep informati
o For business purposes;

* To meet legislative or public records re

o For policy reasons;

* For data storage capacity re, S.
rovide guidance.

How will the data retention period be managed and controlled?
Automatically deleted by the LAS when the specified period is reached.

it MOnIy be retained for the planned retention period. Is there a process in place to notify those who are storing

The Records Managemenif@aiy s
a\@"able) how data will e managed\to ens
i i en personal information should no longer be retained? Note if there is no operational process to manage and control

g e
Describe (or attach d| nts ifthejare
personal data intera\%%/i ioMneq
the data retention period. K

How will data disposal or archiving be managed and controlled at
the end of the retention period?
PRINCIPLE 10 - Limits on Use of Personal Information

Only use information for the purpose you collect it for, unless

There will be no archiving of identifiable data. A log that data was received will be retained but this will not contain personal information.

one of the exceptions applies

List any additional uses for the data you are collecting

None additional

PRINCIPLE 11 - Limits on Disclosure of Personal Information

Only disclose information if you have a valid reason, or one of the permitted exceptions applies

List any additional disclosure of the data you foresee

None additional

_ @© vr.\

PRINCIPLE 12 - Unique Identifiers

Assign unique identifiers only where permitted

List any unique identifiers being used and describe why it is
necessary to use them

A unique identifier may be assigned to the probable caller location informa

tion for the
and the methods by which the information is collected. Noting thatide»if%&

SO

S~

BIE of deletion or destfu
the disposal of\a) will be managed se:

initiative.

disclose personal information held for a different purpose to what it was collected it for, describe:
dn you might disclose;
N AL ight disclose it to and for what purpose;
Q ink you will need to create or change information sharing arrangements with other internal or external organisations;
‘ yotf will tell the individuals concerned that you are disclosing to other parties;
there are MoUs in place or other similar agreements to enable the disclosure of information to other parties or if there are no agreements in place. The Legal team should be able to advise you.
Check with the Data and Information team also to see if there is a potential for additional disclosure that could be considered, or if this personal data is already held and could be disclosed to you for the purpose
of this initiative.

If you are using a unique identifier to identify individuals describe:

‘- the operation of the LAS|e How it will be used and where the unique identifier has originated from;

* How and why the unique identifier will be used to link or match personal information across agencies (if applicable);
¢ Any agreements in place to enable the use of a unique identifier if it is provided by another internal/external party. The Legal team should be able to advise you.
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PRINCIPLE 6 - Access to Personal Information

Individuals can get access to their information

Can individuals access data about themselves upon request? X o . . .
* Describe how an individual can access their data if they request it;

Individuals' requests for rights of access to and correction of personal information are possible, however this would be limited due to the retention clause of the Code that * Attach any operational processes or technical details illustrating how an individual will gain access to their data;

states that information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an emergency. Pllis * Note if there are already any processes in place. Provide links to any MBIE process that should be used;
purged after 60mins from being received * Note if third parties may be asked by individuals to provide access to personal data they hold on behalf of MBIE, and if there is a process in place to handle this;

* Note if metadata is kept so personal information can be readily identified and located (metadata could be structural or descriptive data which helps identify where or how the data is held);
Therefore it is unlikely that a request could be fulfilled as the data would likely not exist. * Note if data will be kept in one or multiple places.

Your PIA guru, business analyst or Legal may be able to help with existing processes. Your business analyst, architect or Information and Data team can advise on the relevant technical capabilities available.

PRINCIPLE 7 - Correction of Personal Information

Individuals can get their information corrected

Can an individual request a correction to their data and have the Include these things:
change actioned?  Describe how an individual can request correction of their personal information, how the information can be updated and/or how a record of the request will be held against the information for the subject of
Individuals' requests for rights of access to and correction of personal information are possible, however this would be limited due to the proposed retention clause of the the request.
new Code that states that information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an * Attach any operational processes or technical details illustrating how an individual can get their data corrected if they think it's wrong or requires updating;
emergency. Pll is purged after 60mins from being received * Note if there are already any processes in place. Provide links to any MBIE process that should be used;
* Note if there is a possibility that third parties may be asked directly by individuals to correct information they hold on behalf of MBIE, and if there is a process in place to handle this;
Therefore it is unlikely that a request could be fulfilled as the data would likely not exist. * Note if metadata is kept so personal information can be readily identified and located (metadata could be structural or descriptive data which helps identify where or how the data is held);
* Note if data will be kept in one or mul

Your PIA guru or Legal may be able to he ting process. Your business anal ﬁ hitect or Information and Data team can advise on the relevant technical capabilities available.
PRINCIPLE 8 - Accuracy of Personal Information to be Checked before Use
Information is checked for accuracy before being used
Describe how the informa B i ot person (sim ultiple names, addresses etc. need to be considered). Describe how you will check that data is accurate, complete
and up to date befo,
Your business analyst’or'g

The location data is the probable location of a caller and not a definitive location, for example an address. In order for an emergency response to be dispatched the location

Will th f dat: llected b ified before it i d? ) . . L L s .
I the accuracy of data coflected be veritied before It s use of the event must be confirmed by the caller, the location data is an additional method to assist in verifying the location.

PRINCIPLE 9 - Personal Information not to be kept for longer than necessary
Securely dispose of information when you no longer need it

How long will the business retain the data for?

Information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an emergency. This period will

initially be set at 60mins, in other jurisdiction this period has been reduced to 30mins i 8
; storage capacity reasons.
(\ he Records Managemem haul e ab provide guidance.
How will the data retention period be managed and controlled? \/bescrlbe or attach nt e ava Ie how data will be managed to ensure it will only be retained for the planned retention period. Is there a process in place to notify those who are storing
Automatically deleted by the LAS when the specified period is reached. <\ personal data intefn xter! o MBIE of deletion or destruction requirements when personal information should no longer be retained? Note if there is no operational process to manage and control the

data retentigmperiod.

How will data disposal or archiving be managed and controlled at
the end of the retention period?

PRINCIPLE 10 - Limits on Use of Personal Information

Only use information for the purpose you collect it for, unless one of the exceptions applies

There will be no archiving of identifiable data. A log that data was received will be retained but this will not contain personal informatio Describe hgwgthe™ osalX?a will be managed securely at the end olfthe r.etentlon period. Outline if there is an authority/acknowledgement for approving disposal or archiving of data before the end of its
agreed lifetina e Ragords Management team should be able to provide guidance.

S\plan to use some or all of the personal information collected for a different purpose to what it was originally collected it for, describe:

formation will be used;

ho will use it and what it will be used for, including how and why information will be used;

you will tell the individuals concerned that you are using the information for a different purpose;

Check with the Information and Data team also to see if there is a potential for additional use that could be considered, or if this personal data is already held and could be used by you for the purpose of this
initiative.

List any additional uses for the data you are collecting

None additional

PRINCIPLE 11 - Limits on Disclosure of Personal Information
Only disclose information if you have a valid reason, or one of the permitted exceptions applies

List any additional disclosure of the data you foresee If there is a need to disclose personal information held for a different purpose to what it was collected it for, describe:

* What information you might disclose;

* Who you might disclose it to and for what purpose;

« If you think you will need to create or change information sharing arrangements with other internal or external organisations;

* If you will tell the individuals concerned that you are disclosing to other parties;

« |f there are MoUs in place or other similar agreements to enable the disclosure of information to other parties or if there are no agreements in place. The Legal team should be able to advise you.

Check with the Data and Information team also to see if there is a potential for additional disclosure that could be considered, or if this personal data is already held and could be disclosed to you for the purpose
of this initiative.

None additional

PRINCIPLE 12 - Unique Identifiers
Assign unique identifiers only where permitted

List any unique identifiers being used and describe why it is
necessary to use them A unique identifier is assigned to the probable caller location information for
the methods by which the information is collected. Noting that ldent a

If you are using a unique identifier to identify individuals describe:
the location agency to audit and monitor the operation of the LASand [ How it will be used and where the unique identifier has originated from;

* How and why the unique identifier will be used to link or match personal information across agencies (if applicable);

* Any agreements in place to enable the use of a unique identifier if it is provided by another internal/external party. The Legal team should be able to advise you.
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8 Impact Analysis template

Introduction

This Impact Analysis template is a key part of MBIE’s Privacy Impact Assessment Framework. The
Framework provides guidance, examples and tools to support you assess and manage the impacts of a
proposed action on individuals’ privacy. It is structured to help you build your ideas and implement
changes in such a way so as to achieve your objectives while ensuring individuals’ personal information
is protected. This will help to build and retain the trust of the individuals who provide us with their
information, so we can legitimately and safely use personal information in order to Grow New Zealand
for All .

The Impact Analysis is the second key tool of the Framework:
1. Privacy Threshold Assessment (PTA)

2.  Impact Analysis

3. PIA Report.

Note: While the Framework won'’t fix any risks, it will help you identifythem early, and to do yalr best
to mitigate or remove them in a considered and proactive way.

Template guidance

When do I need to complete this teniplate’

Use this template when a PTA determines that your initiative has a medium\orhigh degree of privacy
risk, to:

* record how the personal information.involved flows within and\outside\of MBIE; and

* assess any potential privacy impacts-againstthe 12 Principles'of the\Privacy Act.

Note: The template is designed to-alow’you to add and/ereditinformation as it becomes available or
decisions are made.

How long wilKibtake?

This will depend on‘yout-nitiative andwhatyau aretrying to achieve. As a rough guide, initially allow
at least 244 _hours\for a medium risk initiative,’and 8-12 hours for a high risk one. This should give
sufficient timefo examine youninitiative from a privacy perspective.

Whobneeds to beinvelved?

* A PIA guru: A\person trained in how to complete this exercise. They can provide guidance and
exampleste'make yourjob easier.

* Anyinitiative stakeholders. This could include: Business subject matter experts, project managers,
IET;.Security,)\Risk and Assurance, Audit, Information and Data, Records Management, Facilities,
Procurement, Human Resources, Finance and Legal staff. Additionally, external resources (such as
vendors) should also be involved. Organise workshops, meetings and review sessions as required to
ensure that risks are appropriately identified and managed.

Further information
For more detailed guidance, see the Conduct privacy impact assessment process on the Link.
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Version control

IN CONFIDENCE

corrections for accuracy and minor updates to Figure
2 for correctness.

Version | Author Description of change Date
0.1 Keziah Ferrer Initial Draft. 29 July 2019
0.2 Keziah Ferrer Updated Draft incorporating feedback from 26 August
reviewers and review session with the Project team. | 2019
Incorporated feedback from second round of review.
0.3 Keziah Ferrer Incorporated Office of the Privacy Commissioner 20 September
feedback. 2019
0.4 Susan Ng & Updated to align with TIPC Amendment No 7 and March-July
Alan Heward removed UCO02. 2020
Added note on new IPP12.
Various changes to reflect implementatiorn of points
that were proposals at the time of v0.3.
0.5 Susan Ng Updated with feedback from reviewers‘and sent to 5 Aug\2020
OPC for feedback.
0.6 Susan Ng Updated with feedbackfrom QRC-and sent out for 19'Aug 2020
team review.
0.7 Susan Ng Incorporated feedback from team review. 25 Aug 2020
0.8 Susan Ng Clarification\to data'flows. Sent te Nikki-Farnworth 9 Sep 2020
for review.
0.9 Susan Ng Updated with feedback-from'‘Martien'Duis, Appendix | 1 Oct 2020
2’and ‘minor updates(td privacy\safeguards.
1.0 Susan Ng Replaced referénces.to TIRC 2003 to TIPC 2020. 2 Dec 2020
1.1 Marcus Updated toceflect-ehanges across ECLI and DLI since | 1July 2024
Sullivan(& Sam | 2020. Updatéd to current MBIE PIA template
Taylor
1.2 Sam Taylor Updated with feedback from project team. Phrasing | 1 August 2024

Consultation

‘\@vie\\;er Comments Date
Susan Ng Peer review 01/08/19
Alan Heward Peer review 01/08/19, June-August 2020

Ben Quay

Management review

01/08/19

Peter Fernando

Legal review

01/08/19 (v0.2) and 29 July 2020 (v0.4)

Pam Harris Management review 21/08/19 and 21 January 2021 (v1.0)
Martien Duis Legal review 25 September 2020

Nikki Farnworth | Privacy Advisor, MBIE 18 September 2020

Tim Higgs Peer Review 24 July 2024

Clint Sommers Peer Review 30 July 2024
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Executive Summary

The ECLI service (the Service) enables emergency call-takers to receive automatically generated
geographical information about the location of a caller when an “emergency call” (as defined under
the Telecommunications Information Privacy Code 2003 (TIPC)) is connected to a mobile cellular
network, from any mobile phone.

In May 2017, MBIE launched the Service, and has since progressively enhanced it by adding new
features, functions, and location methods; these and many other enhancements result in a highly
available, robust system that is a critical part of the emergency calling service.

The Service is successful in providing life-saving carrier-grade emergency telecommunitations
services to Emergency Service Providers (ESPs). Providing prompt, precise, and accuratéllocation
information contributes to time savings for ESPs and improves their delivery and operational
performance to save lives and property.

Following requests from NZ Police and NZ Search and Rescue for the-ECLI service to be extended)to
provide location information for emergency response situations beyond 111 calls, the ECLINteam
developed a set of use cases, highlighting instances where at dutcome could have been improved or
changed if extended ECLI capability was available (ECLLPhase 2 Capability Extension tse ‘Cases v1.0).
The use cases were shared with the Office of the Privacy\CommisSioner (OPCJ,'who gave their
support for the extended use of the service in ‘active’ situations (where a dévice'is'new). Following a
public consultation, the Privacy Commissionér'authorised the extension of the service “to enable
emergency services to more quickly locate people atrisk of harm-but who-have not made a call to
1117,

On 7 May 2020 AmendmentNo7 ofithe TIPC came into effect,providing the regulatory framework
for the extended use, known,as-Device Location Information (DLI).

A Privacy Impact Assessment (PIA) - ECLI Phase 2 Extension was developed to identify the associated
risks and processes toomanage them. This Wasysacialised with key external stakeholders as part of
the wider consultatioh process and-approved by the ECLI Business Owner in April 2021. This PIA has
been updated(in-2024) to reflect.thelcurrent status and technology updates since 2021.

I June 2023, MBIE and.NZ\Police sought the support of Ministers to prepare a Cabinet paper, in
consultation withrother releyant agencies seeking approval to extend the scope of the ECLI service.
This Cabinet/paper was subsequently approved by Ministers and the implementation of DLI is
scheduled\for\2024,

With'this'implementation, ESPs will be able to leverage DLI in the following situation:

¢ Extend emergency response coverage — Extend service coverage to emergency response
situations beyond 111 calls and provide location information to ESPs and Search and Rescue
(SAR) operations. The TIPC 2020 Schedule 4 enables and regulates the privacy aspects of this

Service extension. Schedule 4 includes a new definition “Emergency Location Information”
(ELI) in relation to information received, collected, used, processed, held, and disclosed in
accordance with the TIPC 2020 Schedule 4.

A foreseeable consequence of enabling the service extension to emergency response situations
beyond 111 calls, is that the underlying technology (which technically enables device location
information to be retrieved on request) has the potential to be leveraged by Public Safety
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Organisations (PSOs) who may obtain warrants authorising the collection, disclosure, and use of
device location information (DLI) for a purpose not authorised by Schedule 4 of the TIPC 2020.

In these circumstances DLI will not be collected and disclosed under TIPC 2020 Schedule 4, but
rather under the authority of the warrant issued. Unwarranted access to DLI for a purpose not
authorised by Schedule 4 is not permitted. While the collection of any additional information by
MBIE carries with it the consequence that this information may be accessed under the authority of a
warrant, given the sensitivity of the information that may now be accessed through extension of the
Service, this document discusses the following, additional, use case for the purposes of
transparency.

e Allow for warranted access to active location information as a consequence ‘of the Service
extension (i.e. where a device is now) — Provide active location information for public safety
and law enforcement organisations to support their primary objectives in‘circumstances
authorised by law (under a warrant). Where an agency seeks)active location information for
any purpose not specifically provided for in TIPC 2020Scheduled; any provision ef stich
information would be subject to authorisationunder the appropriate Act'(€.g. Intelligence
and Security Act or Search and SurveillanceAct).

Recommendations

Considering this PIA, the following activities (in addition, to existing Privacy protections) are
recommended to ensure that thie Service remains-compliant,with Privacy Act 2020 and TIPC 2020,
therefore ensuring the privacy ‘ofthe personalinformation collected. These recommendations are in
order of priority and-contribute to the reduction‘of the risk ratings:

1. PS06.—ECLI'Privacy Framework.and PS08 Consult Privacy Commissioner — Finalise and
implementthe Privacy framewerk for the Service extension to enable a standardised
approach to lawful disclosure‘and use of location information by authorised parties. This will
inelude reporting,\assurance’and governance structures to support transparency and ensure
continued legal.compliance. The Privacy Framework has been designed in collaboration with
the ESPs‘and the Office of the Privacy Commissioner (OPC) was consulted regarding the
overall framework. The Service will continue working with the ESPs and OPC to implement
the privaey/framework.

2.\.8€12 - Monitoring and alerting — Implement and test the effectiveness of the enhanced
monitoring and alerting for the ECLI Phase 2 Extension (e.g., being able to investigate sudden
spikes within the Service).

3. PS09 - Proactive release — Ensure relevant ECLI Phase 2 Extension information and
documents are proactively released.

4. PS10 - Extended background checks for named individuals — Ensure all users who have
access to the Service undergo appropriate background checks relevant to their roles.

5. SC32 - Privacy statement & Policy on website — Review and update Privacy statement and
Policies on MBIE and ESP websites to ensure that the TIPC 2020 and Service extension are
covered by their policies.

6. SC33 - SOPs for Privacy — Ensure all relevant business standard operating procedures (SOPs)
are created or updated to reflect the use case that will be implemented in Phase 2 ECLI
Extension and use case that will be implemented because of this i.e. warranted access.
Ensure any new or updated SOPs provided by the Service are communicated to all ESPs and
PSOs.

MINISTRY OF BUSINESS, INNOVATION & EMPLOYMENT Page 6 of 41 ECLI Phase 2 Extension — Privacy Impact Assessment



IN CONFIDENCE

The following recommendations are not directly related to a specific risk but have been
recommended as additional compliance mechanisms:

7. Reporting and Analytics — Guidance on data and analytic principles from the OPC! for
reporting purposes should be considered to support safe and effective data analytics.

8. Regular Privacy Impact Assessments — Revisit this PIA each time a major enhancement or
functionality change is proposed to ensure that any new risks are captured and addressed.

Initiative Summary

This PIA has been conducted to consider all privacy risks associated with the use cases thatMBIE has
identified for implementation at present. Therefore, it is not limited to TIP€ Schedule 4;-but also
includes a privacy impact assessment to identify risks associated with allowing warranted accessto
active location information and mitigation strategies in relation to the same.

The proposed use of the Service extension to provide extend€d’ emergeney response coverage.is
legal and is regulated by the TIPC. Further, the Service being calléd upon in relationto warrants
authorising DLI collection and disclosure to PSOs is governed by.thé applicable law enforcement Acts
providing warranted access. The two use cases of the'Service/extension will.enhance-New Zealand’s
emergency services, search and rescue operations;-public safety and law’enforcement initiatives.

From a social licence and benefit perspective, the risk to life or health\andsafety of an individual has
a greater social benefit than the potential infringement on.an individual person’s privacy. Use of the
Service for this purpose is demonstrably|necessary and remains‘proportionate to minimising the
potential privacy intrusions:

Privacy safeguards.and‘security.controls will be(in place.to ensure the risk and potential harm of
unlawful or unauthorised.Us€ or disclosufedare'\managed within the Service.

Detailed analysis-of the privacy implieations.of the collection, use and disclosure of DLI, having
regard’to.the two-Use cases above, is'covered in the Privacy analysis section of this report.

! Principles for safe and effective use of data and analytics - https://privacy.org.nz/news-and-publications/guidance-resources/principles-
for-the-safe-and-effective-use-of-data-and-analytics-guidance/
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Use Case Assessment

The following table defines an assessment of the scenarios that will be supported by the Service extension and how they are provided.forin the TIPC 2020
Schedule 4 or the applicable law enforcement Acts providing warranted access.

Scenario Service Respéai\ “ - mw Covered by

The emergency caller who calls 111 is the person-in-need who stays on the call until ECLLiS activated autematically and ESP attending the call TIPC 2020
their location is verified. (This is the existing ECLI service) iS.able touse ECLI to verify theCaller’s location. Schedule 4
WA 4
Extend Emergency Response coverage (DLI @ /\\\
cency Response coverae 01 N a
Provide ESPs responding to emergency response situations with location information.of: ECLI is automatjedlly activated/for the parent, but this is TIPC 2020
a mobile device that wasn’t used to make an emergency 111 call. not the location required for the emergency response. Schedule 4

Example: A person threatening self-harm goes missing after calling their parent. The Police would"assess.the “serious threat” conditions (based | TIPC 2020

parent calls 111. Police receive the 111 call and need to locate the person threatening of their Yefined-erious threat model) and activate Schedule 4

self-harm quickly after the person doesn’t respond to callsArom Rolice. lotationdetection for the device of the person-in-need.
Since\the person-in-need is not the emergency caller,
Police would request the Service to provide device
location information (DLI) as defined in the TIPC, for the

mobile device of the person-in-need.

Enable improved patient/event gutcome$ by allowing all ESPs to.centingé querying ECLI is activated and updated while the 111 call is in TIPC 2020
location information after an.emergéncy-111 call has been'disconnected(e.g. caller falls | progress. Schedule 4
unconscious and discornects,call accidéntally, device stops\operating; caller travelling .

A\ ) When the 111 call is disconnected, ECLI updates are TIPC 2020
through cell black-spots With limited/no coverage; etc.) . . .

automatically terminated. The ESP will have to request Schedule 4

Examples: Police to approve and submit a request to receive location
1. FENZ transfers several calls to Palice but if'there'is call loading at Police, FENZ are updates as DLI provided by the Service.

unable to transfer the 111 calkin progress. Police are unable to continue receiving
the location after the 111 calkis diseonnected.

2. Search and rescu€ ndissions \where the emergency caller is the person-in-need but
moves locatiop-after making-the 111 call. The search and rescue mission requires a
location-update after the 111 call is terminated.
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Summary of Privacy Impact Assessment

A privacy risk workshop with key project stakeholders including the ECLI Programme Director, ECLI
Risk and Security Advisor and ECLI Senior Business Analyst identified privacy risks and rated the risks
using the MBIE Risk Management Framework. The workshop participants also reviewed and
identified the appropriate privacy safeguards and security controls in place to manage these risks.

The risks related to the ECLI Phase 2 extension were then reassessed against TIPC 2020 Schedule 4
and the twelve (12) information privacy principles of the Privacy Act and rated based on the
consequence and the likelihood of the risk occurring.

The risks were given a current risk rating considering the current privacy safeguards and security
controls in place to manage that risk, as well as target risk rating that considers any ‘additional
privacy safeguards or security controls that will be in place for the ECLI Phase 2 Extension.

A total of fifteen (15) privacy risks (Table 5 - PIA Risk Matrix) were identified; Two\(2) were rated\as
Medium, nine (9) were rated as Low, four (4) were rated as Very Low, and no risks were rated as High
or Very High for the current risk ratings. This is because there-are ‘existing,privacy safegtards and
security controls in place for the Service and the effectiveness ofthese controls were-assessed.in the
previous Security Accreditation for Phase 1 of the Servicg. "As\most’of the identifiéd risks are already
managed by the Service a cross reference of the corcelated risks is shown in‘Table 6-=Privacy cross
reference to existing ECLI Risk Matrix.

See Privacy Impact Assessment section forthe detailed privacyfindings.

Subsequently, twelve (12) privacy.safeguards and twenty-four(24) security controls have been
recommended to treat risk and_enhance privacy. The workshop participants considered that with full
application of effective\security controls and tHe proposed implementation of the privacy safeguards
the target residual risk-ratings are lowered, with.one (1) rated as Medium risk, ten (10) rated as Low
risk, with the‘temainingfour (4) reassessed‘as’Very-Low.
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PIA Methodology

Scope

The scope of the PIA is for the Service extension, including the following activities:

e Analysis and descriptions of the data flows as they relate to the collection, aggregation,
storage, receipt, transmission and destruction of personal information contained in and
transacted by the Service.

e Analysis of the Information Privacy Principles (IPP), as they relate to the information and
data flows in the Service and particularly in the context of TIPC 2020 Schedule4; and

e Identification, description, and assessment of risks to privacy including identifying privacy
safeguards and security controls.

Out of Scope

Excluded from the scope of the PIA are:

e The privacy analysis, assessment or review of systems that.inform or receive.data fromthe
Service (e.g. mobile network operators (MNOS)systems, ESP systems);

e Aspects of information security not relevantto\nformation Privacy‘Principte-5; i.e. integrity
or availability considerations; and

Sampling, testing or auditing of any security\controls implemented by\MBIE, Service Providers and
ESPs.

The Process

The privaey risks.haveé been reviewed-and assessed in collaboration with the key stakeholders.

This\PIA*was initiated in mid-to-late'2019, with a finalised version confirmed with the Office of the
Privacy Cemmissioner-at the\time. Subsequently updates have been made to reflect Amendment No
7tothe TIPC (which was,issuedas TIPC 2020 in December 2020), which specifically affects the
Setvice. Aftepthis, in lat€ June 2020, the new Privacy Act 2020 was passed, coming into effect from 1
December 2020. The\carrent version of this PIA considers all of the previous and updates and
changes to the Service technology since 2020 in preparation of the implementation of the DLI
sefvice-nto‘production.
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Information flow ECLI | DLI
5. The SMS Gateway communicates with the vLAC through a vLAC service Yes Yes
interface (Q1A 9(2)(©) ). For 111 calls, this flow receives the message

originating from the AML SMS message. This flow also delivers outbound text

SMS messages to cellular devices as follows:

a. ESP communications to callers, i.e. Post-Dispatch Information (PDI) sent by
St John and WFA, Post-Call Instruction (PCl) sent by NZ Police

b. SMS notification of DLI detection (TIPC 2020 Schedule 4 section 4).

6. The virtual Mobile Location Centre (vMLC) integrates directly with MNO Yes Yes
mobile networks to deliver richer location information for all cellular devices:

7. The Dialogic Controller integrates directly with MNO mobile netwerks to No Yes
deliver location information for active cellular devices in the case of DL

8. The vMLCis also used to request updated location records from.the respective [ Yes Yes
MNOs for ongoing mobile based emergency calls.. The\following components
are used in this flow:

e 3GPP Location Services (LCS) — MNOscore'3G UFRAN and 4G E<UTRAN
mobile networking components with.3GRPstandards compliant location
services enabled interfaces. Used\by the VIMILC to calculate, the location of a
mobile based emergeney call\(for ECK) or a cellular device (for DLI).

e MNO Signalling Endpoint'- Networking component used to manage
signalling trafficbetween the MNOs and-the vMLC,

e MNO Base Station Almanac (BSA) Configuration file that defines the cell
site eharacteristicsfor the MNO.

The resulting location information. is then forwarded from the vMLC to the
VLAC;.including updated location records for ongoing mobile based emergency
calls.and/or the duration of DL collection requests.

9. >The vMLC interacts.with . GNSS receivers in the Wide Area Reference Network Yes Yes
(WARNM) to\provide information about satellites that are in position to perform
a GNSS\location fix.

10. ‘The Service invokes Google Maps. Yes Yes

1x. NZSAR, ESPs, PSOs and other agencies use the Service to obtain the mobile Yes Yes
caller’s ECLI or cellular device’s DLI.

12. Operational data is anonymised and pushed to the Data Workshop platform to | Yes Yes
provide dashboard reports that visualise business performance metrics.

Report/audit location data from the Service and Type Allocation Code
reference data, genuine call data and benefit reporting data are provided to
the Data Workshop platform. Any personal information is anonymised via
obfuscation and/or hashing during the data ingestion process. Disclosure log

reporting (TIPC 2020 Schedule 4 clauses 7(3) and 8(3)) will use anonymised
data. OIA 6(c)
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Information flow ECLI | DLI

Figure 2 below presents an enriched view of the abstracted information flows and interactions

shown in Figure 1 above. Figure 2 aligns directly with other design documentation for the Service.
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Information flow ECLI | DL

Flow 1 Determine GPS location fix ( ): Yes No

e [1(a)—1(c)] When an emergency caller uses a telecommunications device to
make an emergency 111 call, the location information is transmitted to the
MNO Base Station and the MNO Core Mobile Network.

e [1(d)—1(i)] The 111 call triggers the vLAC to request the vMLC to make direct
requests to the WARN and MNO Core Mobile Networks to provide richer GPS
location information back to the vLAC. The VLAC requests fresh locations every
10 minutes for the duration of the call. See Figure 1 #6 and also Flow 3below.

Flow 2 AML location message: (light blue flow) Yes Ne

[2(a) — 2(d)] An emergency 111 call from an Android or Apple iOS smartphone will
trigger an AML message with high accuracy location information\to be-$ent via the
Short Messaging Service Centre (SMSC) and SMS gateway to the'vLAC. See alsg
Figure 1 #4.

Flow 3 ESP 111 call handling ( 9 Yes No

[3(a) — 3(b)] At the same time as Flows\1'and\2)above, an emergencycalkis
received by the Initial Call Answering Platform (ICAP) Call.Centre: Staff at the ICAP
Call Centre route genuine emergency calls to the appropriate ESP:

[3(c) — 3(e)] An ESP call-takeriwho'attends to the-emeérgency call uses the ECLI web
user interface (Ut).to query\thé ECLI of the phone\that made the 111 call. Typically,
Flows 1 and/or 2 would;have completédiand\theirfesulting location(s) are
presented\to'the call taker. The ESP call taker can also refresh the query to retrieve
fresh location Updates during.the\call:

If the’ESP-call taker determines that DLI collection is required for a person of
interest who is not the 111\cdller, Flow 5 is then triggered.

Flow 4 Location mapping (dark blue flow) Yes Yes

[4(a)<4(b)\The'yLAC makes calls to the Google Maps Geolocation API to render
mapping visualisation data.

S )% : No Yes
X

Flow 6 DLI SMS notification (brown flow) No Yes
[6(a) — 6(c)] This flow sends an SMS to the cellular device to notify DLI collection.
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Information flow ECLI | DL

Flow 7 Post-Dispatch Information (PDI) and Post-Call Instruction (PCl) (red flow) Yes Yes

[7(a) — 7(d)] St John and WFA use this flow to send additional Post-Dispatch
Information (PDI) and Post-Call Instruction (PCI) to the person of interest e.g. to
notify patient care instructions while waiting for the ambulance to arrive.

Flow 8 Reporting & monitoring (green flow) Yes Yes*

[8] Operational data is presented as dashboard reports to monitor service
performance. Audit information is anonymised and ingested into the Data
Workshop platform.. Disclosure log reporting for DLI (TIPC Schedule 4 sections 7(3)
and 8(3)) will be produced using anonymised data stored in the Data Workshop
platform.

Flow 9 DLI API requests from PSOs ( ) No Yes

[9(a) — 9(b)] PSOs may submit warranted requests for DLI e6HectionA future
technical development may enable warranted DLI requests.via an APl. With this
API option, the vLAC follows Flow 5 to collect therequested DLl that is stored in
the VLAC until it is retrieved by the PSO. In case of \warrant' based DLI réquests, the
vLAC has multiple data stores, each data store is'specific to only ehe.PSO'to.allow
that PSO to request and access DLI generated forthem. Thissafeguards data
privacy such that the data requésted\by onePSO is not inadvertently accessible to
other PSOs. DLI is expungedAfrom\the VLAC when it/ delivered to or retrieved by
the PSO. DLI related |ocatien<dnfermation, for PSOs, Wil hot-be ingested into the
reporting and analytics-platform.

Flow 10 CAD Integration with Ambalance {(blackflow)

[10(a) ~ 10(b)]_This flow sends\ECLtothe St John and WFA CAD system. When the
St John'orWFA receives a 111 call,\the CAD system requests the ECLI available for
that phone number and populates'the ECLI details into the CAD. Typically, flows 1
and/or 2 would have.completed and their resulting location(s) would be integrated
into the CAD:

Flow 11'JaggedXY BSA Optimisation ( )

[11(a)~ 11(b)] Location detail records are sent from the vMLC to the JaggedXY
tool.\JaggedXY creates an optimised Base Station Almanac (BSA) and pushes this
back into the vMLC. This optimised BSA is then loaded and used by the vMLC when
doing its positioning estimates.
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these. This exists as a reference for all systems and components which form part of the ELIS and techni
Table 1 — PI collected by the ELIS reproduced from ELIS Personal Information Standard
The current ELIS comprises the following: @
Location Platform (and associated software components)
Data Workshop (and associated software components)
virtual Mobile Location Centre (vMLC) (and associated software co t
JaggedXY
Dialogic DSI controllers (and associated software componen

Personal Information Categories

Personal Information
The following table categorises the Pl that is collected, retained, used and disclosed in the ELIS, the vario:s %;%ironments i rmat within

Format

1. Biometric, physical, and behavioural

information
ces) and Da n personnel (for operational

63-_[15 on P i : ps — accessible Raw data
Y% authorised tech (for location
Location Information (geospatially render: ervi
data files). Location Information itse support).

as Pl and it does not have to be

other unique identifier(s) ion Platform only, accessible only to authorised

number to meet this classi

g Pro
< e ELIS including Emergency Service Providers
Location information means personal informati \ and the Relevant Government Agency.
pé;ition
hat

indicating th imat hi ¢
":( ch "Tg e:'p:romm‘a T gdeotgr:ap |.ct >DeveIopment/Test Platforms — accessible only to Raw test data, including consensual use of personal mobile devices, or
ora ) R W Ich may m.c ! ‘e ¢ authorised ELIS, MBIE, Comtech and Datacom personnel | dedicated test devices.
longitude, altitude and directi | . .
’ for development, testing and operational support of the
device. ELIS

NB: The ELIS does not lise, or store
biometric data.
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The privacy analysis follows the information ‘life cycle’ of personal information, through its collection, use, retention, processing, disclosure and destruction.

Table 1 - Privacy Analysis

Principle

Requirement

Assessment

Privacy Risks and whether it is an existing or new risk

Principle 1 — Purpose
of Collection

Principle 1 of the Privacy Act states that personal

information should only be collected for a lawful purpose

connected with a function or activity of the agency, and the

collection of the information is necessary for that purpose.

The key requirements of Principle 1 are to:

e Identify all the personal data that will be collected

and used by the proposed change or initiative;

e  Be convinced that the personal information

collected is necessary to meet the purpose of the

proposed initiative. The purpose of the initiative

or change must be lawful and connected with the

business function or activity of the agency.

e If the lawful purpose for collecting personal
information does not require the collection of an
individual’s identifying information, the agency
may not acquire the individual’s identifying

information.

In the TIPC Amendment No 5 Schedule 4 — ECLI (mobile), the collection of ECLI information is authorised for the
following purposes:

e the permitted primary purpose is to enable an emergency service provider to facilitate atesponse to an

emergency call.

e  the permitted secondary purpose is to maintain records of the ECLI used to blish'th on of an

emergency caller and to help monitor and audit the operation of the Se s
Both of above categories are necessary and proportionate in the disclosure of PI.
Information currently collected is automatic and requires no user intera heyond the original initi
111 call. $
For ECLI Phase 2 Extension, UCO1 for extended emergency respo vide active loca

ergency call

coverage beyond 111 calls and support search
OIA 6(c)

UCO01 and UCO3 are

Information c i
111 ca
| epa

2 ised’approach to lawful

olicies i

ure of PI.

o user interaction beyond the original initiation of a

re existing Priv

All existing risks identified for ECLI, with additional context or risk drivers

RO1 — Personal information is used for another purpose not related to the

original purpose of collection.

uals are not given advance notice of the new Phase 2 ECLI

ies (new risk context introduced by ECLI Phase 2 capabilities).
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Principle

Requirement

Assessment

Privacy Risks and whether it is an existing or new risk

Principle 3 —
Collection of
Information

The key requirements of Principle 3 of the Privacy Act are to
ensure individuals know:

e That information is being collected about them
and their rights relating to that information;

e  Why information is being collected about them,
including the consequences if all, or part, of the
information is not provided;

e Who else will receive the information.

Individuals should be advised about the collection of their
personal information before the information is collected, or
as soon as practicable after collection.

This principle offers some exceptions if choosing not to
advise individuals about the information being collected.
This application of this principle is modified in TIPC 2020
Schedule 4 as follows:
e C(Clause 4 (4) exempts the location agency from
notifying the individual of collection of ECLI

e  Clause 4 requires DLI collection notification to the
individual unless clause 4 (2) applies

e  (lause 5 specifies the general duty of

transparency for location agencies.

As for the Service as currently provided (and in accordance with the TIPC), it is not intended under Phase 2 that
emergency service call takers will advise callers that their location information has been collected as this will add
time to an emergency call and may cause delay in dispatching a response. Clause 4(4) exempts MBIE from
notifying an individual of the collection of ECLI.

All data elements collected are required as collectively they establish the probable location area of a caller and/or
person of interest.

There are existing Privacy Policies in place for MNOs, MBIE, ESPs and Public Safety Organisations specifying their
purpose of collection of personal information. The ECLI specific Privacy statements are published on MBIE and
ESP websites.

ESPs collect, store, use and disclose information on the probable location of the caller and/or pefsomof interest
to help emergency response in accordance with the TIPC. It is intended that this will continue under, thé,Phase 2
Extension.

For ECLI Phase 2 Extension, this will be extended to support the following categories:

e  Emergency Response — The use of active location (where a deyite-is'now) and.location information of
cellular devices in the absence of an emergency call from the individual.concerned in accordance with
the prevailing TIPC 2020 Schedule 4. ELI will also be provided to seaxch and rescue operations.to extend

the emergency response coverage beyond 111 calls:

e  The TIPC 2020 Schedule 4 requires DLI collection requests to trigger SMS.motification-to’the device on
the onset of DLI activation. The Service wilkautematically send the SMSnotification. However,
authorised users are able to disahle the SMS'notification if they lave.reason to believe that the
notification would likely prejudice the physical or mental hedlth of the individual concerned or another
individual. This decisionamiust.be reviewed within 7 days. Initially, only NZ Police users will be authorised
to submit DLI collection requests and/or disable the SMS.netification. The NZ Police Shift Commanders
and/or Supervisors will be re$ponsible for:

a) Apprdving DLhcolléction requests béfore'theyare.submitted
b) (Deciding whether the SMS notification should be disabled

e) Reviewing within 7 daysite énsdre if the-fationale to withhold the SMS notification is still correct.

R0O2 — Personal information is collected outside of the authorised and legal
purpose (new risk context and driver from ECLI Phase 2 capabilities).

RO3 — Individuals are not given advance notice of the new Phase 2 ECLI
capabilities (new risk context introduced by ECLI Phase 2 capabilities).

Existing ECLI risk LAP-60, 62

Principle 4 — Manner
of Collection

The key requirement of Principle 4 of the Privacy Act is to
ensure personal information is not collected by unlawful
means, in an unfair manner, by a means that, in the
circumstances of the case (particularly in circumstances,
where personal information is being collected from children
or young persons), or a manner that intrudes unreasonably
upon the personal affairs of the individual concerned.

Pérsonal infepmation is not collectediby unlawfdl means, in an unfair manner, or a manner that intrudes
unreasonably. This will also apply to the collection of personal information from a minor.

Data'will be collected when a mobile‘caller activates the NZ 111 service by dialling 111 on a mobile device, or
might be collected

e if aseriousthreat to life or health is assessed when an individual has called another public safety
organisations number e.g. a call about a child’s safety is made to Oranga Tamariki, or,

e \_A-.mobile caller has called a non-emergency number (e.g. Plunket Line, HealthLine, National Poisons
line) and the call is triaged requiring upgrade to an emergency call.

Where the location information does not come from the person of interest’s device, location information of that
person of interest will be collected under TIPC 2020 Schedule 4.
NB: Location information may be collected from a minor, for example, a child or young person activates the NZ
111 service by dialling 111 from their own mobile device.
For ECLI Phase 2 Extension, this will be extended to support the following categories:
e  Emergency Response — The use of active location (where a device is now) and the location information
of cellular devices in the absence of an emergency call from the individual concerned in accordance

with the prevailing TIPC 2020 Schedule 4. ELI will also be provided to search and rescue operations to

extend the emergency response coverage beyond 111 calls.

There are no privacy risks identified with this Principle for the in-scope Use Cases. However, there may be public
concern regarding the use of active location information and location information from other location capable
devices (loT) for possible future use cases. There are privacy safeguards and security controls in place to ensure
the risk and potential harm of unlawful or unauthorised disclosure are managed within the Service.

Existing ECLI risk LAP-63, EC-126
New ECLI risk EC-117
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Principle

Requirement

Assessment

Privacy Risks and whether it is an existing or new risk

Principle 5 — Storage
and Security of
personal information

The key requirement of Principle 5 is that reasonable steps
are taken to protect the personal information collected
from loss, unauthorised access, unauthorised use,
modification, disclosure and other misuse. This applies
when the information is in storage and when it is being
moved.

Several security controls have been implemented as part of the Service to ensure the Service is protected against
information loss, unauthorised access, unauthorised use, modification, disclosure, and other misuse. The most
pertinent control being the obfuscation and anonymization of Pl for non-operational purposes (e.g. reporting).
Additional security controls are being implemented as part of the Phase 2 Extension.

e  The Service undergoes regular security penetration testing performed by an independent third-party.

e  All data fields containing Personal Information will be retained and stored for no longer than is
necessary for the purposes for which the Personal Information was collected, e.g. in an emergency to
establish the location of an emergency caller and facilitate the response to an emergency.

e Access to the data is based on user roles.

e  Audit logging is in place at the application, OS and network layers.

e  Extensive reporting is performed with all solution partners.

e  Security Assurance obligations are agreed and in place with key solutiehpartners.
e  Risk Management is a continual process.

Further information on applicable security and privacy controls are identified.inTable 2 - Detailed Privaty findings
on page 29.

The Service aligns with a number of industry good practice’security\frarmeworks including;
e  OWASP top-10
e  Australian Signals Directorate (ASD) Top-35
e US FCC Communications Security, Reliability & Interoperability Council (ESRIC) guidance
e  GSMA security guidance
e  EENA Security guidance

Existing ECLI risk LAP-60, 64, 68, 69

R0O4 — An individual is able to be identified from a number of aggregated or
anonymised data sets, or through the unique identifier in the reporting and
analytics server (existing risk identified for ECLI).

ROS5 - Errors in assigning roles and access privileges within the Service may
allow unauthorised individuals to access personal information (existing risk
identified for ECLI Phase 2 capabilities).

RO6 — Datacom, ESPs and other agencies are unable to adequately detect,
manage or respond to security or privacy incidents. This could result in breach
of the Privacy Act 1993 (existing risk identified for ECLI).

ROZ— Personal information stored with the Service is not securely deleted
(existing risk’identified for ECLI, although it was not identified in the previous
RIA):

RO8 — A Service user (e.g. ESPs and other agencies) deliberately discloses
personal information to an unauthorised party (existing risk identified for
ECLI).

R0O9 — A Service user (e.g. ESPs and other agencies) accidentally discloses
personal information to an unauthorised party (existing risk identified for
ECLI, although it has not been identified in the previous PIA).

R10 — Outsourced Service Provider administrators (e.g. Datacom, Comtech)
may deliberately or accidentally disclose personal information to an
unauthorised party (existing risk identified for ECLI, although it has not been
identified in the previous PIA).

R11 — Security controls within the Service are insufficient, allowing
information to be compromised (existing risk identified for ECLI).

R15 — Foreign government exercises legal powers to obtain information
hosted in cloud (existing risk identified for ECLI, although it has not been
identified in the previous PIA).

Principle 6 — Access

The key requirement of Principle 6 of the Privacy Act is to

Individuals!‘réquests for access to‘and the correction of personal information are likely, however this would be

Existing ECLI risk LAP-65

Correction of

personal information

ensure that personal information held by an agency can be

corrected as individuals are entitled to request:
e  Acorrection be made to the information stored
about them;
e  Astatement is attached to their information

stating that a correction was sought, but not
made.

to personal ensure that an agency holds personal information in suetra limited.due to the retention clause of the TIPC that states that information may not be kept for longer than is R12 — Business processes and/or system design do not enable MBIE to
information way that it can readily be retrieved as the individual neeé€ssary to establish the location of an emergency caller and facilitate the response to an emergency. respond to Privacy Act Requests such as rights to access or correct personal
concerned is entitled to: Therefore it is,unlikely. that WBIE could fulfil the request as the data would likely not exist. information stored within the Service (existing risk identified for ECLI).
e  Obtain confirmation about whether information is | Where the-tocation information has become a record of another agency that used the location information,
being held about them; aceess oncorrection of information is still possible by request to the relevant agency (ESPs, law enforcement
e Have access to that information (within 20 agencies'and pUblic safety organisations) subject to their processes or transferring the request under Section 39
working days from the date of request). of the Rrivacy Act.
Principle 7 — The key requirement of Principle 7 of the Privacy’Actis to Individuals' requests for access to and the correction of personal information are likely, however this would be Existing ECLI risk LAP-65

limited due to the retention clause of the TIPC that states that information may not be kept for longer than is
necessary to establish the location of an emergency caller and facilitate the response to an emergency.
Therefore it is unlikely that MBIE could fulfil the request as the data would likely not exist.

Where the location information has become a record of another agency that used the location information,
access or correction of information is still possible by request to the relevant agency (ESPs, law enforcement
agencies and public safety organisations) subject to their processes or transferring the request under Section 39
of the Privacy Act.

R12 — Business processes and/or system design do not enable MBIE to
respond to Privacy Act Requests such as rights to access or correct personal
information stored within the Service (existing risk identified for ECLI).
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Principle

Requirement

Assessment

Privacy Risks and whether it is an existing or new risk

Principle 8 —
Accuracy of personal

The key requirement of Principle 8 of the Privacy Act is an
agency that holds personal information must take

The Service will review the SOPs developed by ESPs to verify that those SOPs include procedures that require the
ESP to take reasonable steps to ensure that the mobile device number submitted for an authorised DLI request

R13 —There is a risk that information will be incorrectly recorded within the

Service (existing risk identified for ECLI, although it has not been identified in

Retention of
personal information
for longer than
necessary

keeps personal information for as long as it has a lawful
purpose for retaining and using it.

This principle is upheld in TIPC 2020 Schedule 4 clause 6.
This clause also requires that any information retained by
MBIE for monitoring or auditing the operation of the
Service, is in a form that is not capable of identifying
individuals.

information reasonable steps to ensure that information is accurate, up- | relates to the individual concerned. the previous PIA).
to-date, complete, relevant and not misleading before using | The service has a core operating assumption that a location of a mobile device is a sufficient proxy for the
it. location of the individual.
This application of this principle is modified in TIPC 2020 The Service is still reliant on information received from the different MNOs. The level of location accuracy
where clause 3 (4) requires an ESP to take all reasonable depends on a number of factors such as the type of cellular device and the location source available.
steps to ensure that the device relates to the individual ) A . i L )
L. . The location data is the probable location of a caller/person of interest and not a definitive location, for example
where location is necessary for the purpose of responding . . .
. an address. In order for an emergency response to be dispatched the location of the event must be, confirmed by
to the serious threat. . . .. L . .
the caller, the location data is an additional method to assist in verifying the location.
For ECLI Phase 2 Extension, the use of active information will potentially improve the ageuracy‘of informration
stored within the Service. This will assist ESPs and public safety organisations to fagilitate immediaté and accurate
response as it relies on active location (where a device is now).
In all instances the ECLI System collects information with no knowledge about\the mobile device user, thus there
is no bias in the collected information.
Statistically speaking 50% of the NZ population will make a genuineg, sT.non*genuine, 111 calkinany\given.year.
As the Service collects information automatically, both geriuifie and nomn-génuine location records, ake retained for
the permitted primary purpose. Processing of the ICAP.Genuine call report permitsremoval of.the ECLI records
related to ‘non-genuine’ calls that have already béen.anenymised and obfuscat€davithin the reporting systems.
Principle 9 — The key requirement of Principle 9 is that an agency only Information is not kept for longer than is Heeessary\for the purposes for whiéh.the Personal Information was Existing ECLI risk LAP-62, 66

collected, e.g. to establish the location of aremergency caller and facilitate therésponse to an emergency.

A Purge task is configured to aufothatieally run every five minutes and purge all Pl from the Service after a defined
period. The Purge task cugréntly runs eyery 5 minutes topurge data older than six (6) hours. This feature
supported extended s€arch.missionsprior to the establishrment ef TIPC 2020 Schedule 4. The Service extension
will run a new purge'\task every 5-minutes to purge’data oldenthan seventy-two (72) hours.

ESPs, PSOs, and law enforcement agencieg’will have.their/own retention requirements under their legal
obligations.

Déta Retention details

® \.“Device location records ~Automatically purged by the Service after the specified period for each use is
reached.

e Audit data retention < All data kept for audit and reporting purposes shall be retained for a period of 7
years,

o [ (Security/event log retention — Retained for a minimum of one year. Retained online for a minimum of
60.days.

There will be no archiving of identifiable data. Reporting/Audit data will be retained but this will not contain
personal information except for location information, (where location information means personal information
indicating the approximate geographical position of a device, which may include the latitude, longitude, altitude
and direction of travel of that device).

When operational data is extracted for monitoring and auditing purposes, the procedures require anonymisation
via obfuscation and/or hashing prior to ingestion into the Data Workshop platform. The appendices in the Privacy
Safeguards list the data elements retained and also identify the data elements where obfuscation and/or hashing
are applied.

R14 — Personal information is retained by the Service for longer than
necessary (existing risk identified for ECLI).
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Principle

Requirement

Assessment

Privacy Risks and whether it is an existing or new risk

Principle 10 — Limits
on use of personal
information

The key requirement of Principle 10 of the Privacy Act is
that personal information obtained by an agency for one
purpose shall not be used for any other purpose, unless it
believes on reasonable grounds that the specified
exceptions apply.

In TIPC 2020 Schedule 4 clause 3 limits the use of ELI
collected under Schedule 4 to the permitted primary
purpose and the permitted secondary purpose. The

permitted primary purpose permits:

e the use of ECLI to respond to an emergency call
e  the use of DLI to prevent or lessen serious threat
to the life or health of the individual concerned of

another individual

The following ECLI Phase 2 Capability Extension Use Cases have been identified:

e Extend emergency response coverage — Extend service coverage to emergency response situations
beyond 111 calls and to provide ELI to Search and Rescue (SAR) operations. ELI will be used for the

permitted primary purpose or permitted secondary purpose.
OIA 6(c)

A&%x@ ®

e  Reason codes will be applied to both use cases to identify the\ptirpose for the collection of information.
These reason codes have been agreed between MBIE afd<€SPs and willbe agreed between MBIE ‘and
PSO’s in due course.

The following controls and privacy safeguards are in place to ‘ensure pefsonal information is anly used for a
justifiable purpose:

e PS01 - Policies and procedures for collection, rétertion, use and diseclosure,of ECLT

e PS03 — Controlling access to production data

e PS04 — Monitoring theGsage of ECLI and ensuring comipliance with'the limitation on its retention
e PSO5 — ProvisionOffelevant training to employees

e  SC11 - Auditdogging

e SC12~=Monitoringjand alerting

e _7S€47 - 'Staff code of Conduct

RO1 — Personal information is used for another purpose not related to the
original purpose of collection (existing risk identified for ECLI).

Existing ECLI risk LAP-60

Principle 11 — Limits
on disclosure of

personal information

The key requirement of Principle 11 of the Privacy Act is
that an agency shall not disclose personal information
unless the agency believes, on reasonable grounds, one-ef.
the exceptions apply.

The application of this principle is modified by TIPC 202Q
Schedule 4:

3. Collection, use, disclosure and accuracy of ELI

1) Alocation agency may collect, use or disclose ELI
if it believes on reasonable grounds that:

a) the collection, use or disclosure is mécessary
for a permitted primary purpose lor,
permitted secondary purpose; and

b) In the case of a disclosure — the disclosure is

to another location agency.

Outsourced Serviee Provider administrators\(eg? Datacom) have access to the underlying infrastructure and may
have access.t6 the complete informatian Stefed within the Service. However, contractual agreements and SLAs
with Sepvice Providers along with Audit1Logging, Monitoring and Alerting are in place to manage risk regarding
unadthorised disclosure’

The Service has implemented safeguards to ensure that requests for location information have the necessary
authorisation)\Far exdmple, before the Service+ accepts a request to initiate DLI collection, the user who

approves the DLirequest is prompted to confirm the request as follows:
By.approving this location request as ‘user ID’ | confirm that:
1.\“this location request is being made in accordance with the applicable standard operating procedures;
2. all reasonable steps have been taken to ensure that the cellular device relates to the individual whose

location is necessary to determine for a permitted purpose;

3. making a location request is appropriate in these circumstances because it enables an emergency
service provider to facilitate a response to an emergency call or prevent or lessen a serious threat to the
life or health of an individual; and

4. | have been authorised to approve this request.

Under the Data Use and Sharing Agreement (DUSA) between MBIE and Participating ESPs (NZ Police, FENZ, WFA
and ST John), either party may conduct audits to verify compliance of either of those party’s obligations under the
DUSA.

Existing ECLI risk LAP-60, 67, 68, 69

R0O4 — An individual is able to be identified from a number of aggregated or
anonymised data sets, or through the unique identifier in the reporting and
analytics server (existing risk identified for ECLI).

RO7 — Personal information stored with the ECLI Service is not securely
deleted (existing risk identified for ECLI, although it has not been identified in
the previous PIA).

RO8 — A Service user (e.g. ESPs and other agencies) deliberately discloses
personal information to an unauthorised party (existing risk identified for
ECLI).

R0O9 — A Service user (e.g. ESPs and other agencies) accidentally discloses
personal information to an unauthorised party (existing risk identified for
ECLI, although it has not been identified in the previous PIA).

R10 — Outsourced Service Provider administrators (e.g. Datacom, Comtech)
may deliberately or accidentally disclose personal information to an
unauthorised party (existing risk identified for ECLI, although it has not been
identified in the previous PIA).

R11 — Security controls within the Service are insufficient, allowing
information to be compromised (existing risk identified for ECLI).
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Principle

Requirement

Assessment

Privacy Risks and whether it is an existing or new risk

Principle 12 —
Disclosure of
personal information
outside NZ

The requirement of Principle 12 is to ensure that disclosures
of information to overseas entities are only made where
there are equivalent privacy safeguards in place in the
overseas jurisdiction, or where the individual concerned has
expressly authorised such disclosure.

The Service is contained within New Zealand and does not process or store offshore any information for the
primary purposes that it was collected. Neither does the Service disclose this information to overseas entities.
OIA 9(2)(c)

. However, this does not count as disclosure and fits with acceptable
hosting for NZ government.

In consideration of secondary purposes, that is reporting, and analysis directly related to the operation of the ECLI
Service, anonymised and obfuscated information may be stored offshore (Australia). Although. this‘isstill within

the direct management and control of the Service.2

In this context Principle 12 does not apply since the intent of Principle 12 relatesto disclostre to overseas entities
where that overseas entity uses the information for its own purposes (andnot simply processing or storing the
information for a New Zealand entity).

Irrespective of Principle 12, MBIE is accountable for Privacy related tothe Service, and has exereised prudence
with all organisations involved in the delivery of the Service including wiolly NZ based organisatigns, to'\ensure
alignment with the Privacy Act and TIPC Amendment No'\S & 7,

Existing ECLI risk LA-04 relating to Assurance, LA-17 & LA-21 related to ECLI
support organisations.

Principle 13 — Unique
identifiers

The key requirement of Principle 13 of the Privacy Act is
that an agency shall not assign a unique identifier to an
individual unless the assignment of that identifier is
necessary to enable the agency to carry out one or more of

its functions efficiently.

An agency must take steps to minimise the risk of misuse of
a unique identifier e.g. by showing truncated account

numbers in receipts or correspondence.

ELI collected by the Service does not create or @ssigntrew unique identifiers for the.devices (or any relevant
individuals) concerned.

However, the Service operational data identifies the' caller’s mobile phene numberdnd/or device identifiers such
as the IMSI and IMEI. Every 5 minutes, the operational data store purge’s location data older than the agreed
operational data retentionperiod, Currently that agreed.operational.data retention period is six (6) hours and
will be extended to seventy-tiwe (72) hours for DLI (service\extensian) location data.

Audit/Reporting data.is retainedbefore each purgé and the.audit data is ingested into the reporting and analytics
server after the data-has-been anonymised{i€. any.Pl is obfuscated and/or hashed).

Locatiah thformation (geospatially rendered.oras data files). Location Information itself is classified as Pl and it
does nothave to'be combined with etherunique identifier(s) e.g. a mobile device number to meet this
classifications

Kocatior information means personal information indicating the approximate geographical position of a device,
which may includ€ the latitude;Jongitude, altitude and direction of travel of that device. Current Privacy
Safeguards and Security Controls are in place to ensure compliance with this principle and to mitigate Risk04:

e / APS02—Breach of requirements policies and procedures

e \ PS043 Monitoring the usage of ECLI and ensuring compliance with the limitation on its retention

Additional Privacy Safeguards and Security Controls are in place to control access to Personal Information within

the\ELIS. These are also relevant in this location information context and are as follows:

e PS03 — Controlling access to production data

e  PS05 — Provision of relevant training to employees
e SCO02 — Access control

e  SC18 — Staff vetting

e  SC47 - Staff code of conduct

Existing ECLI risk LAP-69

R04 — An individual is able to be identified from a number of aggregated or
anonymised data sets, or through the unique identifier in the reporting and
analytics server (existing risk identified for ECLI).

2 Storing information offshore with a third party hosting provider is not of itself, a disclosure: https

rivacy.org.nz/blog/privacy-2-0,
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Actions to enhance or minimise impact on privacy

Following are the Privacy Safeguards and Security Controls identified to enhance the privacy of personal information stored and processed within the Service and manage the identified privacy risks.

Privacy Safeguards

Table 3 — Privacy Safeguards

Reference Privacy Safeguards Description
PSO1 Policies and procedures for MBIE personnel are not involved in the day-to-day handling of ELI for ESPs and DLI for warranted access. As such, MBIE’s written policies and procedures with respect to ELI/DLI relate to:
collection, retention, use and e the design of the Service,
disclosure of ELI ) . - . N .
e  MBIE’s role (as the relevant government agency) in the administration and monitoring of the Service, and
e the governance arrangements for the Service as a whole.
The Terms of Reference for the governance board define MBIE’s privacy responsibilities in the governance of the Service.
The Support and Operational Model (SOM) outlines the processes for support and operation of the Service.
The MBIE System Security Certificate provides a summary of risk and assurance activities undertaken to.€nstre-System security. This ineludes all phases from policy, design, implementation, testing and day to day operational
practices.
PS02 Breach of requirements policies Complaints or queries from the public about possible privacy breaches are directed to the relévant ESP or\Network Operator. Information available on the MBIE website provides links to these agencies. Records retained by the ESPs
and procedures are in accordance with the period defined in their data retention policies.
The existing MBIE privacy complaints process will apply for any queries directed todVIBIE. Esealation will be to the Directorand‘Product Owner of the Service for investigation and resolution.
The Emergency Location Information System (ELIS) Privacy Breach Notification\Palicy (effective 12 September 2022}, provides guidance on how the relevant government agency for the ELIS (RGA) manages any breach affecting
personal information.
OIA 9(2)(c) @\y O W
PS03 Controlling access to production Access to production data is restricted to agninimal humber of specified roles.and pamed-individuals.
data Multi-factor authentication is required for production-access. Noting thewlAGWeb-Ul and DLI Web application front-end web applications do not have multi-factor authentication.
MBIE reviews continued business need of all.staff access each quarter.
ESP staff authorisation is fdlly~managed-by each ESP, not MBIE.
MBIE does not have any visibility-ofithe ESP authorisatign process.
PS04 Monitoring the usage of ECLI and | ELI in the vLAC is stored for a maximum of only-72‘hours and then purged. DLI for warranted access is purged on delivery to the PSO. The purge function has been tested and demonstrated to be effective. It is monitored to ensure
ensuring compliance with the continuous operation. Any failure of this\function wilktrigger a Dynatrace alert.
limitation on its retention Use of and access to the VLAC envifehments and-database is monitored and reviewed for unusual activity.
The volumes of ELI/DLI requéstsS by ESPs/PSOs, with longer term trending information, are reported monthly to the Service’s Director and Product Owner. Additional monthly reporting is then undertaken with ESPs and PSOs.
Ad hoc activity reports’can be'generated, with various criteria to list these requests on the vLAC. MBIE will investigate unusual activity or request volumes.
Audit reports that allow the Service to monitor ELI transactions and to check that the purge function is working do not include any personal information (P1) which could be used to identify a caller, their SIM card or their device. The
ELI audit record is anonymiséd by the removal of the phone number (MSISDN), the equipment identification number (IMEI) & the Subscriber Identifier (IMSI).
Each ESP/PSO will receive monthly summaries of their DLI requests to allow the ESP/PSO to reconcile and audit these against their systems.
The Service may establish random audits of ELI and/or DLI accessed and will work with ESPs/PSOs to conduct such audits.
PS05 Provision of relevant training to ESPs and PSOs have trained their staff on the collection, retention, use and disclosure of ELI and/or DLI.
employees All staff involved in the administration of the vLAC, and/or have access to production data and/or anonymised reporting data are subject to the New Zealand Government Code of Conduct for the State Services Standards of Integrity
and Conduct [https://ssc.govt.nz/resources/code/].
Compulsory privacy training and an overview of operational policies relating to individual privacy has been provided to all staff of the Service as part of the induction process"
PS06 ECLI Privacy Framework Develop the ECLI Privacy Framework to enable a standardised approach to lawful disclosure and use of location information by authorised parties, in a way that recognises and supports both existing privacy protections, evolving
expectations around non-disclosure of personal information, the societal value of location information, and the increasing potential for realising that societal value through advances in technology.
PS07 Data Sharing and Use Agreement | Data Sharing and Use agreement in relation to the Service between MBIE, Fire and Emergency New Zealand, New Zealand Police, St John and WFA.
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Reference Privacy Safeguards Description

PS08 Consult Privacy Commissioner Use opportunity to raise and progress both overall framework with Privacy Commissioner, and specific immediate need for SAR use case changes and implementation.

PS09 Proactive release Proactive release of information promotes good government, openness and transparency and fosters public trust and confidence in agencies.
The TIPC 2020 Schedule 4 includes a requirement for MBIE to provide quarterly disclosure reporting to OPC.
MBIE anticipates also providing an annual transparency report.
MBIE will also initially (post-go live date of DLI), provide OPC with copies of the monthly summary reports (sent to ESPs), for location agency monitoring to align with TIPC 2020 Schedule 4 clause 7(2)(c)

PS10 Extended background checks for | There will be extended background checks for named individuals who will have access to information stored within the Service.

named individuals

PS11 Disclosure Log DLI disclosures will be logged and reported to the Privacy Commissioner each quarter. These reports will not contain PI, even in anefiymised form. The Service website will publish annual transparency reports of DLI disclosures
(without PI) to align with industry good practice.

PS12 Assurance of Compliance Each ESP and PSO provided written compliance assurance at MBIE’s request. Due diligence on this assurance included reView ‘of the ESP/PSO’s privacy saféguards, evidential demonstration of good process, and confirmation that

DUSA.

the ESP/PSO system has certification and accreditation approval. MBIE reviewed and approved each ESP/PSO’s Standard @perating Procedures regarding \ELI/DU collection, usage and retention. For ESPs, MBIE reviewed the criteria
and procedures for a) assessing serious threat, b) approving and escalating DLI requests to NZ Police, and c) NZ-Pelice procedures for approving requests to.collect DLI. For PSOs, the review focused on procedures relating to
warranted access to DLI.

Assurance compliance due diligence will apply if any other agency is authorised under TIPC 2020 Schedule. 4\ clause 2:

Under the Data Use and Sharing Agreement (DUSA) between MBIE and Participating ESPs (NZ Police, FENZ, \WFA and ST John), eitherparty may conduct audits to verify compliance of either of those party’s obligations under the

Security Controls

Table 4 — Security Controls

Reference Security Controls Description
SC00 Comply with non-functional requirements Comply with non-functienal requirements specified in the Service requirements.
SC02 Access Control — Authorisation roles or policy Authorisation based on security groups’ roles or, policy definition. This applies to Service administration users.
SCo8 Encryption of data at rest Data is enCrypted at rest'at the SAN layer:
SC11 Audit logging Application audit logs are stored in a dedicated'database table. OS and network logs are captured by MBIE’s existing SIEM (Splunk).
SC12 Monitoring and alerting Nagios'fof.operational menitoring'as per the Service Operational Monitoring Design.
Dynatrace is used forthe'Lacation Platform operational monitoring and alerting.
Red Hat’s Advaneed Cluster Security (ACS) application will be used across ECLI’s OpenShift clusters for the purposes of SIEM and integrated into the ELI tenancy within the overall MBIE SIEM (Splunk). The
use of theACS\application’captures container and container platform events and insights.
The Service is,integrated into MBIE security reporting.
SC13 Secure SDLC Secufe coding principles to address OWASP Top 10 vulnerabilities
Code\check-in/check-out
Regular security vulnerability testing of code during development
Code peer review
Secure source code repository using role-based ACLs
Security verification testing prior to penetration test
SC18 Staff Vetting ECLI Staff and/or Service Provider to obtain positive Police check of potential support staff before they are given logical or physical access to the Service.
SC19 Purging of ELI records A Purge Task is configured to automatically run every five minutes to purge all Personal Information (PI) from the ECLI Service system that is 6 hours old. The time is calculated from the start of the 111
call. This is configured to purge service extension DLI location data that is 72 hours old.
Monitoring of the Purge Task
e  The service is monitored by the ECLI operational support team The service is configured to automatically restart on failure
. If the service does not run after a restart, a P3 incident is raised.
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Reference Security Controls Description
PSO DLI data is purged on delivery to PSO’s and also purged after specific time limits as a default fail safe.
SC22 Notification of incidents and breaches Service Provider will report all information security incidents and breaches to the affected agencies.
The Emergency Location Information System (ELIS) Privacy Breach Notification Policy provides guidance on how the relevant government agency for the ELIS (RGA) manages any breach affecting personal
information.
SC23 Solution Certification & Accreditation The overall Service will be subject to the MBIE C&A Process.
SC26 Operating system patching Patch operating system vulnerabilities.
SC27 Application patching Patch software vulnerabilities.
SC28 Restrictive administrative privileges The privileges of administrative/ privileged users are limited to only those required for their duties.
Separation of user accounts and privileged accounts.
SC29 Application whitelisting Prevention of unauthorised software executing on ECLI Service servers.
SC31 Privacy Code of Practice from Office of Privacy Commissioner | A TIPC 2020 has been published by the Privacy Commissioner. See https://www.privacy.org.nz/assets/Codes-of-Rractice-2020/Telecommunications-Information-Privacy-Code-2020-website-version.pdf
SC32 Privacy statement & Policy on website ESPs and PSOs will satisfy this control requirement by updating their own websites with statements-as.required:
SC33 SOPs for Privacy Relevant business SOPs are created or updated to reflect Privacy, considefations and guidancefor staff. Ensure the use cases defined for Phase 2 ECLI Extension are covered in the updated SOPs.
SC34 End to end functional testing System integration testing based on test cases, and test.exit\report.
SC35 Security Penetration testing Security verification testing performed by projecti Security ‘penetration testing by extecnal. auditor.
Perform regular security penetration testing-of the Service‘annually or when\significant changes are made to the service.
SC42 Contractual Agreement & SLA's with Vendor/ Service Provider | Contracts with Datacom for the delivery\and support of the Service=Datacom halds an agreement with Google for Google Maps API plan.
SC43 Certified & Accredited data centre The DSCG laaS is certified for'governnient-usé and all certjfication artefactswill be reviewed.
SCa7 Staff code of conduct State Sector Code of Gonduct applies to all governmént 'sector staff. “Individual private sector policies would apply for WFA, St John Datacom, and NZSAR volunteers who are not State Sector staff.
SC51 Automated security testing Automated security testing’is planned to be implemented aspart of the DevSecOps process.
SC52 Specify hosting locations Specify-that\data'is stored only in Austfalia\orcountrjes with equivalent privacy laws as New Zealand for services hosted in overseas cloud (e.g. Microsoft services).

Refer to the ECLI Part A and Part B documents (Security Controls) sections for a complete\list of the security controls. The table above only includes the security controls that have been recommended to mitigate the privacy risks
identified in this PIA report.
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Conclusion

This PIA identifies privacy risks arising from the ECLI Phase 2 Extension and outlines the relevant
privacy safeguards and security controls for managing these risks. A privacy analysis was completed
to ensure the lifecycle of personal information through its collection, use, retention, processing,
disclosure and destruction is compliant with the Privacy Act 1993, Privacy Act 2020 and schedule 4 of
the Telecommunications Information Privacy Code.

The use case prioritised for ECLI Phase 2 Extension, and the consequential use case,® will enhance
New Zealand’s emergency services, search and rescue operations, and public safety and law
enforcement activities.

MBIE have considered the risks and benefits associated with the introduction.of the‘new-Gse cases
for ECLI Phase 2 Extension and are satisfied that the benefits of the use cases outweigh the
associated privacy risks. The principles of proportionality and necessity have been.applied
throughout the design.

Privacy safeguards and security controls will be in place to efisure the.risk and potential harm of
unlawful or unauthorised disclosure are managed within-the\Service. Existing goyernance\structures
will be used to provide assurance of privacy and seGurity protections.

In preparation for ECLI Phase 2 Extension,the\project déveloped a strategy forenabling lawful
disclosure and use of location information.from)the Service. That'strategy. document highlighted the
following activities that will be completed:

o Develop ECLI PrivacyFramewark — Develop-achigh-levelffamework to enable a standardised
approach for all’parties‘refatéd to lawfuldisclosure and the use of location information
across all (ermost)current and future potentialuse cases, in a way that recognises and
supports both.existing privacy protections;€volving expectations around non-disclosure of
persofnahinformation, the societal value of location information, and the increasing potential
for realising that societahvalue through advances in technology.

o _Implement initial extended ECLI and SAR use — Based on that framework, enable a
standardised approach to lawful disclosure and use of location information in initial
extended ECLLUse case’scenarios (per recent advice) and for the search and rescue (SAR) use
case, as these use-cases are advanced and technology-ready.

e Consult Privacy’Commissioner and MNOs — Use this opportunity to raise and progress both
overallMramework with the Privacy Commissioner, and the specific immediate need for ECLI
Phase 2 Extension changes and implementation. Consult with MNOs on intended
framework. [Note: Completed, and encompassed within TIPC Amendment No 7]

e Detail framework — Using any feedback from OPC, prepare framework in consultation with
specific use case stakeholders as appropriate that will enable and regulate a standardised
approach to lawful disclosure and use of location information across all categories of current
uses, as well as providing a framework for potential future uses and evolving privacy
expectations.

e  Work with Privacy Commissioner to enable framework to be implemented — Consult
regarding the whole framework, considering in particular what MNOs need to have to be
comfortable that they will be complying with their privacy obligations. [Note: Completed,
and encompassed within TIPC Amendment No 7]

5 Refer to UCO1 and UC03 in ECLI Phase 2 Capability Extension Use Cases V1.0
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MBIE’s Certification and Accreditation process will be completed prior to the ECLI Phase 2 Extension
go-live in order for MBIE and users of the Service to gain assurance that the Service has been
configured securely and that privacy safeguards and security controls are in place and effective.
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Appendix B — PIA Consultation

Name Role Internal/External | Consulted/Informed
Alan Heward Security and Risk Advisor Internal Consulted
Martien Duis Solicitor Internal Consulted
Pam Harris ECLI Manager Service Enhancements Internal Consulted
Susan Ng ECLI Senior Business Analyst Internal Consulted
Peter Fernando Senior Associate, Duncan Cotterill External Consulted
Tania Turfrey Manager Legal Services Internal Informeéd
Shelley MacDonald Senior Solicitor Internal fhformed
Eve Kennedy Policy Advisor, Office of the Privacy Commissioner | External Consulted
lan Martin NZ Police CMC (TCF NZSAR Working Party) External Consulted
Win Van Der Velde NZSAR (TCF NZSAR Working Party) External Consulted
Hon Kris Faafoi Minister for Broadcasting, Communications and External Informed
Digital Media
Hon Stuart Nash Minister of Police External Informed
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Data Use and Sharing Agreement

in relation to the Emergency Location Information Service

Details

1. Defined terms and interpretation
11 Defined terms

1.2 Interpretation

2, Commencement and term

2.1 Commencement and Initial Term
2.2 Extension

3. Use of ELI Service

3.1 Emergency Calls

3.2 Use of ELI Service in accordance with the Code
33 Other statutorily authorised use

4., Capturing and sharing ECR Data

4.1 ECR Data capture

4.2 Sharing of ECR Data

4.3 Processing and using ECR Data
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Details

Date

Parties

Name
Short form name

Notice details

Name
Short form name

Notice details

Name
Short form name

Notice details

Name

Short fortmname

Notice details

Name
Shortform'name

Noticedetails

Ministry of Business, Innovation and Employment
MBIE
Address: 15 Stout Street, PO Box 5488, Wellington

Email: pam.harris@mbie.govt.nz

Attention: ECLI Manager Service Enhancements

Fire and Emergency New Zealand
FENZ
Address: Level 12, 80 the Terrace, PO Box-2133,Wellington

Email: Paul.Turner@fireandemergeney.nz

Attention: National Manager.Response Capability

New Zealand Police
NzP
Address; 180 Molesweorth Street, Welington\PO'Box 3017

Emaif; michael.higgie@police.govt:nz

Attentioh: ;\Emergency Communications.Centres National Operations Manager

The Priory in New Zealand-of the Most Venerable Order of the Hospital of St John of
Jerusalem
St John

Address:2\Harrison Road, Ellerslie, Auckland, 1051
Email: OIA9R2)(@)  @stjohn.org.nz

Attention: Ambulance Communications Manager — Continuous Improvement

The Wellington Free Ambulance Service (Incorporated)
WFA

Address: 19 Davis Street, Pipitea, Wellington 6011
EmailOA9(2)(@)  @wfa.org.nz

Attention: Executive Director
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Background

A In May 2017, MBIE established a service enabling emergency call takers to receive certain location
information relating to emergencies and emergency calls (the ELI Service). The ELI Service receives and
processes emergency location information (ELI) and makes ELI available to emergency service providers.

B FENZ, NZP, WFA and St John (together the Participating ESPs) provide emergency services in New Zealand,
including taking emergency calls.

C Since establishment of the ELI Service, the Participating ESPs have been using the ELI Service to deliver
better outcomes for New Zealanders.

D MBIE is extending the scope of the ELI Service and requires usage information about the ELI Service to:

(i) monitor and audit the use of the ELI Service in accordance with the Telecommunications
Information Privacy Code 2020;

(ii) demonstrate and monitor performance against the relevant key performance indicators for the
ELI Service, including by demonstrating the benefits for users, stakeholders, and the public; and

(iii) support enhancements to, and optimisation of, the ELI Service

E The parties are entering this agreement to record the terms on which the Participating ESPs.will use the
ELI Service, collect data in relation to that use and disclose that data to-MBIE.

F While MBIE and the Participating ESPs are the original parties under.this agreement, the'parties.intend
that other emergency service providers may join this@greementwith MBIE’s consent.
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Agreed terms

1. Defined terms and interpretation

11 Defined terms
In this Agreement:

Agreement means this agreement, including its Schedules and together with any variations agreed
between the parties in accordance with clause 12.2.

Business Day means any day other than a Saturday, a Sunday or a public holiday (as defined in the
Holidays Act 2003) in Wellington, New Zealand.

Code means Schedule 4: Emergency location information of the Telecommunications Information Privacy
Code 2020.

Commencement Date means the commencement date identified in the Key Details Schedule.
Contact Centre means a contact centre for emergency calls operated by ane or'more Participating ESPs.

ELI Service means the emergency location information service previded by the)Relevant Government
Agency (currently MBIE) to Participating ESPs.

Emergency Call means:

(a) an emergency telecommunication originating.in New'Zealand; and
(b) any other telecommunication placed by-a‘person-Using a device€ .and requiring’an emergency
response.

ESP means any public safety organisation that provides emergency\services, including FENZ, NZP, St John
and WFA.

Emergency Call Related’'Data (or “ECR Data”) means any\Data_ associated with an Emergency Call that a
Participating ESP cettects, stores,.or shares under‘onforthepurposes of this Agreement.

ESP Representative-means-the person identified\as such in the Key Details Schedule.

Damages' means liabilities, expenses,\0ss€s,\damdges and costs.

Data means.data or information.in-any.farmat however generated, stored, processed, retrieved, or
preduced:

Goyvernment Agency_means any state or government and any governmental, local governmental, semi-
governmental)judicial} statutory or regulatory entity, authority, body or agency or any person charged
with the administratioh of any law.

Initial Term means the initial term identified in the Key Details Schedule.
Key.Details-Schedule means Schedule 1 (Key details).

KPIs means the then-current key performance indicators specified in Key Details Schedule.
Location Agency has the meaning given to that term in the Code.

MBIE Representative means the person identified as such in the Key Details Schedule.
Participating ESP means:

(a) at the Commencement Date, FENZ, NZP, WFA and St John; and

(b) each ESP that joins this Agreement by accession under clause 8.1.

Personal Information means all information subject to Privacy Laws.

Privacy Laws means the Privacy Act 2020, the Unsolicited Electronic Messages Act 2007, the Health
Information Privacy Code 2020, the Telecommunications Information Privacy Code 2020 (including each of
its amendments) and any other legislation, principles, industry codes and policies relating to the handling
of Personal Information.
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1.2

2.2

Related Entity means, in respect of MBIE, any of the following:

(a) any Crown Entity (as that phrase is defined in the Crown Entities Act 2004) that the MBIE
monitors or is required to provide services and resources to under applicable legislation as
notified to the ESP Representative by MBIE from time to time;

(b) any ESP; and

(c) any Government Agency.

Relevant Government Agency has the meaning given to that term in the Code.
Schedule means a schedule to this Agreement.

Term means the term of this Agreement as set out in clause 2.

Interpretation

In this Agreement, unless the context requires otherwise:

(a) derivations of any defined word or term shall have a corresponding meaning;

(b) the headings to clauses are inserted for convenience only and shall be ignored in interpreting this
Agreement;

(c) the word including and other similar words do notimply\any-limitation;

(d) a reference to a party includes its personal representatives, successors ahdpermitted assigns;

(e) a person includes any individual, compahy, corporation, firm, partnership, trust,/unincorporated

body of persons or government agency;
(f) the plural includes the singular and Vice versa;

(8) a reference to a statute-includes all’régulations and ather suhordinate legislation made under that
statute. A reference to any\legislation (includingsubordinate’legislation) includes that legislation
as amended orteplaced from time to time; and

(h) an obligation not to.do something includes,an obligation not to allow or cause that thing to be
done:

Commencement and term

Commencement and Initial Term

ThissAgreement stapts on the'\Commencement Date and ends on expiry of the Initial Term, unless sooner
términated in accordance with its terms or extended in accordance with clause 2.2 (the Term).

Extension

(a) This’Agreement expires at the end of the Initial Term unless the MBIE Representative and the ESP
Representative agree in writing on or before the end of the Initial Term for the term to be
extended for the extension period specified in the Key Details Schedule (or such other extension
period agreed in writing).

(b) The terms of this Agreement apply during any extension as they applied during the Initial Term
unless the MBIE Representative and the ESP Representative otherwise agree in writing.

(c) If this Agreement is extended, then upon expiry of the then-current extension period, this
Agreement will expire unless the MBIE Representative and the ESP Representative agree in
writing on or before the end of that extension period for the term to be extended for another
extension period agreed in writing.

Use of ELI Service

Emergency Calls

To provide maximum benefit and deliver the efficiencies agreed through the business case, each
Participating ESP agrees to:

(a) use the ELI Service when handling all Emergency Calls received by any of its Contact Centres;
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3.2

4.2

4.3

5.2

5.3

54

(b) integrate use of the ELI Service, and capturing ECR Data for the purposes of this Agreement, into
its processes for handling Emergency Calls; and

(c) follow all standard operating procedures advised by MBIE from time to time regarding use of the
ELI Service in relation to Emergency Calls.

Use of ELI Service in accordance with the Code

The parties acknowledge that the Code, authorises use of the ELI Service to enable a Participating ESP to,
in accordance with the Code:

(a) facilitate a response to an Emergency Call; and/or

(b) prevent or lessen a serious threat to the life or health of an individual.

Capturing and sharing ECR Data
ECR Data capture

Each Participating ESP will maintain a record of ECR Data in the manner andformdescribed in Schedule2
(Data collection, protection, and sharing specification).

Sharing of ECR Data

Each Participating ESP will disclose ECR Data to MBIE in aceordancewith’Schedule 2 (Data cellection,
protection, and sharing specification). Notwithstanding-any.other arrangements between any-ene or more
Participating ESPs, each Participating ESP hereby authorises each-other Participating ESP\to\disclose ECR
Data in accordance with this Agreement.

Processing and using ECR Data

If any ECR Data is provided by a Participating ESP‘to MBIE in amanonymised way, MBIE will not process
and use that ECR Data in a way; including matching the anonymised\ECR Data with other data points,
which results in the identification ‘of\any individual to whom that ECR Data relates.

Use of ECR Data

Monitoring; auditing, analytics, KPls, enhancements, and optimisation

MBIE.may use the ECR Data shared\under-this-Agreement for the purposes of:

@) monitoring and auditing.theuse ‘ef the ELI Service in accordance with the Code;
(b) demonstrating and monitaring performance against the KPIs; and
(© supporting enhancements to, and optimisation of, the ELI Service, including undertaking analytics

and identifying\buSiness intelligence in relation to the ELI Service.
Formrofreports

IMBIE may-use the ECR Data to prepare reports regarding the use and benefits of the ELI Service, including
with\respect to the KPIs and in accordance with the Code, provided that such reports do not include any
individual’s name, residential address, or phone number, nor disclose any other personal information
contained within or derived from the ECR Data.

Sharing reports with Participating ESPs
MBIE will share any report created in accordance with clause 5.2 with the applicable Participating ESP.
Sharing reports

MBIE may share any report created in accordance with clause 5.2:

(a) with any Location Agency, Government Agency, or minister of the Crown or parliamentary officer
or body;

(b) supplier of services and/or deliverables for the ELI Service or mobile operating system or device
manufacturer (OIA 9(2)(b)(ii) ), provided such disclosure is subject to undertakings of

confidentiality;

(c) to the extent disclosure is required by law (including under the Official Information Act 1982);
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(d) with prospective or current customers who use, or are considering using, any location service
product provided by MBIE; or

(e) in press releases or other marketing or informational material about the ELI Service.
5.5 Publishing reports and data sets

MBIE may publish any report created in accordance with clause 5.2, or any anonymised set of ECR Data,
on a website or portal under the control of, or operated by, a Government Agency.

6. Information and audit

6.1 Privacy
In performing this Agreement, each party will at all times comply with the obligations set out in Schedule 3
(Privacy).

6.2 Publicity

Except as permitted by this Agreement, no party may make any media release.or'other, public
announcement relating to the existence of this Agreement or its termsgorthe EL| Service, except with the
other parties' prior written agreement. The Participating ESPs acknewledge'that, in its capacity as the
Relevant Government Agency under the Code, MBIE may make{nedia releases or other public
announcements regarding the ELI Service.

6.3 Mutual audit

(a) MBIE and each Participating ESP will co-aperate with and assist each‘other in-refation to any audit
that either of them proposes to undertake:to verify compliancewith either of those party’s
obligations under this Agreement:

(b) Any audit will be undertaken remotely, without direCtyaecess to thie other party's systems or
premises, on not less.than 20 Business Days' notice, and\ng more frequently than once in each 12
month period (ubless a party has reasonable-grounds to, consider that there has been non-
compliance-with\any matefial obligation‘under.this Agreement, in which case the 12 months’
frequencdy testriction.does not apply)-

(c) The\party.undeértaking the audit'will provide the other party with a full, unredacted, copy of any
audit report’(and all other"documents-generated as part of the audit) within 10 Business Days
after completion of the audit:

7. Changes to this Agreement

7.1 Process of changes to this. Agreement

The MBIE Representativeé may, by written notice and in consultation with the ESP Representative, change
this Agreement atiany time.

7.2 Consequences of changes

Where-MBIE has made a change to this Agreement in accordance with clause 7.1, if a Participating ESP
reasonably considers that the change is materially detrimental to that Participating ESP, it may voluntarily
exit this Agreement in accordance with clause 8.2.

7.3 Suspension

The MBIE Representative may, upon notice to the relevant Participating ESP, suspend a Participating ESPs’
access to and use of the ELI Service, in part or in full:

(a) for non-trivial security, confidentiality, operational, or technical reasons or concerns; or

(b) if a Participating ESP commits, or allows to be committed, a non-trivial breach of this Agreement.

8. Accession, voluntary exit, and termination
8.1 Accession by further ESPs

An ESP who has been authorised as an emergency service provider under the Code may request to join this
Agreement as a Participating ESP provided such ESP:
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8.2

83

84

9.2

10.
10.1

(a) executes a letter of accession in the form set out in Schedule 4 (Letter of Accession Template);
and

(b) delivers a copy of the signed letter of accession to MBIE.

MBIE will countersign the signed letter of accession and return a copy to the ESP to confirm MBIE’s
authorisation for that ESP to be a Participating ESP.

Voluntary exit by Participating ESP

A Participating ESP may at any time elect to discontinue its participation in this Agreement by giving the
MBIE Representative not less than 90 days’ written notice. Upon expiry of that notice:

(a) MBIE may retain any ECR Data already shared; and

(b) the Participating ESP who gave notice is removed as a party to this Agreement with immediate
effect, but remains subject to clause 8.4 (as if this Agreement had been termihated in relation to
that Participating ESP).

Termination by convenience

MBIE may terminate this Agreement by giving the ESP Representative not less tham 90 days’ written
notice.

Survival
Upon termination or expiry of this Agreement (or exit.by.Participating ESP under/clause 8.2):
(a) MBIE may retain any ECR Data already shared under this Agreement;\and

(b) this clause 8.4 and clauses 9, 10,11, and~12 together with other provisions that are by their
nature intended to survive, will remain\in full force and effect,

Liability
Exclusion

Regardless of the/head-of [es5/whether arising-under‘contract, tort (including negligence), breach of
statutory duty,-ar any other theory of liability, no\party to this Agreement (the First Party) has any liability
to another partyexcept in respect of\the First Patty’s breach of this Agreement.

Limitation

If a.partyisliable for breach\of. this,Agreement (the Breaching Party), then to the maximum extent
permitted by law (except for wilful neglect, fraud or gross negligence), the following limitations and
exclusions apply:

(a) the'\Breaching Party is not liable for any loss suffered by any person as a result of information
provided or not provided in the ELI Service, including for death or personal injury, any indirect,
conseguential, or special Damages, any loss of revenue, loss of profit, loss of business, anticipated
savings, loss of goodwill, business opportunity, increased operating costs, or loss of reputation, or
any third party loss; and

(b) for any liability that is not excluded by clause 9.1 above, the Breaching Party’s aggregate liability
under this Agreement during the Term is limited to $100,000.

Warranties

Mutual warranties
Each party warrants and represents to the other parties that:

(a) the execution and delivery of this Agreement has been properly authorised by all necessary
corporate action; and

(b) it has full corporate power and lawful authority and the legal power to execute and deliver this
Agreement and to perform, or cause to be performed, their obligations under this Agreement.

ECLI Data Use and Sharing Agreement Page 10 of 23

12573546_12



10.2

11.
11.1

11.2

113

114

11.5

11.6

11.7

11.8

Other warranties excluded

The ELI Service is provided on an “as is” basis. To the maximum extent permitted by law, MBIE disclaims all
other warranties, whether express, implied, or statutory, including any implied warranties of
merchantability and fitness for a particular purpose, title, non-infringement and any warranties arising
from course of dealing or course of performance. Each Participating ESP acknowledges and agrees that
MBIE does not have any responsibility, and is not liable, for the accuracy, fitness for purpose, or content of
the ELI Service.

Dispute resolution

Dispute resolution process

Subject to clause 11.8, a party may not commence any arbitration or other proceeding relating to a
dispute between the parties unless the party has complied with clauses 11.2 to 11.3.

Dispute notice

If there is a dispute between any of the parties in relation to this Agreement) any of'the parties involved in
the dispute (each an Involved Party) may give the MBIE Representative_and\the \ESP Representative notice
of the nature and details of the dispute.

Negotiation and escalation

(a) Within five Business Days of receipt of the notice.of dispute;/the MBIE Representative-and the ESP
Representative will meet and attempt to_ résélvethe dispute.

(b) If the dispute is not resolved withinfive-Business Days of that meeting; any-lavolved Party may by
written notice to the other Involued Rarties (with such notiee copiedito the MBIE Representative
and the ESP Representative)(escalate,it\to senior managers 'of.the Invelved Parties who shall meet
to endeavour to resolve the dispute.

Arbitration

If the dispute is not-resolved within 20 Business Days/of-receipt of the notice of dispute under clause 11.2,
any Involved Party ‘may-by hotice to all otherinvolved\Parties refer the dispute to arbitration (with such
notice copied to.the MBIE Representative and the ESP"Representative). The arbitration will be conducted
in Wellington bya single arbitrator.underthe Arbitration Act 1996. If the Involved Parties do not agree on
an arhitrator within five Business Days of\teceipt of the notice referring the dispute to arbitration, the
arbitratorshall'be appointed by'the President of the New Zealand Law Society (or his/her nominee) at the
request'eofany of the Involved\Parties.

Appeals on points of law

The parties\waive any-right to seek a determination by the court of a preliminary point of law (pursuant to
section 4, Second Schedule to the Arbitration Act 1996) and to appeal on a question of law (pursuant to
section 5, Second’Schedule to the Arbitration Act 1996).

Decision

The arbitrator will determine the dispute and deliver to each Involved Party a written decision. The
decision must specify brief reasons for the decision. The decision will be final and binding on the Involved
Parties.

Continued performance

Regardless of any dispute, each party shall continue to perform this Agreement to the extent practicable,
but without prejudice to their respective rights and remedies.

Urgent relief

Nothing in this clause 11 will preclude a party from seeking urgent interlocutory relief before a court.
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12.
12.1

12.2

123

124

125

12.6

12.7

General

Further assurance

Each party will do all acts and things necessary to implement and to carry out its obligations under this
Agreement.

Amendments

Except as otherwise provided in this Agreement, this Agreement may only be amended, supplemented or
novated in writing executed by all parties.

Notices

(a) Any notice given pursuant to this Agreement will be deemed to be validly given if personally
delivered, posted, or sent by electronic means, to the address or email address’of the party set
out in the “Parties” section of this Agreement or to such other address or.emailaddress as the
party to be notified may designate by written notice given to all the otherparties.

(b) Any notice given pursuant to this Agreement will be deemed to bewalidly given:
(i) in the case of personal delivery, when received;
(ii) in the case of posting, on the second day following’the.date of posting;
(iii) in the case of electronic transmission.by.email; at the time of tranSmission, pravided that

an email is not deemed received unléss (if receipt is disputed) the party giving notice
produces a printed copy of the email which evidences thatthe\email-was sent to the
email address of the party givenmnotice.

Entire agreement

This Agreement constitutes the'entire agréement, understandingand(arrangement (express and implied)
between the parties relating to the subject matter of this"Agreement and supersedes and cancels any
previous agreement, uhderstanding/and arrangemient relating-thereto whether written or oral.

Governing law

This Agreemeht.issgavérned by the lawsof New Zealand and the parties submit to the non-exclusive
jurisdiction of the courts of New Zealand,

Assignment

(a) No Participating ESP'may‘\assign, transfer, novate, or subcontract this Agreement, or any of its
rights or obligations under this Agreement, without first obtaining MBIE’s written consent.

(b) MBIE may; assign, transfer or novate any or all of its rights and obligations under this Agreement
toany Related Entity by giving notice in writing to the ESP Representative.

Counterparts

This ‘Agreement may be executed in any number of counterparts (including facsimile or scanned PDF
counterpart), each of which shall be deemed an original, but all of which together shall constitute the
same instrument. No counterpart shall be effective until each party has executed at least one
counterpart.
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Execution

EXECUTED as an agreement

For and on behalf of
Ministry of Business, Innovation and Employment by:

For and on behalf of
The Wellington Free Ambulance Service
(Incorporated) by:

For and on behalf of
Fire and Emergency New-Zealand by:

For and on beHhalf of
New ZealandPolice hy.

For and on behalf of
The Priory in New Zealand of the Most Venerable
Order of the Hospital of St John of Jerusalem by:

ECLI Data Use and Sharing Agreement
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Signature of authorised signatory

James Hartley—General Manager Digital, Communications
& Transformation

Name of authorised signatory

Signature’of'authorisedsignatory

Kate Jennings —Executive Directof ,~€linical
Communicatiens and Patient'€oordination.

Name of authorised signatory

Signature of authorised signatory

Kerry Gregory, DCE Service Delivery

Name of authorised signatory

Signature of authorised signatory

Michael Higgie

Name of authorised signatory

Signature of authorised signatory

Cameron Brill, DCE Corporate Operations

Name of authorised signatory
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Schedule 1 — Key details

Contract details
Item Detail
Commencement Date 1 March 2022
Initial Term Three years from the Commencement Date
Extension Period Two years
MBIE Representative Role / title: ELI Manager Service Enhancements
Email: pam.harris@mbie.govt.nz
Phone: OIA 9(2)(a) &
@\
ESP Representative Role / title: Emergency Communications Centres National Operati \@
Email: michael.higgie@police.govt.nz
Phone: OIA 9(2)(a)

@S
Key Performance Indicators §©

The current KPIs are:
= Strategic Outcome 1: Improved preservation of |ife and prope
o KPI 1: Reduction in No Spee nerg alls

o KPI 2: Reduced struct age costs through se

o KPI 3: Reduced loca a

O

. ents for emergency services

er's location
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Schedule 2 — Data collection, protection, and sharing
specification

1. ECR Data collection and storage

11

Data fields to be collected and stored

Each Participating ESP will collect and store the following fields of ECR Data for all Emergency Calls
(including Emergency Calls referred by another ESP):

(a) NZP
# Field name | Field description Specification / | Notes
required data @\
1. Event Call ID Required Unique\cdll identifier
Number assigned bythe NZ Police
'CAD system. The Call JD_is
not; by itself, personal
information about the
individual.concerned.
2. Entry Start Date and time when call taker Required
Date Time starts entering details of the-eall
3. Acceptance | Date and time when the call taker Required Closest mgasure of address
Date Time has sufficient details;including the verifieation time
location and & quick
understahding of whatis
occurring, to‘accept the call
4, Caller Gontactnumber for call back Required This is not necessarily the
Phone caller’s phone number. Not
Numbher anonymised in accordance
with paragraph 3.2 below
5. Dispatch Time in seconds after the call Required
Duratjen acceptancé todispatch.the first
unit
67 Acceptance ¢(\The'desctiption of the nature of Optional Contains No Speech
Type the ‘'event when the call is Emergency Call. Blanks for
Code™ accepted all other call types. NZ Police
will advise MBIE of updates
to this field.
S Clesure The final description of the event Optional Contains No Speech
Type Emergency Call. Blanks for
Code* all other call types. NZ
Police will advise MBIE of
updates to this field.
8. Highest Required MBIE intends to use this
Priority field as reference data. NZ
Police will advise MBIE of
updates to this field.
9. Result The result code when the call is Required MBIE intends to use this
closed field as reference data. NZ
Police will advise MBIE of
updates to this field.
10. | NZTM Address latitude of the incident in Required
Northing New Zealand Transverse Mercator
2000 Projection
11. | NZTM Address longitude of the incident Required
Easting in New Zealand Transverse
Mercator 2000 Projection

ECLI Data Use and Sharing Agreement
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# Field name | Field description Specification / | Notes
required data
12. | ECLI True/False Required Denotes whether ECLI was
Record recorded for the event
13. | ECLI Text ECLI message recorded in the call Optional The ECLI message. Contains
remarks/comment the phone number which is
not anonymised in
accordance with paragraph
3.2 below
(b) St John
# | Field name Field description Specification / Notes
required data
2

1. PCL ECLI Available flag (0 Required Denotes\whether ECLI was
or 1 values) available fof the call

2. Date Time Date and timestamp Required timestamp This)is the response_date
of the incident formatted as column in CAD and is the

‘DD/MMAYYYY date and timé.of the incident
hh:mipatss’ being gefierated.in, CAD:
Seé paragraph 1.2
(Timestamps)\below.

3. ID CAD Incident |D Required Unigue cdll identifier
assigned by the ESP CAD
system

4, Priority Final priority Required MBIE intends to use this field

Description associatedwith the as reference data. St John
incident will advise MBIE of updates
to this field.

5. Address Address latitude-of'the { Required, expressed in Latitude recorded in the CAD

Latitude, incident decimal degrees up to for the location address of
7 decimal places the emergency
6. Address Address\ofgitude of Required, expressed in | Latitude recorded in the CAD
Longitude theincident decimal degrees up to for the location address of
7 decimal places the emergency
7. TimeRhone Tinie the call taker Optional NULLs timestamps in the
Rickup, picked up the ringing data are possible
phone
8, Tipfe Address Time the address was Optional NULLs timestamps in the
Entered entered data are possible
9. Time ProQA ProQA is opened only Optional Closest equivalent to address
Opened after address and verification time, NULLs
phone number have timestamps in the data are
been verified possible
10. | phoneNumber | Caller's phone number | Required, anonymised From Response_ANIALI
in accordance with table. This matches the WFA
paragraph 3.2 below ‘Phone Encryption’ field.

11. | PCLComment | ECLI message Required for calls The ECLI message contains
recorded in the call where ELI Service was the ECLI source, phone
remarks/comment available/used. Phone | number, timestamp, latitude,

number anonymised in | longitude, area (optional),

accordance with location description

paragraph 3.2 below. (optional), radius (optional),
shape (optional).

ECLI Data Use and Sharing Agreement
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(c) WFA

# | Field name Field Specification / Notes
description required data
1. | TS_Call_Start Call start date and | Required See paragraph 1.2 (Timestamps)
time timestamp below.
formatted as
‘DD/MM/YYYY
hh:mm:ss’
2. | Call_ID CallID Required Unique call identifier assigned by
the ESP CAD system
3. | Category_Type Final priority Required MBIE intends to use this field as
associated with reference data. WFA will advise
the incident MBIE of ugdgtbs to this field.
4. | Phone encryption | Caller’s phone Required, Caller’ ber (not to be

number anonymised in C ith the-Call back
accordance with é er if that is

paragraph 3.2 i from the caller’ e
below. N\ \ ber) %

o VoW,

5. | Address_latitude_ | Address latitude Latitude recorded in‘the C or
event of the emergency the location he
event emer

6. | Address_latitude_ | Address latitud \Wed, é ati Med in the CAD for
caller of the >e ressed in el ion address of the caller,
caller % decimal degr 3 erived from the ECLI record

to7 de(}imel

5, >used for the call

7. | Address_longi ddre\\c.l-;{gitude

_event >o the emergency
ent <> o
8. A ! }gﬂi‘@ie Address o@' \\>equired, Longitude recorded in the CAD
\ ‘b o@ erg expressed in for the location address of the

<? % decimal degrees up | caller, derived from the ECLI

Longitude recorded in the CAD
for the location address of the
reesup | emergency

to 7 decimal places. | record used for the call

\
\vg —
Verified_Ad Q\ﬁm)the address Required — see This is the date and time ProQA
i Timestamp f the emergency | notes. Timestamp was opened
was verified formatted as
address ‘DD/MM/YYYY
b hh:mm:ss’. NULLs timestamps in the data are
5% possible
< IO\éHI_Available TRUE/FALSE flag Required Denotes whether ECLI was
\4 available for the call
11. | Radius (m) Radius of the ECLI | Optional
record used for
@ the call
ECLI Data Use and Sharing Agreement Page 17 of 23
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(d)

FENZ

Extract File Header

A header for each extract will be added to the top of the file. It will contain three rows formatted as such:

Report generated timestamp: [yyyy-mm-dd hh:mm:ss:sss]
Report date range: [yyyy-mm-dd hh:mm:ss] to [yyyy-mm-dd hh:mm:ss]

L ]

L ]

e  Report row count: [nnnn]
Extract File Body

General Business Rules

\&

AN

1. For Events with ECLI comments, all events are extracted;
2. For Events with no ECLI comments, only response event types from NZ mobile phone numbers are
extracted. @
# | Column Format Business Rule /%\/
94
1. FENZEventNum String N/A %s is the FENZ Event N \
assigned to an tin I
2. | FirstCallerNum String e erson who
st caller in
x applied but thea e S
shed. \
f\\ /\\\‘ >
3. | CallSour N/A \\) This is the source of the call
N (what system or process
generated the event)
= O
9. e Strj O) ntFype is formatted to more This is the Event type of the

friendly names for response
events.

event used in the incident. FENZ
will advise MBIE of updates to
this field.

(@2 "(<\3

EventSt imeU

N

)

\gateTime

Formatted to UTC time

This is the UTC time of the start
of the event. The Start of the
event is the point where the
“create new event” action is
triggered in ICAD, even before
the event has been saved. The
saved time becomes the
CallTakerConfirmedTime

&

CallTakerConfir
medTimeUTC

DateTime

Formatted to UTC time

This is the UTC time where the
person creating the event saves
the event for the first time.
CallTakerConfirmedTime
indicates when the call taker has
finished their part of the job to
the point where the dispatcher
can respond units. If the
CallTakerConfirmedTime is the
same as the EventStartTime this
means the event was
automatically generated with a
location and no initial call taking
was done.

ECLI Data Use and Sharing Agreement
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20
>@>

AN

7

N

enttext after the 10
> d Shape() seeti

’comment at the same ECLI

the comment has 'ECLI ' or 'PCL"'
and then the comments are only
valid for the extract if they have

the following: 4
q

e  Aphone number
e L)

. Location time

e theke
(Ha

2\,

re Ecu/Pc2<
on

d as

or

including the ECLI

timestamp

A null or blank ECLI comment
indicates the event did not use
ECLI.

# | Column Format Business Rule Description
7. Latitude Number Converted from NZTM and Latitude in decimal format for
rounded to 6 decimal places the event
8. | Longitude Number Converted from NZTM and Longitude in decimal format for
rounded to 6 decimal places the event
9 TA String N/A This is the Territorial Authority
(TA) for the event as noted in
ICAD at the time of the event
10. | ECLIComment String The comment is retrieved where This is the ECLI String from the

ECLI websi
general

asted into ICAD
s field. Double
round the EC

o\thiat commas withi
ing do not impact tl

S¥
\

%

N \V,
m\ WTOEV Number 1if Event has been responded to, | Defines if the event was
( 0 otherwise responded to i.e. if a unit was
% \./> dispatched.

% Timestamps

(a) To support data consistency and to avoid daylight savings confusion, each Participating ESP will

use all reasonable endeavours to use a UTC (Coordinated Universal Time) timestamp for its ECR
Data.

(b) If any Participating ESP is unable to use a UTC timestamp for any ECR Data, that Participating ESP

will advise MBIE whether the timestamps used in that ECR Data are in NZST or NZST/NZDT, to
assist MBIE derive the correct time for call matching purposes.

ECLI Data Use and Sharing Agreement
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13 Priority Category or Event Type

Each Participating ESP will advise MBIE in writing if the Participating ESP changes its coding system for any
of the following fields (as identified in the table in paragraph 1.1 above), to assist MBIE to adjust its upload
processes and reports:

(a) NZP

Acceptance Type Code

Closure Type Code

Highest Priority

Result

(b) ST

Priority Description

(c) WFA

Category_Type

(d) FENZ

EventType

2. Password arrangements

2.1 Password length requirement
Each passward.must-bé 16 charactersiplength (or/onger) and aligned to NZISM requirements for
password length(asNZISM is updated from timeto time).

2.2 Password for encryption of ECR-Data files

Each Participating ESP will advise\MBIE, via a separate email or SMS text, of each password used by the
Participating ESP when encrypting any ECR Data files shared with MBIE. The password used by the
Participating ESP does\netneed to be unique to each ECR Data file.

3.  Anonymization, obfuscation and hashing of ECR Data

3.1 Anonymization by removing individuals’ names

Each Participating ESP will remove from its ECR Data any individual’s name. No Participating ESP will
remove any information in the fields specified in paragraph 1.1 above (as some of those fields, such as
address, are required by MBIE to confirm the accuracy of the ECR Data).

3.2 Mobile phone number obfuscation and hashing

Except to the extent agreed in writing with MBIE, each Participating ESP will obfuscate and hash each
phone number in the ECR Data as follows:

(a) using a pepper string managed in accordance with paragraph 3.3 below. A “pepper string” is a
random string of characters applied to the mobile phone number before that number is hashed;
and

(b) hashed using an algorithm advised by MBIE from time to time.

ECLI Data Use and Sharing Agreement Page 20 of 23
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33 Pepper string arrangements

4.1 Provision of baseline data

\" \, >
4.  Sharing ECR Data with MBIE %

Except to the extent agreed i iti IE, within 20 ss Days after each Participating ESP
ef hat Participating i with MBIE the following baseline
formance indi porting:

he Participating ESP commencing use of the ELI
016 and June 2018; and

since the Participating ESP commenced using of the ELI Service,
16 and June 2018.

4.4 Frequency of sharing

(a) Within 20 Business Days after each Participating ESP becomes a party to this agreement, the
frequency and timing by which each Participating ESP will commence sharing regular ECR Data
feeds with MBIE will be agreed between MBIE and each Participating ESP.

(b) If agreement between MBIE and a Participating ESP is not reached by expiry of the time period in
(a) above, that Participating ESP will share the ECR Data with MBIE, on a consistent regular daily
or weekly basis, and at a consistent regular time of day, each as determined by the Participating
ESP and notified to MBIE.

ECLI Data Use and Sharing Agreement Page 21 of 23
12573546_12



Schedule 3 — Privacy

1. Privacy requirements

11 MBIE’s role under Privacy Laws

Under the Code, MBIE is the Relevant Government Agency responsible for the Emergency Location
Information System (ELIS) system which receives and processes emergency location information (ELI) and
makes ELI available to emergency service providers (including the Participating ESPs). MBIE will at all times
comply with all Privacy Laws in relation to Personal Information obtained under this Agreement. MBIE will:

(a) procure that access to such Personal Information is given only to its personnel who reasonably
require access for a lawful purpose;

(b) notify the relevant Participating ESPs if MBIE becomes aware of an actual.orpeoténtial breach of
the Privacy Laws by itself or any of its personnel or receives a privacy,complaint relating to
information provided by or in respect of a Participating ESP;

(c) provide the relevant Participating ESP with any information or assistance\reasonably requested-by:
the Participating ESP for the purposes of investigating an’actual or poténtial breach-of Privacy
Laws or a privacy complaint;

(d) co-operate with the relevant Participating ESP-te.rectify or'minimise any breach ‘of\Privacy Laws or
any privacy complaint; and

(e) co-operate, and provide the relevant Participating’/ESP with assistahce\in\co-operating, with any
investigations or recommendations made-by a privacy regulator in.connection with the handling
of such Personal Information.

1.2 Participating ESP obligations

Having regard to MBIE’s rOle identified in paragraph-1.1 abeve, each Participating ESP will at all times
comply with all Privacy'Laws in relation to Personal information. Without limiting the foregoing, each
Participating ESP must:

(a) ensurethatdaceess to the Personal Infermation is given only to its personnel who reasonably
require-access for a lawful purpose;

(k) immediately notify MBIEif-that Participating ESP becomes aware of an actual or potential breach
of the Privacy Laws hyitself or any of its personnel or receives a privacy complaint;

() promptly previde MBIE with any information or assistance reasonably requested by MBIE for the
purposés.ofiinvestigating an actual or potential breach of Privacy Laws or a privacy complaint;

(d) eomply ‘with all directions given by MBIE to rectify or minimise any breach of Privacy Laws or any
privacy>complaint; and

(e) co-operate, and provide MBIE with assistance in co-operating, with any investigations or
recommendations made by a privacy regulator in connection with the handling of Personal
Information.
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Schedule 4 — Letter of Accession Template

Letter of Accession

Date [insert date]
Acceding Party [insert acceding party’s full legal name] (Acceding Party)
Background

A.  The Ministry of Business, Innovation and Employment (MBIE), [Fire and Emergency New Zealand (FENZ), New Zealand
Police (NZP), the Priory in New Zealand of the Most Venerable Order of the Hospital of St John of Jerusalem (St John) and
The Wellington Free Ambulance Service (Incorporated) (WFA)] are parties to a Data Use and Sharing Agreement in
relation to the Emergency Location Information Service (Agreement) dated [insert date]. [FENZ, NZP;St John and WFA]
are Participating ESPs under the Agreement.

B.  Clause 8.1 of the Agreement contemplates that, subject to MBIE’s authorisation, other ESPs may join tHe-/Agreement by
executing a letter of accession in this form.

C.  The Acceding Party signs this letter of accession for the purpose of becoming a_Participating ESP under, and being bound
by, the Agreement.

Terms of accession
1.  The Acceding Party confirms that it has been supplied with a’copy of the Agréement.

2. The Acceding Party covenants with the parties to the-/Agreement (whether original of by accession).to observe, perform
and be bound by all the terms of the Agreement t0.the intent and effect that the Acceding Party is deemed to be a party
to the Agreement, as a Participating ESP (in addition to any other Participating ESPs).

3. The Acceding Party’s notice details for-the purposes’of the Agreement are:

Address: [insert]
Facsimile: [insept]
Email: [insert]

Attention} [insert]

4.  Subject to MBIE's.duthorisation, as evidénced\by\MBIE’s countersignature of this letter, the Acceding Party will be a
Participating ESP“under the Agreement from-the date of this letter.

Execution

Fer-and on behalf of
[insert Acceding Party’s\fulllegal name] by:

Signature of authorised signatory

Name of authorised signatory

By countersigning this letter, MBIE authorises the Acceding Party to become a Participating ESP for the
purposes of the Agreement

For and on behalf of the
Ministry of Business, Innovation and Employment
by:

Signature of authorised signatory

Name of authorised signatory
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