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22 March 2016

Valerie Morse
fvi-request-3490-ff7b4131@requests.fvi.ore.nz

Dear Ms Morse

| refer to your email dated 18 December 2015 in which you request the following:
Please provide all information you hold regarding the Director’s appearance at Kiwicon 2015.

Subsequently, in your email dated 29 February 2016, you clarified that you are interested in:

e Internal GCSB communications regarding Una Jagose’s appearance at Kiwicon;
e Communications with Kiwicon organisers about Una Jagose’s appearance; and
¢ Communications with media regarding the director's appearance at Kiwicon.

The information held by GCSB that is within the scope of your request has been collated.
Please find enclosed email correspondence and a copy of the final speaking notes.

Redactions have been made to the email correspondence and some of the attachments
under the following sections of the Official Information Act 1982 (the Act):

e section 6(a) - release of the information would be likely to prejudice the security or
defence of New Zealand or the international relations of the Government of New
Zealand;

e section 9(2)(a) - withholding of the information is necessary to protect the privacy of
natural persons; and

e section 9(2)(g)i) - withholding of the information is necessary to maintain the
effective conduct of public affairs through the free and frank expression of opinions
between employees of any department or organisation in the course of their duty.

The draft versions of the Director’s speaking notes are withheld under section 9(2)(g)(i) of the
Act on the grounds that withholding this information is necessary to maintain the effective
conduct of public affairs through the free and frank expression of opinions between
employees of an organisation in the course of their duty.

The final speaking notes are publicly available on the GCSB website at this address:
www.gcsb.govt.nz/publications/news. For your convenience, | have enclosed a copy of the
final speaking notes.




For the avoidance of doubt, the justifications for withholding the information under section
9 of the Act are not outweighed by the public interest in releasing the information.

In accordance with section 19 of the Act, you have the right to seek an investigation and
review of the refusal by way of complaint to an Ombudsman under section 28(3) of the Act.

Yours sincerely

Lisa Fong
Acting Director



Speaking Notes for Speech to Kiwicon by Una Jagose, Acting Director,
Government Communications Security Bureau

Friday 11 December 2015
Wellington
[Check against delivery.]

You have heard about us - from others, you have probably read about us — from others, well now it
is time to hear about us, directly so we can tell you, in our own words, about the work that we do,
about what we are trying to achieve and how we go about it.

Huge thanks to Adam and the rest of the Kiwicon crew for this opportunity — | know that it is a big
call to have me here.

I understand there is a long standing tradition that every time a presenter mentions the word
“cyber” they must drink. A substantial part of my job is about cyber, and some of my teams have
cyber in their name. That is what | am here to talk about so | am going to say cyber a lot. And, |
simply can’t and won’t drink that much.

We are all here because we share a common challenge — even if we do sometimes have different
views about how we go about achieving it.

Those of you working in the private sector — | suspect that is most of you here today — play a key role
in helping to raise New Zealand'’s collective cyber security bar. | feel it is important to acknowledge
that.

Thank you for the huge contribution you make.

Part of our challenge is that public and private sector information security interests can work
together more effectively to improve New Zealand'’s overall security posture.

The fact | am here talking to you today reflects an acknowledgement we know this is an area we can
do better in.

I understand that not everyone is necessarily comfortable with us and aspects of the work we do.
That is fine, we live in a democracy and it is important that we can have different views.

However, | hope that after this session you will have a better understanding of how we operate, and
the work we do to achieve our shared goal.

And — perhaps more importantly - you will have a better understanding of how we use our
capabilities to protect New Zealand’s important information and systems, and the rules around how
we use those capabilities.

Rules which ensure we can only operate them with the full knowledge of support of the
organisations whose information we are protecting, and that we can only use the information we
obtain in ways that they consent to.



Enough of the advertorial, let’s get to the view from the inside.

The GCSB has three functions; foreign intelligence, support to other agencies and information
assurance.

It is that information assurance function that | will focus on this morning.

Our cyber security mission is “to ensure the protection, security, and integrity of communications,
and information infrastructures of importance to the Government of New Zealand,” and to do
everything “necessary and desirable to protect the security and integrity of the communications and
information infrastructures”.

Those are weighty words — essentially they mean we must do everything possible (within the limits
of the law and our authorisations) to protect New Zealand’s most important information and
systems.

This is achieved through the work of our Information Assurance and Cyber Security Directorate,
which incorporates the National Cyber Security Centre.

The IACD does more than just in cyber security in the generally accepted sense of the term.
Some of the things you might not know about include;

e That we provide high grade cryptologic services to protect critical data of national
importance

e We conduct technical inspections and accredit networks processing data of national
importance.
(If it is a New Zealand government network or system — including those which fly, float, or
are located in our overseas embassies etc — then someone from the NCSC team has had to
look at it and certified it meets the required level of system security and protection.)

e We provide information assurance and security guidelines via the government Protective
Security Requirements and the NZ Information Security Manual and we work across
government with GCIO to develop and promote compliance with those standards.

e Ouroutreach and engagement team works closely with customers across the public and
private sectors helping convert our advice and inputs into actions which make networks
more resilient.

e Our work includes the CORTEX initiative which | will talk in more detail on later.

e We also provide a point of national contact and coordination for reporting and sharing
information on cyber threats and, in the case of some nationally significant information
systems supporting response to those threats.

The goal of all this is to ensure there are no advanced, technology borne compromise of the New
Zealand’s most significant national infrastructures.



This is a bold challenge — a stretch goal -, It is a challenge which will not be achieved by our efforts
alone.

How are we going to achieve it?

We work through a range of approaches from cutreach and engagement, educating boards and
executives on cyber threat and risk management, through to provision of services and systems which
assist organisations detect and disrupt threats.

We have a multi-disciplined technical team who focus on in-house development and support of our
capabilities.

They do detection and analysis of malware. They turn that analysis into classified and unclassified
product which can be passed on to partners and customers to help mitigate identified compromise.

The analysts are supported by an Outreach and Engagement team, working with customers across
government and the private sector. They focus on building and maintain relationships with
nationally significant organisations, passing on actionable threat information and supporting Security
information Exchanges where organisations with common threat parameters work together to
mitigate known or emerging security issues.

Where possible we work with security vendors to pass on threat information which can then be
incorporated into more widely available, commercial products.

The threat scape.
Like other areas of technology, the arena of cyber threat is very dynamic.

As technology pervades more aspects of our private and business lives the opportunities to exploit
that technology for illegitimate means grow exponentially.

The commercialisation of exploit kits means that even relatively sophisticated cyber threats can
originate from threat actors with a fairly low skill base.

From the NCSC perspective the number and nature of the threats we are recording is changing.

Whereas the NCSC was once the place where people went to report spam and scams this role is
increasingly being taken by the likes of Netsafe and the DIA.

We are seeing continued growth in threats at the more sophisticated end of the spectrum.

Over the past few months we are seeing (or having reported) a serious threat every day. The greater
proportion of the threats are targeting government systems — this view is more likely because of
increased detection.

The incidents we are seeing range in seriousness from the targeting of small businesses with
“ransom ware” and attempts to obtain credit card information through to serious and persistent
attempts to compromise the information systems of significant New Zealand organisations.



Some of these threats come from well-resourced foreign sources. Sometimes they are targeting New
Zealand organisations, others use New Zealand systems to target overseas networks.

So, what are we seeing, and how do we see it?
The “what” first.

Typically our Security Operations Centre will detect known state-sponsored CNE actors attacking a
New Zealand entity. The team will assess the threat and analyse the malware.

We will provide advice to the entity, with specific technical details to locate infected machines and
detect further compromise.

If the victim organisation is unable to respond to these threats themselves the NCSC has an Incident
Response team who can go out and assist. There is a clear process of warrants and authorisations to
enable us to provide this support.

Examples of the threats identified through our cyber security capabilities include;

e The targeting of officials from a key government agency through email and web site exploits
to get personal information and potentially compromise the agency’s network. This attack
was detected and mitigated before important information could be lost/compromised

e The use of a malware package, most likely purchased online, to target six significant New
Zealand organisations. The threat was detected and mitigated through systems and support
provided via our CORTEX capabilities.

o Identifying and tracing the source of a new cyber-attack method from a known major foreign
threat source. The attack targeting several CORTEX customers. The “fingerprints” of this new
threat were able to be passed on to our international partners, helping to reduce global
vulnerability to this particular attack.

o Detecting large-scale targeting of a nationally significant organisation as part of a global
campaign by known foreign threat source. The NCSC was able to work closely with the New
Zealand organisation to contain the threat.

CORTEX

The CORTEX initiative is an important part of our response to these more advanced types of these
threats.

CORETX is an umbrella term for a mixture of passive and active detection and discovery, analysis and
blocking tools, fuelled by a variety of inputs (signatures) including from classified sources.

The existence of the CORTEX initiative was disclosed by Government in September last year.

CORTEX has only has one purpose: to counter cyber threats to organisations of national significance.



It is not about replicating existing information assurance capabilities - it is focused on countering
foreign-sourced malware that is particularly advanced in terms of technical sophistication and/or
persistence.

CORTEX customers include government departments, key economic generators, niche exporters,
research institutions and operators of critical national infrastructure.

There is a double gate (authorising mechanism) to CORTEX capabilities being provided to
organisations.

e First, The organisation obtaining the capability must consent to receiving it —and agree to a
number of conditions, and

s Second the capability must be authorised by the Minister, and the Commissioner of Security
Warrants, under the GCSB Act

These conditions include that the protected systems maintain basic, effective security controls.

Operators of systems protected by CORTEX capabilities are required to advise those who interact
with their computer systems (staff, customers) that their communications may be accessed for cyber
security purposes and, they must maintain confidentiality about the services it is receiving.

Information which we obtain can only be used for information assurance and cyber security
purposes. And, the information can only be shared with the consent of the affected organisation.

CORTEX gives us an ability to detect threats to networks, and to tell protected organisations about
those threats so that they can respond to them.

it enables us to provide targeted advice from our experts about the prevention and mitigation of
cyber threats.

As part of CORTEX we are in the process of engaging with iSPs around an initiative we are calling
Malware Free Networks.

We intend to pilot an arrangement whereby we share cyber threat information with an ISP so that
the ISP can actively mitigate advanced malware that is targeting a small subset of its customers.

Under this pilot arrangement the benefiting ISP’s customers must consent to receiving the
protections and the customers must be aware of GCSB’s support to the ISP.

GCSB will not receive internet traffic of the ISP or any of its customers. We will provide information
on cyber threats which the ISP can then use to help protect the information of its customers.

CORTEX usually involves deployment of a layered set of technical capabilities

Initial detection occurs through automated means in the main—i.e. machines looking for indicators
of malicious activity using information about previous successful of attempted cyber-attacks.

Rules limit the number of our people who can access the data, all of them computer network
defence analysts, with a clear understanding of the rules.




The Inspector General of Intelligence and Security is able to view a log of what occurred, and the
recorded reasons for any activity taken, for any analysts viewing of CORTEX data, and what they did
with it.

Capacity constraints mean the CORTEX capabilities are only available to a limited range of
organisations. However the benefits (threat information) are applied more widely through a range of
approaches like direct interaction with customers, SIEs, publication of advisories

At the opening | mentioned one of the Kiwicon’s traditions — about using the cyber work. |
understand it is not uncommon for presenters to say “we are hiring”. That part | can do. We are
hiring - we are regularly and openly in the market recruiting for specialist roles, and for Graduate
intakes.

| extend an invitation to anyone here have a look at the roles on offer, and to watch out for more
recruitment activity in the New Year.

| appreciate having 15 minutes of your time. Thank you. Adam was good enough to put me on just
before a break. | would welcome the opportunity to talk to you more, and will be staying for the
break. Please feel free to come over and have a chat with me or one of the members of my team.




s 9(2)(a)

From: s 9(2)(a)

Sent: Wednesday, 9 December 2015 8:22 a.m.
To: s 9(2)(a)
Subject: RE: revised Kiwicon talking points Outside scope of

[UNCLASSIFIED]

Are these the Kiwcon attachemnts? Incorrect attachment provided (out of scope)

From: s 9(2)(a)
Sent: Tuesday, 8 December 2015 5:05 p.m.
To: ~"GCSB: Una Jagose
Cc:

Subject: revised Kiwicon talking points and iSANZ notes.

Hi Una, attached are updated Kiwicon talking points { reflecting some input/comment from [IEEERIVAIC)]
SRAAIE)] The draft is still a bit long and may need trimming. Kiwicon is very strict on finish time so it may be useful
to do a read through (outloud) to get a sense of actual time. 1am happy to come up and help with this if that is

useful to you.
Outside scope of request

See you at 6.45 with a view that we are at the venue around 7.
regards

s 9(2)(a)

Strategic Communications Principal
Information Assurance & Cyber Security
ications Security Bureau

PO Box 12-209, Wellington 6144
www.gcsh.govi.ngz

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU
TE TIRA TIAKL

This electronic message, together with any attachments, contains information that is provided in confidence
and may be subject to legal privilege. Any classification markings must be adhered to. If you are not the
intended recipient, you must not peruse, disclose, disseminate, copy or use the message in any way. If you
have received this message in error, please notify us immediately by return email and then destroy the
original message. The New Zealand Intelligence Community (NZIC) and the departments comprising the
NZIC accepts no responsibility for changes to this e-mail, or to any attachments, after its transmission from
NZIC. This communication may be accessed or retained for information assurance purposes. Thank you.
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s 9(2)(a)

From: s 9(2)(a)

Sent: Tuesday, 3 November 2015 10:55 a.m.
To: s 9(2)(a)

Cc s 9(2)(a)

Subject: RE: Cyber Security Summit/Kiwicon

Hi IR 1 haven't had the opportunity to speak with Una yet as to whether she will attend the NZ Cyber

Security Summit. Hope to do so tomorrow morning. However, at this stage, if we moved to the Friday, Una

could do either first thing in the morning or after 2pm.
©

s 9(2)(a)

From: IEERIVATE))
Sent: Tuesday, 3 November 2015 10:46 a.m.

Subject: Cyber Security Summit/Kiwicon

Hiwe have been in touch with the organisers of Kiwicon around the possibility of Una having to shift her
presentation there from Thursday to Friday because of the NCPO event.

They have indicated they are keen to have her at Kiwicon and are happy move Una’s slot to the Friday - can you
suggest some times on Friday (11" Dec) which can work for Una.

Happy to come up and discuss.

s 9(2)(a)

Strategic Communications Principal
Information Assurance & Cyber Security

auernrant Cammtinications Security Bureau
s 9(2)(a)
PO Box 12-209, Wellington 6144

www.gcsbh.govinz

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU
TE TIRA TIAKI

From: JEERIVIE))

Sent: Monday, 2 November 2015 9:13 a.m.
To:
Cc:

Subject: FW: Save The Date: New Zealand Cyber Security Summit - 10 December 2015

3l s 9Q) |

Qutside scope of request



Outside scope of request

Should this go ahead we will have to shift the Una’s Kiwicon presentation to the 11", [ECKICAICYI il mention this
to the organisers when he is in touch with them later this week.

s 9(2)(a)

Strategic Communications Principal
Information Assurance & Cyber Security

auarpment Comaunications Security Bureau
s 9(2)(a)
PO Box 12-209, Wellington 6144

www.gcesh.govinz

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU

TE TIRA TIAKI

Outside scope of request



Outside scope of request



From: s 9(2)(a)

Sent: Thursday, 22 October 2015 12:30 p.m.

To: Una Jagose

e
Subject: Extract for Kiwicon presentation (in December)
Attachments: Kiwicon Backgrounder.docx

Una,

We have been in discussion with the organisers of Kiwicon (backgrounder prepared by ECRIVAICVIN: ttached) —
which takes place in early December.

Can you let me know, if you are happy for the abstract to be provided to the organisers next week. The draft is still
a work in progress, but | am happy to come up and discuss with you. (I am away tomorrow and Tuesday).

Regards

s 9(2)(a)

Assuranc

i
svber Security

TIPS
iy murasy




For Background

How did is start?

in August of 2007 the first kiwicon was held within a lecture theatre of Victoria University on their
Pipitea Campus

[t attracted approximately 150 attendees who attended the two day weekend event.
In 2008 Kiwicon 2 attendance doubled within the same venue.

Kiwicon 5, held in 2011 was forced to move to the Wellington Opera House to cope with the growing
number of attendees.

In 2014, Kiwicon 8 was unable to secure the Opera House so moved across the road to the St James
theatre and hold the event during week days for the first time.

Kiwicon 8 was held on a Thursday and Friday early in December and sold out the roughly 1000
tickets.

What does Kiwicon 2015 look like?

Kiwicon S will again be held at the St James Theatre in early December on a Thursday and Friday.

The format appears to be taking a familiar structure with training in the days leading up to the
conference.



There is typically a single stream of presentations with well known and respected keynotes opening
each day. These are then followed by 30 minutes presentations.

Day two of the event traditionally allows for a number of 15 minute turbo talks. It was at last years
conference that Pau! Ash presented a Turbo Talk update on work being done by NCPO.

A Call For Papers opened this week and runs until 26" October.

Kiwicon is becoming a highly regarded event to present at resulting in all speaking slots being very
highly contested.




s 9(2)(a)

From: s 9(2)(a)

Sent: Wednesday, 28 October 2015 4:28 p.m.
To:
Subject: RE: Kiwicon

ThanksERI® | will look forward to confirmation of timing, or a call to discuss options.
Appreciate you help.

cheers

s 9(2)(a)
Strategic Communications Principal
Information Assurance & Cyher Security
ications Security Bureau

PO Box 12-209, Wellington 6144
wWww.qesh.govi.nz

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU

S N
TETIRA TEAK]

From:m
Sent: Wednesday, 28 October 2015 4:04 p.m.

To: BEERIVAIE)]
18 s 9(2)(a)

Subject: Kiwicon

A quick note to confirm 've submitted the abstract for Una to present at Kiwicon.

If 10.30 on Thursday doesn’t work for them I've asked them to contact you BRS¢
I've also asked they contact me before they announce GCSB/Una on the agenda as per our discussion earlier.

Regards

s 9(2)(a)

Information Assurance and Cyher Directorate | GCSB



s 9(2)(a)

From: s 9(2)(a)

Sent: Saturday, 12 December 2015 8:19 p.m.
To:

Subject: Kiwicon photos of Una

Hello ERVA)]

Thank you very much for going to consider having some photos of Una up online in my Kiwicon flickr photo stream. |
usually license my photos with Creative Commons BY-SA 3.0 {on flickr it's still only v. 2 though).

If it were OK to put some photos of her up online and you have a preference, please let me know the photo
numbers. 'm happy to provide the original version to these or any others as well. You can find small versions for the
time being at © s 9(2)(a)

Cheers

s 9(2)(a)



From: Kiwicon <kiwicon@kiwicon.org>

Sent: Tuesday, 8 December 2015 2:24 p.m.
To: Kiwicon

Subject: Last minute Kiwicon speaker things
Hi,

So we're on final approach to Kiwicon. Hopefully you've read and absorbed the previous couple of emails.
After about now, we Crue will be rushing about like mad doing logistics and things, so the mailbox might
suffer reply lag. If you need something urgently, or otherwise, please use the phone numbers in the previous
mail for SMS or voice.

At this time, we'd advise you to:

- Write your damn slides Ve‘re looking at you)

- Check your slide and talk content; are there jokes in there which are not universally funny? You'll all have
read our code of conduct, which applies especially to speakers, whom we expect to lead by example. We'd
love not to have a repeat of last years Unpleasantness. If you're unsure, run it past a Crue member.

- Show up at Meow tomorrow if you can to get your badge/etc, or at the venue Thurs/Fri, at least 45 mins
before your talk. Don't wait in any queues! Just brush the proles aside!

- Check in at the GREENZONE (upstairs back corner) before your talk so we can organise
sound/equipment checktimes

- Come past the VIP gig tomorrow night if you wish!

Thanks for your support, speakerchums!

<3

on behalf of the Crue



From: s 9(2)(a)
Sent: Tuesday, 8 December 2015 7:49 a.m.

To: s 9(2)(a)

Subject: RE: Director at Kiwicon

I know with ~1500 tickets sold we’re not the only thing on your mind so thank you for including me in the comms.
I will pick up Una’s speaker badge on Wednesday when | collect my own.

Outside scope of request

Regards

s 9(2)(a)

Information Assurance and Cyber Directorate | GCSB

From: s 9(2)(a) On Behalf Of JECRIPIE)
Sent: Saturday, 5 December 2015 9:20 a.m.
To: s 9(2)(a)

Subject: Re: Director at Kiwicon

Hi,
I assume you've been reading the speaker comms from Kiwicon. For the director's talk:

- are you gonna have slides/display stuff; if so, bringing laptop or material on a usb stick?

- we're gonna need her in the green room ready to roll for mic setup/soundcheck by 10am at the latest[1],
and ideally a bit earlier.

- To this end, it would be best if someone picks up her speaker badge on Wed or Thur, because the ushers
wont let people in without them, so it'll save 10 mins of radioing for one of the crue to sort it out when she

gets stopped at the door.
- any particular requests for intro etc, otherwise I'll prolly just pull some humorous bureau anecdotes out of
the archives to warm up the crowd.

I guess I'm not expecting her to avail herself of the myriad benefits available to kiwicon speakers (gunshot
makeup, fine single malt, german sausage, etc etc) but the offers stand.

s 9(2)

s 9(2)(g)(i)

On Wed, Nov 11,2015 at 10:26 AM, s 9(2)(a) wrote:

Excellent — thanks very much. Look forward to following up pyrotechnics and prosthetics as per your email of last
night.




regards

information Ass

Government Communication

()

s 9(2)(a)
; o\

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU

CEOTIDA TIAYY
PhobiEsA LiAs

From: s 9(2)(a) On Behalf Of ERIVAIE))
Sent: Wednesday, 11 November 2015 9:14 a.m.

To: IXIIE)

Ce:

Subject: Re: Director at Kiwicon

Hi,

We've booked a slot 10:30 on friday, right before the morning break, and its on the schedule as "Redacted".

On Tue, Nov 10, 2015 at 5:01 PM, s 9(2)(a) wrote:

i G

Can we aim to schedule Una for mid-morning on Friday please — just in case she has to travel back from Auckland on
Friday am.



Outside scope of request

Regards

s 9(2)(a)

Strategic Communications Principal

information Assurance & Cyb sourity

Government Communications Security Bureau

o
T
-

o

-'$ 9(2)(a)
PO Box 12-208, Wellington 6144

www. gosb goving

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU

From: s'9(2)(a)

Subject: Re: Director at Kiwicon

Hi,

I'm putting together the Kiwicon lineup for release tonight. Now's the time to decide about

Sent: Tuesday, 10 November 2015 4:40 p.m.
To:
Cc:

On Behalf OF

s 9(2)(a)



a) when Una can talk

b) whether you want it on the schedule publicly

On Tue, Nov 3, 2015 at 9:32 AM, s 9(2)(a) wrote:

Hi,

I think the Criie sees the value in having the bureau present in front of this audience, so the presumption is
warranted :)

Scheduling wise, I'm happy to accomodate whatever suits, up until the point where we commit the schedule
to print (which is to say, probably mid nov). After that it's somewhat of a pain to juggle about. If you can
pick a time this week with +- 45m or so, ['ll put it in the draft schedule.

s 9(2)(9)(i)

On Tuesday, 3 November 2015, - .89(2)(a) wrote:
alls 9(2)|

'm not wanting to seem presumptuous about our Directors presentation making it onto the Kiwicon Agenda butifit
locks like Una might make the cut can | ask that you {or the Crue) work with me or BB cn scheduling.



In the submitted abstract | said 10.30 on Thursday had been reserved in her diary. It now looks like she'll need to be
in Auckland that afternoon.

Ldon't want to be in the situation where Una presents and is then whisked onto the roof to a waiting chopper (not
sure we'd ever do that in NZ).

'm keen to allow plenty of time after her presso to chat with peaple.

've copied EEIGAN o this email as I'll be heading to Sydney for the rest of this week.

Regards

Information Assurance and Cyber Directorate | GCSB

This electronic message, together with any attachments, contains information that is provided in confidence
and may be subject to legal privilege. Any classification markings must be adhered to. If you are not the
intended recipient, you must not peruse, disclose, disseminate, copy or use the message in any way. If you
have received this message in error, please notify us immediately by return email and then destroy the
original message. The New Zealand Intelligence Community (NZIC) and the departments comprising the
NZIC accepts no responsibility for changes to this e-mail, or to any attachments, after its transmission from
NZIC. This communication may be accessed or retained for information assurance purposes. Thank you.

This email has been filtered by SMX. For more information visit smxemail.com

This electronic message, together with any attachments, contains information that is provided in confidence
and may be subject to legal privilege. Any classification markings must be adhered to. If you are not the
intended recipient, you must not peruse, disclose, disseminate, copy or use the message in any way. If you
have received this message in error, please notify us immediately by return email and then destroy the
original message. The New Zealand Intelligence Community (NZIC) and the departments comprising the
NZIC accepts no responsibility for changes to this e-mail, or to any attachments, after its transmission from
NZIC. This communication may be accessed or retained for information assurance purposes. Thank you.
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s 9(2)(a)

From: Kiwicon <kiwicon@kiwicon.org>

Sent: Tuesday, 1 December 2015 10:07 a.m.

To: Kiwicon

Subject: ANOTHER CYBERTHINGING (NOT MONDAY RELATED)

Outside scope of request

One thing I forgot to mention, for those who are new to Kiwicon:

QUESTIONS

Our venue is woefully unsuited to taking audience questions. There's three massive tiers of theatre
dissapearing into the gloom, and big lights, so you cant see the audience. The acoustics are stage ->
audience, not audience -> stage, so you cant hear the audience. Even if you can hear, none of the other

two tiers of audience can hear the question. We dont have audience mics because the rows are 50 people
wide, and you cat get out without 25 of those people standing up. The floor creaks like hell if you try to get
people to move, there's no easy way to get from the upstairs two levels to the stage, without doing a 5
minute jog out through the foyer, down stairs, back in, so giving out prizes or what have you is also not a
thing. Plus, our talk slots are shorter, because we don't allow for question time, or other such non-talking
shenanigans.

So, the point is, pretty much give up on questions specifically, and audience interaction in general for your

talk. If you want to do, invite people to talk to you in the foyer after, similarly for prizes or other such
things.



Fronu: Kiwicon <kiwicon@kiwicon.org>

Sent: Monday, 30 November 2015 10:36 p.m.
To: Kiwicon
Subject: THE CYBER WAR WITHIN YOU

Prepare to unfurl it, because Kiwicon is[1] 9 days and 10 hours away.
We're sure you're all totally prepped and have nothing to worry about, eh?
TICKETS AND TREATS

Rock on up to the ticket desk when you arrive, either at F.O.B. MEOW on Wednesday at early-registration,
or on the day Thur/Fri, and proudly tell them you're a GODDAMN SPEAKER and they best RESPECT, or
if there's a queue, find r another crue-person, and they'll whisk you to the front proclaiming your
greatness. Ticket desk will give you your speaker badges and stuff, which you'll need to get into the venue.
Once you're in, the GREEN ZONE (which is what passes for a green room when you're in a THEATRE OF
WAR) is upstairs in the back. You'll spot it. In there you'll find a place to chill away from the crowd,

snacks. drinks. and other accoutrements befitting vour status. Outside scope of request
Outside scope of request

TALK TIME

The talk (or break) before you go on, please report to the GREEN ZONE, where someone will escort you
back stage; there's darkness, tripping hazards, big holes to fall down, a rabbit warren of corridors, so don't
end up like Spinal Tap, forever lost back stage.

AV, SLIDES
Please consider the following:

e We will have VGA and regular HDMI available. If you require some other thing, please bring the
appropriate dongle with you.

s  The projection screen is pretty widescreen. If you format your slides for 16:9 aspect ratio (ie, 1080p
or 720p), they will look best. 4:3 res will look crappy on our screen. Our projectors will do native
1080p (in fact its 2x1080p, at 32:911!111), not the rubbish you're used to at Other Cons.

e If you require any of the following extra stuff, please let us know:

o A camera for shots of equipment/mobile-demos/etc

o More than one mic (or a handheld mic; we'll normally mic you with an over-the-ear one so
you can use both hands)

o Audio input from your PC/laptop

o Wish to use our laptop to present (ie, are providing PDF slides on a USB stick to us in
advance)

o Any other wierd-ass requirements over and above a mic, a video input and a stage. (We're
looking at you

e If you wish to test your setup, let us know and we'll arrange you a time before you go on during a
break.

Outside scope
of request



Outside scope of request

MAKEUP

If you want to make sure you look your prettiest, you should book yourself in with the Kiwicon makeup
Crue to give things a little freshen up before you go on stage. Y'know, really highlight your eyes, your
delicate cheekbones. WITH CHEMICAL BURNS AND GUNSHOT WOUNDS!!T1!H

Book yourself a timeslot on this spreadsheet, first in first served. Try not to blab about this, cause we want
people to be surprised when you walk on stage with a bloodied stump for a hand (you wern't planning on
doing a live demo anyway, were ya?)

s 9(2)(a)

OTHER /EMERG / AWOL / DRAMA

If you need anything else, drop us a line. Outside scope of request
Outside scope of request

To this end, our personal mobile numbers: (please don't sign us up for SMS spam about Cat Facts (1)
59(2)(a)

On the day, if you need anything, report to the GREEN ZONE, or just grab the nearest person with a radio,
and get them to cast SUMMON CRUE GOLEM.

Thanks, and we're looking forward to seeing y'all cyberly soon.
<3

on behalf of the Kiwicon Crue

2%



From:

Sent: Thursday, 12 November 2015 8:20 a.m.
To: s 9(2)(a)

Subject: RE: Director at Kiwicon

Very funny.
Schedule is out.

Title: REDACTED

Abstract: REDACTED talking about REDACTED things
Location: Fri1l 10.30 @ St lames Theatre
Duration: 15 mins

Name: [REDACTED]

Origin: REDACTED

Bio: REDACTED

Regards
s 9(2)(a)

Information Assurance and Cyber Directorate | GCSB

From: [EREM1E))

Sent: Wednesday, 11 November 2015 10:26 a.m.
To:
Cc:
Subject: RE: Director at Kiwicon

Excellent — thanks very much. Look forward to following up pyrotechnics and prosthetics as per your email of last
night.

regards

s 9(2)(a)

Strategic Communications Principal
Information Assurance & Cyber Security
Ciove i Communications Security Bureau

PO Box 12-209, Wellington 6144
www . gosb.govi.ng

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU

ity

From: R -1 o HCEEE
Sent: Wednesday, 11 November 2015 9:14 a.m.

G - 5.9(2)(a)
Cc:
Subject: Re: Director at Kiwicon



Hi,
We've booked a slot 10:30 on friday, right before the morning break, and its on the schedule as "Redacted".

s 9(2)

On Tue, Nov 10, 2015 at 5:01 PM, s 9(2)(a) wrote:

Can we aim to schedule Una for mid-morning on Friday please — just in case she has to travel hack from Auckland on
Friday am.

s 9(2)(9)())

Outside scope of request

Regards

s 9(2)(a)

Strategic Communications Principal

information Assurance & C

yber Security
R i

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU




s 9(2)(a)

From: Kiwicon <kiwicon@kiwicon.org>

Sent: Tuesday, 10 November 2015 10:13 p.m.

To: Kiwicon

Subject: Kiwicon 9 CYBER ACCEPTANCE (omg, squeee)

Outside scope of request

Which is to say, if | disengage full-metl-jacket shouty mode, great news! We've totally hooked your talk for the 9th
instalment of the ridiculous hacker variety show, Kiwicon. You do, | hope, remember the bit where you submitted to
talk at a hacker con, in Wellington, New Zealand, on the 10th-11th December? Cause you totally did.

Thanks so much for supporting Kiwicon - without you we'd just have dance numbers and pyro, which we'd have to
pay for ourselves! We know how much work it is putting together a con talk; doing all the research, writing up the
CFP sub, waiting for EVAR to hear back, then actually getting up on stage in front of 1400 people....

Oh yeah, did we mention 1400 people? Yes, we're gonna sell out. And they're all gonna be looking at you. So, we'll
do our best to make you look great, sound great, and get your talk across at its best. To this end, we'll be in contact
sometime soon with a set of questions about your AV requirements, useful tips, and other things to make sure it
goes well. We're getting pretty much the biggest, best, brightest projectors, quality sound gear, and everything else
to make this really cyber-work.

Theres a bunch of other stuff as well; the speaker and VIP party invites, details about where and when we'll need
you to he, if you're afraid of pyrotechnics, and your appointment with our cyber war wound prosthetics make up
team. You do want burns, bullet wounds, and suppurating cyber blisters, etc right? Well our professional SFX
makeup team will sort you out. :D

Please do reply back to this mail to ack that you're on for the 'con, or, if by some misfortune, you can no longer
make it. If you've not yet sorted accommodation out, please do so as a priority, cause Wellington is really full around
Kiwicon time. Please also have a look at your details on the wehsite[1], make sure your talk title, description and bio
reflect what you want, as these will go to print in the handbooks soon. Also please let me know if you have any
problems with the timeslot allocated (note in some cases it may be shorter than you originally asked for).

Thanks so much for cybering with us, and we'll be in touch soon.

Cyber <3
mnd the rest of the Kiwicon Crue

[1} Which will appear sometime later tonight after you get this mail...

.



s 9(2)(a)

From: s 9(2)(a)

Sent: Monday, 9 November 2015 12:27 p.m.
To: s 9(2)(a)
Subject: RE: Director at Kiwicon

Outside scope of request

s 9(2)(9)())

Regards
s 9(2)(a)

Information Assurance and Cyber Directorate | GCSB

S 9(2)(a)

Sent: Tuesday, 3 November 2015 10:19 a.m.
To:m

Subject: FW: Director at Kiwicon

SRl < his is a really helpful response from Kiwicon — much appreciated. | will have a quick chat with s 9(2)(a)
re response around promotion etc and come back to you for passing on.

s 9(2)(a)
Strategic Communications Principal
information Assurance & Cyber Security

Girvemmem Cormmunications Securily Bureau
PO Box 12-209, Wellingion 6144
v gesh.govinz

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU

me:wm B 20
Sent: Tuesday, 3 November 2015 9:32 a.m.

To: EE:RIAIE)
Cc:
Subject: Re: Director at Kiwicon
Hi,

[ think the Criie sees the value in having the bureau present in front of this audience, so the presumption is
warranted :)

Scheduling wise, I'm happy to accomodate whatever suits, up until the point where we comumit the schedule
to print (which is to say, probably mid nov). After that it's somewhat of a pain to juggle about. If you can
pick a time this week with +- 45m or so, I'll put it in the draft schedule.

1



s 9(2)(9)(i)

s 9(2)(a)
On Tuesday, 3 November 2015,

i< °2)]

I'm not wanting to seem presumptucus about our Directors presentation making it onto the Kiwicon Agenda but if it
locks like Una might make the cut can | ask that you {or the Crue} work with me or [EIVABo 1 scheduling.

In the submitted abstract | said 10.30 on Thursday had been reserved in her diary. It now locks like she’ll need to be
in Auckland that afterncon.

Idon't want to be in the situation where Una presents and is then whisked onto the roof to a waiting chopper {not
sure we'd ever do that in NZ).

I'm keen to allow plenty of time after her presso to chat with peaple.

I've copied [RIEN on this email as 'll be heading to Sydney for the rest of this week.

Regards

information Assurance and Cyber Directorate | GCSB

This electronic message, together with any attachments, contains information that is provided in confidence
and may be subject to legal privilege. Any classification markings must be adhered to. If you are not the
intended recipient, you must not peruse, disclose, disseminate, copy or use the message in any way. If you
have received this message in error, please notify us immediately by return email and then destroy the
original message. The New Zealand Intelligence Community (NZIC) and the departments comprising the



NZIC accepts no responsibility for changes to this e-mail, or to any attachments, after its transmission from
NZIC. This communication may be accessed or retained for information assurance purposes. Thank you.

This email has been filtered by SMX. For more information visit smxemail.com




s 9(2)(a)
From: s 9(2)(a)

Sent: Tuesday, 27 October 2015 2:23 p.m.
To: s 9(2)(a)
Subject: RE: Extract for Kiwicon presentation (in December)

ThanksJERI¥a]

Hi IR (for Wednesday)
| spoke with the Kiwicon organisers on Friday and they are comfortable with receiving Unas abstract this week.
'l wait until you're hack in the office before | submit anything on your behalf.

Regards
s 9(2)(a)

Information Assurance and Cyber Directorate | GCSB

From: JIEERG)

Sent: Tuesday, 27 October 2015 8:00 a.m.
To:
Cc:

Subject: RE: Extract for Kiwicon presentation (in December)

Hi R4 - Una is fine with the proposed extract below. Also attached is a brief bio.
@

s 9(2)(a)

From: RERIIE)]
Sent: Thursday, 22 October 2015 4:57 p.m.
To: s 9(2)(a)

Cc:
Subject: FW: Extract for Kiwicon presentation (in December)

Hi UnaERlealE)]

Can you please copyREERIAAICYIEi nto your response to my email below. Also is there a brief pre-prepared bio note
we can provide the Kiwicon organisers. if not | can work something up next week.

regards

s 9(2)(a)

Strategic Communications Principal
Information Assurance & Cyber Security
Covernment Communications Security Buresu

PO Box 12-208, Wellinglon 6144

WIW.GC

govinz




UNA JAGOSE
ACTING DIRECTOR, GCSE

Una Jagose started as Acting Director of the Government Communications
Security Bureau (GCSB) at the end of February 2015.

Prior to joining the GCSB, Ms Jagose worked as the Deputy Solicitor-
General, Crown Legal Risk. She joined Crown Law as Crown Counsel in
2002, and became a team leader in the Public Law group in 2007. Before
that, Ms Jagose was Chief Legal Advisor at the Ministry of Fisheries.

Ms Jagose has a wealth of experience representing the Crown in courts at all
levels, and advising Ministers and public sector organisations on a range of

public law and constitutional matters.

Ms Jagose also teaches the public law module for Masters in Public Policy
Course at Victoria University Wellington School of Government.

May 2015



ook for Classification Marking in Message Body

s 9(2)(a)
From: s 9(2)(a)
Sent: Tuesday, 1 December 2015 11:27 a.m.
To: Una Jagose
Subject: FW: DIRECTOR SPEAKING ENGAGEMENTS

Classification: UNCLASSIFIED

Response fromregarding next week’s speaking engagements. Do you wish to meet with as
suggested?
Regards

s 9(2)(a)

Executive Assistant to Director
Office of the Director

s 9(2)(a)

From: s 9(2)(a)
Sent: Tuesday, 1 December 2015 10:50 a.m.
To: s 9(2)(a)

Cc:
Subject: RE: DIRECTOR SPEAKING ENGAGEMENTS

Classification: UNCLASSIFIED

s 9(2)(a)

Confirming arrangements below — it would be good to set up some time with Una later in the week just to go over
arrangements and logistics. In sort | plan to accompany Una to each event and she will also be supported by staff
from NCSC/IACD at both NZITF and Kiwicon.

Outside scope of request

Dec 11, Kiwicon, 1030 at St James. {15 minutes talking and staying for 10 — 15 minutes for questions — supported by
several NCSC reps and me. We will collect speaker id/lanyard etc ahead of time. §5EENis in the office all day next
Wednesday and it would be good to have a few minutes to go over how the event works with Una.

wWe will also ensure that there are declared menibers of the NCSC/Engagement Team available at NZITF and
Kiwicon to provide support/help responding to questions.

In terms of speaking notes — notes for each event are well advanced and | am aiming to get the draft of NZITF up
later today, with the others to follow, Tomorrow and Thursday. | will liaise withfiElEdlover any requirement 1o
provide advance copies to Minister’s office.

Look for Classification Marking in Message Body

i



Look for Classification Marking in Message Body

From [N
Sent: Tues aé, 1 December 2015 8:21 a.m.

To:
Subject: DIRECTOR SPEAKING ENGAGEMENTS

Classification: UNCLASSIFIED

Hi [ BRIBY- Una has three speaking engagemments next week:

Outside scope of request

Friday 11 December: 1030 hrs Kiwicon Conferene

Could you please confirm the above times are correct, and advise locations for the 7 and 11th so T can include
in Und's diary. She has also asked how you are progressing with speech notes for these events.

Thanks
s 9(2)(a)

s 9(2)(a)

Executive Assistant to Director
Office of the Director

s 9(2)(a)

Look for Classification Marking in Message Body

[



Look for Classification Marking in Message Body

s 9(2)(a)
From: s 9(2)(a)
Sent: Wednesday, 16 September 2015 11:36 a.m.
To:
Ce:
Subject: RE: Possible speaking opportunity

Classification: UNCLASSIFIED

Outside scope of request

Una would be available between 1030-1130 on 10 December (there is allowance for travel time before and after
those times).

Let me know in due course. 'll put a hold on that time just in case,

®
s 9(2)(a)

Executive Assistant to Director
Office of the Director

s 9(2)(a)

From: BEEEIVAIE)

Sent: Wednesday, 16 September 2015 11:25 a.m.

ICH s 9(2)(a)

Subject: Possible speaking opportunity

Classification: UNCLASSIFIED

s 9(2)
We are looking at seeing if we can generate a speaking opportunity for Una at Kiwicon — more details to follow.
| just wanted to check her availability, in Wellington, on December 10 and 11 — preferably in the morning of

December 10. We have yet to approach the organisers to see if they are interested, but hopefully they will be.

Thanks

$.9(2)(a)

Look for Classification Marking In Message Body



Look for Classification Marking in Message Body

From: s 9(2)(a)

Sent: Tuesday, 15 September 2015 11:49 a.m.
To: s 9(2)(a)
Subject: RE: Futures / Auckland

Classification: STAFF-IN-CONFIDENCE

That's excellentm— much obliged.

rrom: JECEEIIN
Sent: Tuesday, 15 September 2015 9:28 a.m.
To:m

Subject: RE: Futures / Auckland

Classification: STAFF-IN-CONFIDENCE

Outside scope of request

Regarding Kiwicon, | think it was at a Parish Pump following last years Kiwicon when you challenged 1ACD for

someone to stand up and present at this years event.
so they idea of standing up in front on a room full of hackers is not so daunting for me.

The Call For Papers came out vesterday and | realised that although | have a number of ideas, nothing is formed into
an abstract yet.

' work with ERelPaRby email and when I'm next down to see if we can develop an idea to complement anything
Una presents.

s 9(2)(a)
Senior Network Security Consultant / NCSC
s 9(2)(a)

rror: JEEIEION
Sent: Tuesday, 15 September 2015 7:40 a.m.
To:mﬂx&

Subject: Futures / Auckland

Classification: STAFF-IN-CONFIDENCE

Look for Classification Marking in Message Body



Look for Classification Marking in Message Body
Outside scope of request

Not in Auckland, but directly related to this task, might be an event like KiwiCon. Someone mentioned that you
might be up for speaking at this later in the year. Is that right? If itis, I'd really like it if you could engage with
s 9(2)(a) ho's just (re)started with us as our Strat Comms Principal, reporting directly to me and working

within ERI@lhew MESC Unit. We're considering volunteering Una to speak at KiwiCon s 9(2)(9)(i)

s 9(2)(9)(i)

QOutside scope of request

Cheers

s 9(2)(a)

Acting Deputy Director, Operations
Information Assurance and Cyber Security Directorate, GCSB
s 9(2)(a)

ol

Look for Classification Marking in Message Body



Look for Classification Marking in Message Body

s 9(2)(a)
From: s 9(2)(a)
Sent: Monday, 8 June 2015 12:58 p.m.
To: s 9(2)(a)
Subject: Virtual Parish Pump
Attachments: Outside scope of request

Classification: UNCLASSIFIED
Happy Monday everyone,

Four {4) things for you ali to think about in advance of the Parish Pump

1. Outside scope of request

3. KIWICON challenge: 've mentioned this a few times at parish pumps. Over to you on this: if you think that
you can put together a proposal and know how to approach the KiwiCon organisers about this, please let me
know. ERIAIE) s 9(2)(9)() is something you might want to
flesh out in more detail but this is going to require someone or a group of people to take the initiative if it's
going to happen.

4. Outside scope of request

Cheers

s 9(2)(@)

Look for Classification Marking in Message Body 1



Look for Classification Marking in Message Body
Acting Deputy Director, Operations

Information Assurance and Cyber Security Directorate, GCSB
s 9(2)(a)

Look for Classification Marking in Message Body
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Lok for Classification Marking in Message Body

From: Una Jagose

Sent: Monday, 14 December 2015 10:12 am.
Tos

Subject: RE: Thank you for a very successful week

Classification: UNCLASSIFIED

Thanks I was a bit daunted in advance of the week with the number of engagements | had on. But thanks to
you, and others, all went really well. | very much enjoyed the Kiwicon event, if only I'd know arriving on
stage from the ceiling was one of the options!

Una

Una Jagose
Director

s 9(2)(a)

From: [EERIPAIEY
Sent: Monday, 14 December 2015 9:07 a.m.
To: Una Jagose

Subject: Thank you for a very successful week

Classification: UNCLASSIFIED

Good morning Una
I'd like to thank you for your involvement in a number of events last week.

Outside scope of request

| personally think your most significant public appearance last week was Kiwicon. By fronting to that audience and
then staying on to answer questions (and the occasional selfie), GCSB took a huge step out of the shadows of
secrecy and gained greater acceptance from a large proportion of the security community.

This can only help us as we deliver on our mission and recruit talented people to assist us in achieving that goal.

Thank you.

s 9(2)(a)
Senior Network Security Consultant / NCSC
5'9(2)(a)

Look for Classification Marking in Message Body



Look for Classification Marking in Message Body

s 9(2)(a)
From: s 9(2)(a)
Sent: Wednesday, 14 October 2015 2:55 p.m.
To: m
Subject: Kiwicon overview
Attachments: Kiwicon Presentation overview.docx

Classification: UNCLASSIFIED

i

| have put together the attached — keen to discuss with you hefore passing it on to JERIVANE nd SR

It is not in the format for the organisers yet as | think we need to get a clear outline agreed in here and up to Una
first.

Can you suggest a time and a number when | can call you o discuss tomorrow please.



Kiwicon Presentation Outline

s 9(2)(9)()



s 9(2)(9)())

How did is start?

In August of 2007 the first kiwicon was held within a lecture theatre of Victoria University on their
Pipitea Campus

It attracted approximately 150 attendees who atiended the two day weekend event.
In 2008 Kiwicon 2 attendance doubled within the same venue.

Kiwicon 5, held in 2011 was forced to move to the Wellington Opera House to cope with the growing
number of attendees.

In 2014, Kiwicon 8 was unable to secure the Opera House so moved across the road to the St James
theatre and hold the event during week days for the first time.

Kiwicon 8 was held on a Thursday and Friday early in December and sold out the roughly 1000
tickets.

What does Kiwicon 2015 look like?

Kiwicon 9 will again be held at the St James Theatre in early December on a Thursday and Friday.

The format appears to be taking a familiar structure with training in the days leading up to the
conference.

There is typically a single stream of presentations with well known and respected keynotes opening
each day. These are then followed by 30 minutes presentations.

Day two of the event traditionally allows for a number of 15 minute turbo talks. it was at last years
conference that Paul Ash presented a Turbo Talk update on work being done by NCPO.

A Call For Papers opened this week and runs until 26" October.



Kiwicon is becoming a highly regarded event to present at resulting in all speaking slots being very
highly contested.

s 9(2)(9)(1)



Look for Classification Marking in Message Body

s 9(2)(a)
From: s 9(2)(a)
Sent: Monday, 12 October 2015 2:15 p.m.
To: s 9(2)(a)
Subject: RE: Kiwicon - possible presentation topics/approach

Classification: RESTRICTED
HiERIE 2 e you going to be here tomorrow, or are we teleconf int.

s 9(2)(a) rom NCPO wants to join the conversation as she says the Kiwicon organisers are getting multiple
approaches from the comrmunity and she wants to coordinate a single proposal to them. | would be keen for you to

be part of any conversation with her.

Let me know your (physical) availability pse

From: JEEEIVIE)]

Sent: Tuesday, 6 October 2015 8:47 a.m.

To:

Subject: RE: Kiwicon - possible presentation topics/approach

Classification: RESTRICTED
&l s 9(2) |

There is a chance I'll be in Wellington on 13" Oct. V'l let you know later this week.
In the mean time | gave more thought to my presentation and how it might it in with the others delivered by GCSB

staff.
s 9(2)(9)()

From: s 9(2)(a)

Sent: Friday, 2 October 2015 9:11 a.m.
To:
Subject: Kiwicon - possible presentation topics/approach

When: Tuesday, 13 October 2015 2:00 p.m.-2:30 p.m. (UTC+12:00) Auckland, Wellington.
Where: thc/teleconf

Follow up conversation to discussion earlier this week:

Look for Classification Marking in Message Body



Look for Classification Marking in Message Body
The organisers have accepted our offer to participate but would like to get an indication of what we would bring to

the table/event:
s 9(2)(g)()

Outside scope of request

Cheers

8 9(2)(a)

Look for Classification Marking in Message Body



Look for Classification Marking in Message Body

s 9(2)(a)

From: s 9(2)(a)

Sent: Tuesday, 6 October 2015 9:16 a.m.

To: s 9(2)(a)

Ce:

Subject: RE: Kiwicon - possible presentation topics/approach

Classification: RESTRICTED
Hi SR it would be excellent if you were down next week.
I had a useful conversation with JERIVAIE)) Outside scope of request

Outside scope of request
s 9(2)(9)(®)

From :EEERVAIE)]
Sent: Tuesday, 6 October 2015 8:47 a.m.
To:

Subject: RE: Kiwicon - possible presentation topics/approach

Classification: RESTRICTED
3l s9(2) |

There is a chance I'll be in Wellington on 13" Oct. I'll let you know later this week.

In the mean time | gave more thought to my presentation and how it might fit in with the others delivered by GCSB
staff.

s 9(2)(9)(i)

Look for Classification Marking in Message Body



Look for Classification Marking in Message Body

s 9(2)(a)
From: s 9(2)(a)
Sent: Monday, 21 September 2015 9:33 a.m.
To:
Subject: another possible speaking opportunity?

Classification: UNCLASSIFIED

glls92)

Outside scope of request

In asking the question | also note that we have Kiwicon and NZITF around the same time. What are your thoughts
on this as a forum?

16 September 2015 1:14 p.m.

Sui)ject: RE: Possible speaking opportunity
Classification: UNCLASSIFIED
3 s 9(2) |

Outside scope of request

Kiwicon words (for you to manage into an accepiable form)

s 9(2)(@)()

How did is start?

In August of 2007 the first kiwicon was held within a lecture theatre of Victoria University on their Pipitea Campus
It attracted approximately 150 attendees who attended the two day weekend event.

In 2008 Kiwicon 2 attendance doubled within the same venue.

Kiwicon 5, held in 2011 was forced to move to the Wellington Opera House to cope with the growing number of
attendees.

In 2014, Kiwicon 8 was unable to secure the Opera House so moved across the road to the St James theatre and
hold the event during week days for the first time.
Kiwicon 8 was held on a Thursday and Friday early in December and sold out the roughly 1000 tickets.

What does Kiwicon 2015 look like?
Kiwicon 9 will again be held at the St James Theatre in early December on a Thursday and Friday.

The format appears to be taking a familiar structure with training in the days leading up to the conference.

Look for Classification Marking in Message Hody



Look for Classification Marking in Message Body
There is typically a single stream of presentations with well known and respected keynotes opening each day. These
are then followed by 30 minutes presentations.

Day two of the event traditionally allows for a number of 15 minute turbo talks. it was at last years conference that
Paul Ash presented a Turbo Talk update on work being done by NCPO.

A Call For Papers opened this week and runs until 26" October.
Kiwicon is becoming a highly regarded event to present at resulting in all speaking slots being very highly contested.

s 9(2)(9)(i)

s 9(2)(a)

SONH - S 9(2)(a)

Sent: Wednesday, 16 September 2015 11:25 a.m.
To:
Ce:
Subject: Possible speaking opportunity

Classification: UNCLASSIFIED

0 s 5C)

We are locking at seeing if we can generate a speaking opportunity for Una at Kiwicon — more details to follow.
[ just wanted to check her availability, in Wellington, on December 10 and 11 — preferably in the morning of
December 10. We have yet to approach the organisers to see if they are interested, but hopefully they will be.

Thanks

s 9(2)(a)

Look for Classification Marking in Message Body

4

P



From: s 8(2)(a)

Sent: Tuesday, 22 December 2015 10:11 a.m.
To: s 9(2)(a)
Subject: RE: Una's Kiwicon speech on GCSB website

Classification: UNCLASSIFIED

We don’t need further sign off. If you could get a copy to s 9(2)(a) she could load it.
Outside scope of request

rror: [
Sent: Tuesda ecember 57 a.m.
o EIGN

Subject: Una's Kiwicon speech on GCSB website
Classification: UNCLASSIFIED

HIERABIEY are you able to arrange to get Una’s Kiwicon speech onto the GCSB website. BRI very keen to have it
up there. Alternatively if you can get me a copy (as published on the intranet) and | can see what | can organise
here.

Do we need to iet further sign off?

Strategic Communications Principal

Information Assurance & Cyber Security
Government Communications Security Bureau

GOVERNMENT
COMMUNICATIONS
SECURITY BUREAU

TE TS FIAY
HE ’.iinﬁx LEM




s 9(2)(a)

From: Una Jagose

Sent: Thursday, 17 December 2015 11:19 a.m.
To:

Subject: Office of the Director update

Classification: RESTRICTED

Office of the Director update

Outside scope of request

(U) You can also read my speech to Kiwicon here. For those who weren’t at the Town Hall, here’s the
photographic evidence.



Merry Christmas,

Una



s 9(2)(a)

From: Una Jagose

Sent: Friday, 11 December 2015 4:34 p.m.
To:

Cc:

Subject: RE: KiwiCon

Classification: MANAGEMENT-IN-CONFIDENCE

Thanksmnice to hear — though alarming how much | enjoyed appearing with the fire canons going off.

Outside scope of request

Una

Una Jagose
Director

s 9(2)(a)

From: ERAAICY
Sent: Friday, 11 December 2015 11:53 a.m.

To: Una Jagose
Subject: KiwiCon

Classification: MANAGEMENT-IN-CONFIDENCE

Una,

This probably sounds a bit gushy, but I just had to reiterate how deeply inspirational your turn at KiwiCon was. |
suggested it togff] when | first went a couple of years ago and he laughed me out of the room. Mana off the chart
to pull it off. Outside scope of request

s 9(2)(a)

Acting Deputy Director, Operations
nformation Assurance and Cyber Security Directorate, GCSB




s 9(2)(a)

From: s 9(2)(a)

Sent: Friday, 11 December 2015 11:33 a.m.
To:
Subject: word on the street*...

Classification: SECRET//REL TO NZL, FVEY
...already — is that Una’s speech was excellent and went over incredibly well at Kiwicon.
Well done.

* If MFAT could be called a street that is

s 9(2)(a)
Manager
Mission Enablement

s 9(2)(a)



CRIEY

From: s 9(2)(a)

Sent: Thursday, 10 December 2015 12:27 p.m.

To: Una Jagose

Ce
Subject: RE: Office of the Director update: 10 December 2015

Classification: RESTRICTED

We're really grateful to you for leading the comms charge — brave, you've done it so well (feedback from externals
plus tough internal audience VERY positive), and it's exactly what we need to be able to operate. Outside scope of
Outside scope of request

s 9(2)(a)

From: Una Jagose

Sent: Thursday, 10 December 2015 12:17 p.m.
To:
Subject: Office of the Director update: 10 December 2015

Classification: RESTRICTED

_ Office of the Director update

Outside scope of request



Outside scope of request

Outside scope of request And,
finally, tomorrow | am speaking at Kiwicon.
In all of these engagements | am grateful to s 9(2)(a) and others in IACD for preparing
notes for me that are engaging and ~ importantly — not repetitive. Despite the message being broadly the

same, | appreciate their attention to my audiences’ changing focuses and my own enjoyment in delivering
public addresses day after day.

Outside scope of request



Outside scope of request

Enjoy your week,

Una



s 9(2)(a)

From: s 9(2)(a)

Sent: Thursday, 12 November 2015 4:45 p.m.
To:

Subject: authorise release to low side please
Attachments: Kiwicon Presentation draft.docx

Classification: UNCLASSIFIED
mattached is my working notes for Una’s Kiwicon presentation — they will firm up over the coming week
alongside other messaging (including other material | have given to you to have a look at.)
Outside scope of request

s 9(2)(a)
Strategic Communications Principal

Information Assurance & Cyher Security
Government Communications Security Bureau

s 9(2)(a)

GOVERNMENT
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Kiwicon Presentation Outline
s 9(2)(9)()



s 9(2)(9)())
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s 9(2)(9)(i)



s 9(2)(9)(D)



For Background

s 9(2)(9)()

How did is start?

In August of 2007 the first kiwicon was held within a lecture theatre of Victoria University on their
Pipitea Campus

It attracted approximately 150 attendees who attended the two day weekend event.
In 2008 Kiwicon 2 attendance doubled within the same venue.

Kiwicon 5, held in 2011 was forced to move to the Wellington Opera House to cope with the growing
number of attendees.

In 2014, Kiwicon 8 was unable to secure the Opera House so moved across the road to the St James
theatre and hold the event during week days for the first time.

Kiwicon 8 was held on a Thursday and Friday early in December and sold out the roughly 1000
tickets.

What does Kiwicon 2015 look like?

Kiwicon 9 will again be held at the St James Theatre in early December on a Thursday and Friday.

The format appears to be taking a familiar structure with training in the days leading up to the
conference.



There is typically a single stream of presentations with well known and respected keynotes opening
each day. These are then followed by 30 minutes presentations.

Day two of the event traditionally allows for a number of 15 minute turbo talks. It was at last years
conference that Paul Ash presented a Turbo Talk update on work being done by NCPO.

A Call For Papers opened this week and runs until 26" October.

Kiwicon is becoming a highly regarded event to present at resulting in all speaking slots being very
highly contested.

s 9(2)(9)()







