Office of Hon Louise Upston

Minister for Land Information Associate Minister of Local Government
Minister for Women Associate Minister for Tertiary Education,

Skills and Employment

16 MAY 2016

Joel MacManus
'fyi-request-3937-da2bad7a@requests.fyi.org.nz'

Dear Joel MacManus

Thank you for your email of 28 April 2016 requesting under the Official Information
Act 1982 (the Act):

“Any correspondence or advice which was provided to the Minister as part of the
decision making process regarding cancelling the proposed online voting trial in the
2016 local body elections.”

| received the attached briefing paper “Advice on councils’ compliance with online
voting trial requirements”, dated 11 March 2016, as part of the decision making
process. This is the only document held by me that falls within the scope of your
request.

Please note that paragraphs 19 and 20 of the briefing and Appendix A (pages 8 to
10, inclusive) are withheld under section 9(2)(f)(iv) of the Act to protect the
confidentiality of some of the advice tendered by officials.

| am satisfied in terms of section 9(1) of the Act that the withholding of this
information is not outweighed by other considerations which render it desirable in the
public interest to make the information available.

You may be interested to know that the associated Cabinet papers are publicly
available on the Department of Internal Affairs website at:
www.dia.govt.nz/online-voting.

You have the right by way of complaint under section 28(3) of the Act to an

Ombudsman, to seek an investigation and review of my decision. The contact
address is: Office of the Ombudsman, PO Box 10152, Wellington.

Sincerely

Hon Louisg Upston
Associate Minister of Local Government

Private Bag 18041, Parliament Buildings, Wellington 6160, New Zealand. Telephone 64 4 817 6823 Facsimile 64 4 817 6523
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trial requirements - g
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Although councils have made significant progress towards a trial of online v, i , we consider they
have not yet been able to demonstrate they can meet the Government'sdhiatrequirements.
Councils have well-developed plans for achieving some of the remaiqm’?p\ﬂestones. However, there
is no further opportunity for councils to demonstrate their ability_gpﬁtlﬁh‘é’t the trial requirements, in
time for regulations to be passed authorising a trial in the 2016/,!\6@1» elections.

¢

A Cabinet decision on whether a trial will be enabled in the.J816 local elections is needed as early
as possible to provide certainty to the sector as it has bem:?n gearing up for the elections.

LY

Our recommended option is that you advise CabinetJols are not satisfied that requirements can be
met in time for a trial in 2016, but that you woylgH‘?LElA officials to engage with councils, election
service providers, LGNZ, and SOLGM on the § i):l!“éf local electoral systems and processes,

including the future possibility of a trial oﬂhﬁ & voting.

Action sought Timeframe

Discuss with officials the option§fé}~.ﬁiogressing a report-back to Cabinet 16 March 2016
on the online voting project <
£
)
Contact for telephonggﬁfdssions (if required)
Name N JPosition Direct phone line |After hours phone |Suggested
_C 1% contact
Pallavi Chh'[bj,l;r\_&i"!i Senior Policy Analyst 04 494 5743 v
o
lo Gasggligne Policy Manager 04 494 0526
Rerq_[q;;o“ Pallavi Chhibber, Level 7, 46 Waring Taylor St
 PMsreferences 86961908 PLG-1696-01
b-l"linisterid database reference 16201600119
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The Department of Internal Affairs
Te Tari Taiwhenua

Purpose

1.

This briefing is to advise you on whether councils interested in trialling online voting in the
2016 local elections have demonstrated they can meet the Government’s requirements
for a trial. The advice is to assist you in deciding whether to seek Cabinet agreement to
enable a trial.

Background

2.

In December 2014, Cabinet agreed that for a trial of online voting to be enabled, the local
government sector must demonstrate that any voting technology solution(s) developed
can operate securely and the requirements of the Local Electoral Act 2001 can be met=Theé
Government’s requirements for a trial of online voting in the 2016 local elections were
published in May 2015, as a way for councils to demonstrate they can meet Cabifiet’s
expectation.

In November 2015, you informed Cabinet that eight territorial authoritieshatg-tonfirmed
their interest in participating in a trial of online voting in the 2016 local elettions and
sought agreement to publish a set of revised trial requirements for them'to meet. Cabinet
agreed that those territorial authorities would provide sufficient. seale’and
representativeness to ensure a trial will produce evidence of thg practicality and value of
online voting in local elections. Cabinet noted your intention.to:

31 invite those territorial authorities to demons:tra“te.'t-h'ey can meet the revised trial
requirements; and -

3.2 report back to Cabinet once the territorial authorities have demonstrated to your
satisfaction, that online voting can.be trialled in a manner that meets the trial
requirements and the Local Electaral'Act 2001.*

Your press release of 16 November.2015issued that invitation to the eight councils. Since
then we have worked with those ¢ouncils and their election service providers to try to
reach a shared understanding gfshow councils could demonstrate that they can meet the
trial requirements and to ehsUxe appropriate evidence would be available to the
Department by 5 Februayy 2016.

All eight councils submiitted reports by the February deadline, however further
information was neéded

5.

We receiver doCumentation separately from each council by the due date. However, the
reports gorntained insufficient commentary about how requirements were met, and
supparting evidence was not provided for many of the requirements. Teleconferences
were held with each of the service providers, with a view to eliciting further information.
More information was provided, but there still remains insufficient evidence for us to be
able to assess compliance with certain requirements. However, this information gap is not
indicative of the degree of effort expended in preparing for a trial, which has been
significant. Rather, we consider the evidence shortfall in the reports is a direct
consequence of the time constraints involved in enabling a trial in 2016, coupled with the
difficulty of judging, in advance, what and how much evidence is required to ‘demonstrate
compliance’ with requirements. More time would have allowed us to provide more
comprehensive and iterative feedback, which would have assisted councils to provide fit-
for-purpose information.

! CAB-15-MIN-0227 refers.
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We are not confident the trial requirements can be met in time for a trial in 2016

6.

Appendix A provides a summary table of councils’ progress in demonstrating compliance
with the Government’s trial requirements. The analysis is based on the reports submitted
by councils, and further information ascertained from the service providers {and from
Deloitte, on behalf of Electionz.com).

We acknowledge that very significant progress has been made by councils since the
release of the revised trial requirements in November 2015. However, councils and their
service providers have not yet been able to achieve key milestones that would enable us
to have confidence that they can meet all of the trial requirements, and therefore the
requirements of the Local Electoral Act 2001, in time for a trial this year. Key milestones
not yet achieved include:

° Independent review of the source code for voting systems

. Whole-of-system penetration testing

° Independent assurance of key aspects of the trial requirements

° Development of a detailed coordinated national communicatiphs strategy

Councils have well-developed plans for achieving some of thes&xémaining milestones.
However, there is no further opportunity to allow time for £QuRCils to demonstrate that
they meet those requirements before authorising regulatiohs need to be made to enable a
trial in the 2016 local elections. To have regulations in lace by mid-June at the latest, EGI
and Cabinet agreement to a trial is needed by early April 2016.

There are significant issues and timeframe pressures in preparing for a trial in this year’s
local elections. This has been expressed to_ns by the sector, most recently at the quarterly
meeting of the SOLGM Electoral Working Patty on 4 March 2016.% These issues and
pressures exacerbate the risks inherefit in a trial, and would limit opportunities for
assessing future and ongoing compliance with trial requirements.

If compliance with the trial requirements cannot be ascertained, compliance with
the principles of the Local Elettoral Act 2001 cannot be assured

10.

11.

12

We have previously:adtised that before recommending regulations be made, you, as the
responsible Minister,“must be satisfied that the voting method to be authorised will be
able to operate'ig'a manner consistent with the principles of the Local Electoral Act 2001.
The trial requirements were developed as a way of assessing whether that legislative pre-
requisitg’Js met, although you can also consider other matters in making that assessment.

Of the principles outlined in section 4 of Local Electoral Act 2001, the relevant matters are
ensiiring public confidence in and understanding of local electoral processes by:

11.1  protecting freedom of choice of voters and the secrecy of the vote; and

11.2 providing transparent voting methods and the adoption of procedures that
produce certainty in electoral outcomes.

On the basis of progress so far, we are unable to advise you that enabling a trial in this
year's local elections would not risk loss of public confidence. This is because security and
integrity requirements have not been demonstrated to have been met yet, therefore it
cannot be guaranteed that either of the objectives in paragraph 13 will be met and be
seen to be met.

2 The Department has observer status on the Electoral Working Party and attends the quarterly meetings. This
is a key forum for engagement with the sector on local electoral matters.

IN-CONFIDENCE Page 3 of 10



The Department of Internal Affairs
Te Tari Taiwhenua

13.  Afurther consequence of the compressed timeframe is that there have been, and will
continue to be, limited opportunities to socialise the prospect of online voting with the
public or the IT community. In the absence of public information and transparency, the
suspicion and alarmism that characterises initiatives of this type is likely also to erode
public confidence in online voting and local elections more generally, and poses a
reputational risk to Government.

14.  Progress with meeting security and technical performance requirements is likely to be
made by councils and their service providers over the coming months but even if this
progress does meet the trial requirements, assurance (to Government and to the public)
will not be possible in time for regulations to be made to authorise a trial in the 2016 lo¢a!
elections. I

Options and analysis

15.  Options for your advice to Cabinet revolve around whether a trial should pracegd. You
could:

a. advise Cabinet you are satisfied the trial requirements can bie met in time for a
trial in 2016 and seek Cabinet agreement to enable a teial

b. advise Cabinet you are satisfied the trial requirements gan be met in time for a
trial in 2016 provided certain conditions are met -and'seek Cabinet agreement to
enable a trial, subject to those conditions. Copditions could include matters such
as certain security exercises yielding positiveesults. Possible security exercises
include ‘red teaming’® and a public bug'hoynty*.

c. advise Cabinet you are not satisfied/Ehat requirements can be met in time for a
trial in 2016 and that the trial shou)dhot proceed.

16. Asdiscussed above, we do not believ&there is sufficient evidence to justify a high level of
confidence that the trial requirements, and the requirements of the Local Electoral Act
2001 in terms of maintaining public confidence in the integrity of the local election system,
would be met if a trial at the/October 2016 elections is enabled. While further evidence
would be possible under option (b), the limited time before authorising regulations would
need to be promuigated and the importance of early certainty about this issue, lead us to
conclude that option\(b) is not a practicable option at this late stage. Our recommendation
is therefore that{6udo not seek Cabinet agreement to authorise a trial of online voting at
the 2016 elections.

17.  If online ugtirig is not to be trialled at the 2016 elections, there are a number of options
concerning further work and consideration of online voting issues. Not all would
necessarily require Cabinet decisions at this time. You could:

i} invite councils to continue to work with DIA to demonstrate compliance with trial
requirements for a trial in 2019 and/or in by-elections in 2017 or 2018; or

(i) direct DIA officials to engage with councils, election service providers, LGNZ, and
SOLGM on the future of local electoral systems and processes, including the future
possibility of a trial of online voting; or

3 Red Teaming is a process designed to detect network and system vuinerabilities and test security by taking an
attacker-like approach and modelling the actions of an adversary.

‘A bug bounty is a testing process that involves offering a reward for finding and reporting a bug in a particular

software product. Many IT companies {including Google, Microsoft and Facebook) offer bug bounties to drive

product improvement and get more practical feedback (particularly in relation to exploits and vulnerabilities)

from end users and clients do the nature of the incentives involved.
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(iii) leave the local government sector to determine how it wishes to proceed in light of
the decision that a trial of online voting at the 2016 local elections will not be
authorised.

Moving forward, key considerations are the need to promote market certainty and the
need to take into account the strategic landscape of local elections

Desirability of building on investment and experience to date and promote market certainty

18.  Because the running of local elections is largely out-sourced to Electionz.com and Election
Servicess, the election service providers are important stakeholders in the local electoral
system. An important consideration in terms of assessing the options for moving forward’
is to promote investment certainty for these companies.

all\Vithheld under section 9(2)(f)(iv) of theot

20.

The need to take into account the strategic landscape of local efec"fions

21.  The sector has been requesting the possibility of oniine voting for local elections because
of increasing expectations from their communitiesfor the digitization of services. This is a
trend internationally.® Accessibility will become an increasingly important area of
upcoming work in the local elections space:

22.  However, the reality of efforts to respond‘to the promulgated requirements and prepare
for a trial is that this has been largely left to the eight candidate councils and their service
providers. There has been little J_eadérship, coordination or active support from the sector
organisations or the sector<as-a'whole. As noted above, this has left a gap in the
socialisation of the concept'of online voting, and it may have precluded opportunities for a
more effective cooperative approach to other aspects of the preparation of the trial.

23.  Option (i) in paragraph 17 would be likely to continue the current fragmented approach
and would not pravide an opportunity or incentive for the sector to consider online voting
in the context 6f'the future evolution of local electoral arrangements. Options (ii) and (iii)
in paragr.a;ih.‘l7 would both provide that opportunity, but are less preferable for achieving
market certainty and building on effort and investment to date. The choice between (ii)
and fiiijwill be largely dependent on the extent that the Government wants to be seen as
taking leadership in strategic work on local electoral issues.

24.'C_The Department prefers option (ii), because we consider a degree of visible leadership will
enable Government to influence the agenda, maintain momentum, and ensure coherence
and consistency with the modernisation of public services generally.

Next steps

25. A Cabinet decision on whether a trial will be enabled in the 2016 local elections is needed
as early as possible to provide the sector certainty of process as it has begun gearing up for

5 . . . . -
These two companies provide elections services to nearly 90 percent of local authorities.

6 For example, lan Brightwell, the incumbent Chief Information officer at the New South Wales Electoral
Commission and vocal advocate for e-voting has said that governments will be harshly judged if they don’t do
anything about digital transformation, worse than if they do something and have problems along the way.
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the elections. A report-back to Cabinet will be expected regardless of whether you decide
you are satisfied the trial requirements have been met. We have previously provided you a
timeline for this work which would see Cabinet consideration on 11 April 2016. In
accordance with that timeline, if you wish to seek Cabinet approval to enable a trial in
2016, we will provide you a draft Cabinet paper on 18 March 2016, which would mean a
constrained agency consultation process but would allow time for ministerial consultation.

26. If you wish to report back that you are not satisfied the trial requirements have been met,
we instead propose the timeline provided in the table below. This would see us providing
you a draft Cabinet paper on 25 March 2016, enabling us to consult with other agencies.
This timeline would still allow for a Cabinet decision before the two-week parhamentar\("}
recess at the end of April 2016, ) Ch 4

Action

Draft EGI paper provided to Minister (
Ministerial and agency consultation 28 MW:{ Apr
Minister provides feedback, including final decision on whether to proceed Lnd-;:ﬁbr

to seek agreement to enable a trial X, D

Final EG! paper provided to Minister e (:}‘:_:‘;. 5 Apr

EGi paper lodged with Cabinet office p J::‘\ v 7 Apr

EG! Committee agrees not to enable a trial in the 2016 local e{g{@‘;} 13 Apr
Cabinet agrees to not enable a trial in the 2016 local elquhi.uz?} 18 Apr

o

We will need to prepare a commumcatlogfs}(ategy to manage public reactions

27. The announcement of a decision not ig‘qﬂow a trial of online voting in 2016 is likely to
evoke disappointment, criticism aqd bo&s:bly anger from the eight councils and service
providers who have made significant efforts and investments to enable this to happen. A
wide range of reactions is hkelé&bm other stakeholders and interest groups. A carefully
crafted communications st?atvgy will be necessary to manage these risks.

28. We will provide propq"s‘ed*draft communications for your consideration, along with a draft
Cabinet paper, that‘ réffect your decisions in response to this report.

29. We would welcbn’re the opportunity to discuss the advice in this paper with you.

Recommendaﬁo‘hs
30. We :edp&nmend that you:

ﬂu‘f*" note that although significant progress has been made towards a trial of
o A% online voting,

i. this progress is not enough to able to confirm that the trial
requirements can be met in time for a trial in 2016; and

iil there is no further opportunity for councils to demonstrate they can
meet the trial requirements in time for regulations to be made for a
trial in the 2016 local elections;
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b)  note that options for your advice to Cabinet include to:

i advise Cabinet you are satisfied the trial requirements can be met in
time for a trial in 2016 and seek Cabinet agreement to enable a trial;
OR

ii. advise Cabinet you are satisfied the trial requirements can be met in
time for a trial in 2016 provided certain conditions are met, and seek
Cabinet agreement to enable a trial, subject to those conditions.
Conditions could include positive results from security exercises
(e.g. ‘red teaming’ and a public bug bounty); OR

iii.  advise Cabinet you are not satisfied that requirements can be met in
time for a trial in 2016 and that the trial should not proceed.

c) agree to proceed with option iii in recommendation b) above i.e. that the Yes/No
trial should not proceed;

d)  agree to also advise Cabinet that you wish to: EITHER

i. invite councils to continue to work with DIA to den}gnst-rate
compliance with trial requirements for a trial in 2019 and/or in by-
elections in 2017 or 2018; OR

Yes/No

ii.  direct DIA officials to engage with coungils, election service providers,
LGNZ, and SOLGM on the future of Iogal electoral systems and
processes, including the future passibility of a trial of online voting Yes/No
(preferred option); OR

iii. leave the local government sector to determine how it wishes to
proceed in light of the degision that a trial of online voting at the 2016

. . ) Yes/No
local elections will pot be authorised;
e)  agree that a draft Cabinet paper be provided to you on 25 March 2015, in
accordance with.the revised timeline provided at paragraph 28 of this Yes/No
briefing.
Jo Gascpigrie

Policy Manager

Hon Louise Upston
Associate Minister of Local Government

/ /
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