o ()
Fud: Re: NCEAPAL
Ly (=
From: B Y (@D
Tor _ wasim. talim@me.com aA(2) Fl)
CC: § _ yt.nz>
Date: 2610112015 12:08 PM

Subject: Fwd: Re: NCEA PAL

Hi Wasim

Attached is the list of standards (and versions) that was created for NZQA's application. Tt has removed any expired
standards.

The file {in the atiached zip folder) is a * delimiied text file.

The fields are as follows:

Standard_Nurnber

Standard_Type - U for Unit Sids, A for Achievement Stds
Standard_Title

Active_Use - Y if aitached to a Subject

L1_Numeracy - A= (unit stds), B =(new Achievement

Lt_Literacy - A= (unit stds}, B =(Achiave 3(R 522750 &
Assessment_Methed - 1= [nternal assessed, E = Externally aggegs

AME_Permissible - Maximum resufts allowed

UE_Numeracy - A= {units BOZB Achievermnent stds
(AS) only

UE_literacy_Read

UE_Literacy Write

UE Maori_Literacy Read
UE_Maori_Literacy White
Cheers

AL 2)(ex)

. o @@

Hepo ing

alz)e)

-y

Hi

As discussed - would you please send Wassim the same list you prepared for NZQA's applicalion.

cheers q ( Z_) tq )

New Zealand Qualifications Authority
a (=) )

Printed by Mexic Archive Client 7.6 - 6-Jul-2016 10:35:15 am “f ( 2) C a[)

Page: 1
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wasim talim - Re: NCEA Pal Application Page: 4
From: wasim talim Atz
To: ) nz>
Date: 26/01/2015 10:49 PM
Subject: Re: NCEA Pal Application
A2 =)
Hi, (22

After speaking to my developer today, we have decided we will provide you with a basic
document outlining our requirements and answering your questions. From there if we could set
up a meeting late week, perhaps Friday, that would be ideal. But please allow me to get back to
you first with the documentation before we settle on a date and time.

Thanks
Wasim « @
On 26/01/2015, ét 12:58 pm, Wasim Talim <Wasim.talim@me@@: @ %

s - A=

4 . < ; )

> Thank you for your email. @@ @
b

> [ will get back fo you later today aftefngseti hmy and we can arrange a date
to meet from there. | will also hp ior infom@ @ to you as requested.

: ©

2B

= wrote:

s forwarded in your details.

v

u have proposed to develop a mobile application that can integrate with NZQA's system fo
| students resuit details.
> | would like to discuss technical specifications of mobile application.
>
>> Can you please let me know if its possible to meet and discuss. Accordingly, I will organise a
meeting o discuss with you.
s
>> Also it would be good if you can able to provide more information in advance related to
following technical points
s
>> 1) Preferred approach for integration with NZQA's system.
>> 2) Authentication Mechanism
>> 3) Information storage on mebile device
o
> Thank you.
>
b
>> Regards, ALZ) ()
>>
S

Printed hy Nexic Archive Client 7.6 - 28-Jun-2016 3:30:12pm by




wasim talim - Re: NCEA Pal Application - Page: 2

>> [nformation Services

=> New Zealand Qualifications Authority

>>

>> NZQA

>> 125 The Telrace

>> PO Box 160

>> Wellington 6140

>> DDL+64 4 463 3152

S ) L

>> Web:http:/Awww.nzga.govt.nz/

==

=S T T T T E e L BT B e T e e T S R E e = e T e T R T e e e e T L
>> This email may contain legally privileged information and is intended only for the addressee.
It is not necessarily the official view or
>> communication of the New Zealand Qualifications Authority. If you are not thed

after sending by NZQA.
>

>> All emails have been scanned for viruses and cont
=> NZQA reserves the right fo monitor all email ¢

o “
3 RRERRRARFREREIARERERERRRERNEREREERRRRLREORFR trd SRS e s Y
by C

A(2¥)ed
Printed by Nexic Archive Client7.6 - 28-Jun-2016 3:30:12 pm  by:




wasim talim - NCEA Pal Page: 1
From: wasim tafim A1 (@)
To: ) ——s - Ko [0)1] 8| Vg
Date: 28/01/2015 12:14 PM
Subject; NCEA Pal
Hi ALz )

Please see attached our proposal for integration. | would love for the opportunity to come see
you tomorrow along with my developer. if this is too short notice, we can do next week.

@@@K@
@@«%@@
oV
@%%@ %@@
V2L

Thanks
Wasim

U
" Printed by Nexic Archive Client 7.6 - 28-Jun-2016 3:30:31 pm  by: ’
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MZEA AND NZQA Records Intagration VERSION0.0.1

Overview

This document is to identify the preferred method to integrate the NCEA PAL system with NZQA
system, Here we will consider industry best practices and security measures.

NCEA ‘s Understanding

NCEA PAL understand that NZQA is concern about the student NSN number and its password and
reguire the app users to always enter their credentials to the system to gain access t A
system. @
Also NCEA PAL understands that we are not in a positien to store an @n al dafa in k‘g

application and only store the student record details. @ _

_ 3 I.Eag em. e




MZEA AND NZQA Recards Integration VERSION 0.0.1

Possible Integration Approaches

Method 1 : QAuth 2.0 to Access NZQA data

Considering all the above requirements by NZQA we feel that it this is the best approach to connect
and get the student records. This will be very similar to other OAuth solutions in the market where
the User of NCEA PAL can enter their credentials to login to NZQA system, by doing that the system
will ask if they would like to grant NCEA PAL to access their student records. If they grant the
permission the system will go and download their student records via a RESTful AP call

Similar systems of this nature are: @

1. Facebook Graph AP
2. Google Developer OAuth 2.0 AP

We do understand that these solutions are relatlvely dif pan .ﬁ ge in the
process of getting it done.

Method 2 : AES Enciy @wﬂs o the wire
[Recnmmendedﬂ

fort stud ords we will encrypt using an AES encryption mechanism
A system. Here the sysiem will decrypt the data and send the
ESTEul web service. NCEA will only know the encryption cipher where

Method 3 : NZQA web page and post daia

NZQA will create a HTMLS page that aflow the users to connect via the APP. Our NCEA Pal aliocation
will open up the page and allow the user to login. When they click on the download student records
it will start active the download function asynchronously. Moment the data is ready it will notify
NCEA system to download the data. For the NCEA user feel a delay as it needs to run on a schedule
manner.

alpage




CRERT=N

NCEA Mobile App
From: 7 (2) Cq )
To: wasi. talim@me.com; Kingi@rangitikeicolle a.school.nz
’gj@ _.g ge: Al2)e)
ﬁ' (Z\ @ ) k Lo
vage: Sz s AM

Subject: NCEA Mobile App

Thank you for your interest in NZQA's Mobile App.
The current design work from our vendor is confidential but we would be very happy fo talk with you after the release,
about our journey to develop the App.

F(2) @a) ! & will continue to be a key contact as will our Information Services area who will connect with youfo
understand your technicai needs.
kind regards
. Al2) =) :
New Zealand Qualifications Authority
O AYe) @
l emaius Ja.govt.nz

o

125 The Terrace : ; \
7.0, Box 160
Wellington 6140 %

S
@%%@@@@% :
@@é%'&% _

7

Al2) @)

Printed by MNexic Archive Client 7.6 - 6-Jul-2016 10:28:52 am  by:




wasim falim - Re: NCEA Pal Application Page: 1

From: wasim talim ,

{To: § e (2D Y
Date: 30/61/2015 3:11 PM '
Subject: Re: NCEA Pal Application

\His ARHE@Y
Sure thing. We will meet on Monday then. Where are you located?
Thanks
Wasim

Sent from my iPhone
{>On30/01/2015, at 11:58 am,”. | @@mm: GL)
-

>

> | think it will better to bring your technical personal as well to h; perspsfiive

proposed implementation options.

>

> Regards,

q B q{z)&@@ @
g - R
> New Zealand Qu 't ori %@

2R

T

ey

> Thanks for your reply.
=
> | am happy to meet you on Monday. Would it be worthwhile to bring my developer along for
clarification or would you suggest [ come alone?
o
> Thanks
> Wasim
=
>
i>> On 30/01/2015, at 11:30 arr
e
>> Hi Wasim,
>
>> Thank you for sending document outlining implementation options.
>
" >> The development process is one aspect,but we will also need time for business case,
security & privacy assessments and other governance matters. A precise definition of the data

buwrote: Az >(AG

{Printed by Nexic Archive Client 7.6 - 28-Jun-2015 3:31:45 pm by g ) OICSZ)(‘O‘*)




wasim talim - Re: NCEA Pal Application Page: 2

requirements and indication of under what circumstances the data will be released will be critical
" input to much of this (not just the technology stuff).
>
>> I'm happy to meet you and discuss with you. Please let me know if you can free between 1.00
pm to 2.00 pm On Monday, 02 February. Accordingly | will organise a meeting fo meet and
discuss.
>
>>
>
>> Regards,
>34 LTy S (2D
>
S
>> New Zealand Qualitications Authority

>
>> NZQA

>> 125 The Terrace ‘

>>= PO Box 160

== Wellington 6140

> A @D

>> emaily

>> Web:hitp:/imww.nzga.govt.nz/ %
>>

== >>> Wasim Talim <wasim. talim@me co 0 5 11 12
B=HITTTT T el

>

>> Any update on this? @

>

>> Thanks
== Wasim

a::T % wrote: K CZXC’Q

our reply. | will wait to hear from you.

‘ Congratu!attons for your success in developing NCEA Pal mobile application. Really

P
>>> Regards,

S ¢ T (?—X@Q
\>>>

g

>>> New Zealand Quaiincations Authority
o

>>= NZQA

=>>> 125 The Temace

>>> PO Box 160

>>> Wellington 6140

s e eA S

>>> email” T v,-,,w__ L.
=== Web:http:/iwww.nzga.govt.nz/

>

>>> >>> Wasim Talim <wasim talim@me.com> 26/01/2015 10:49 PM >>>

|Printed by Nexic Archive Client 7.6 - 28-Jun-2016 3:31_;45 pm by ; 9\(@(‘9\5




wasim talim - Re: NCEA Pal Application

| >>> Hi ADR)
e
>>> After speaking to my developer foday, we have decided we will provide you with a basic
document outlining our requirements and answering your questions. From there if we could set
up a meeting late week, perhaps Friday, that would be ideal. But please allow me fo get back to
you first with the documentation before we settle on a date and time.
S>>
p
>>> Thanks
>=> Wasim
P
S
>>>> On 26/01/2015, at 12:58 pm, Wasim Talim <wasim talim@me.com> wrote:
LSS

{>>>> Hi, D
>
==>>> Thank you for your email.
e

e

>>>> Thanks @
>=>> Wasim
>

PSS

PETES
{>>>>> On 26/01/2015, at §;
wrote: % @
o e

S555> Hi Wasi K% <%

S>>

{55555 v as fox(arde i Your details. K CZDCGL)

=
B

<> Also it would be good if you can able to provide more information in advance related to
following technical points

e e el

>>»>>> 1) Preferred approach for integration with NZQA's system.
>»»>> 2) Authentication Mechanism

=>>>> 3} Information storage on mobile device

e

>>>>> Thank you.

b

S

>>>>> Reqgards,

S>>} RDES

P

S

>»>>> New Zealand Qualifications Authority

eSS

=>>>> NZQA

>>>>> 125 The Terrace

YPrinted by Nexic Archive Client 7.8 - 28-Jun-2016 3:31:45 pm by A(2) (CLB

Page: 3




wasim talim - Re: NCEA Pal Application Page: 4

=== PO Box 160
>>>>> Wellington 6140

S>> R ) q(z)(a)

S>> emaili ’

>>>=> Web:htip/iwww.nzga.govt.nz/

e e gl

Sttt HEFRAREER TR I B L T T S B B S e S T e e e ey

>>>>> This email may contain legally privileged information and is intended only for the
addressee. It is not necessarily the official view or

>>>>> communication of the New Zealand Qualifications Authority. If you are not the intended
recipient you must not use, disclose, copy or distiibute this email or

>>>>> information in it. If you have received this email in error, please contact the sender
immediately. NZQA does not accept any liability for changes made to this email or attachments
after sending by NZQA.

>>>>> All emails have been scanned for viruses and content by MaillMarshal,

> NZQA reserves the right fo monitor all email communications througﬁ\‘ «
>>>>> AR A EAARAR RN A TER TR ST RN AT AT ARAN RN ATRETARTTAANRNAR NS A ERN W ERERFTER BAE R

P N ’@
i RRERRERGEREEAASEE & LR T e e g T e e R P R “\9‘ HEE

>>> This email may contain legally privileged information an edronly fo regsee.

It is not necessarily the official view or
>>> communication of the New Zealand Qualifications, #
after sending by NZQA.

@ Vit yo 1 ended
recipient you must not use, disclose, copy or distibh i
>>> information in it. If you have received thjs\e oRfsctthe sender

\ & email or attachiments
>>> All emails have been s¢

immediately. NZQA does not accept amyli
ses and€enient Ry.MailMarshal.
>>> NZQA reserves the 1i f all eprathoamiuications through its network.
] FEEFEFRETEREREEREEEPEREE Rk ki ks ¥ Sl kL d kb A LA EERENRREAREREE
>

cER R L T s

>> RIRLEREXREERE R R FALEREAREALERR LA AT A LSS SRR L R AR
htain Iega%} ilzged information and is intended only for the addressee.
fisjal viewof -

W Zealand Qualifications Authority. If you are not the intended

 FkE ke Tkkkikhihkdhihhihdns RN * REREEENLE LT

> This email may contain legally privileged information and is intended only for the addressee. It
is not necessarily the official view or

> gommunication of the New Zealand Qualifications Authority. If you are not the intended
recipient you must not use, disclose, copy or distribute this email or

> information in it If you have received this email in error, please contact the sender
immediately. NZQA does not accept any liability for changes made to this email or attachments
after sending by NZQA.

p)

> All emails have been scanned for viruses and content by MailMarshal.

> NZQA reserves the right to monitor all email communications through its network.
=
b o T T G T e e e Tt s T e P e e ]

i Printed by Nexic Archive Client 7.6 - 28-Jun-2016 3:31:45 pm by: 8
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wasim talim - Ro: NCEA Pal App Integration Page: 1
From: wasim tafim )
{To: ' F A@D@D
Date: 2/02/2015 2:42 PM
Subject: Re: NCEA Pal App Integration
[Hi G R EY

Was really great to meet you today and hope we can work on this project fogether.

We have considered this method but in itself | do not see students adopting to it well. Theve are
too many stéps in the process and that would deter students. We have seen students are fazy

and do not want to enter all their credits manually. So to ask them to go off their mobile device,
and go to a computer, then:

1. Log into their nzqa account through student portal
2. Download the pdf

3. Upload to our server

Then go back fo their mobile device.

We are open to any other ideas you may haya a

et this. T ble to log into the
student portal on request of the stu gr 21} 'string’ feature. Or could
we establish some sort of file ¢ that pdf fo-on en a student requests it from
our app? %pe : %
)

Than}@@
n%from my iPhone

{> On 2/02/2015, at 1:49 pm,’ Pwrote; A (2D
> .

> Hi Wasim,

g

> Thank you for coming to meet and discuss NCEA Pal application integration with NZQA
system.

=

> Apart from the discussed options, There is one more below option that yotl can consider.
>

> Learner can login to NZQA system, download their ROA in pdf format and then manually
upload into your application. There are number of libraries available to exiract data from PDF
document.

=

> Please let me know your thoughts on this one.

-

> Thanks
-

\Printed by Nexic Archive Glient 7.8 - 28-Jun-2016 3:31:57 pm by g b “A CQDCOLS




wasim talim - Re: NCEA Pal App Integrafion Page: 2

o

=

> Regards,

> ; GU..'Z—)CCC)
‘> |

=

> New Zealand Qualifications Authority
=

> NZQA

> 125 The Terrace

> PO Box 160

> Wellington 6440 X

5 9 LA

> emailr T8
= Web:http:/fwww.nzqa.govt.nz/
=

R B WRAREERRRSRLEA S AR EAR ARV RRA RSO T AL b AR @: .:
.

> This email may contain legally privileged information and is inte

is not necessarily the official view or
> communication of the New Zealand Qualifications Authori’w% '

recipient you must not use, disclose, copy or disiribute tpi
> information in it. If you have received this email in.e ;
immediafely. NZQA does not accept any liabilit ade (gilis\ema
after sending by NZQA.
-

> All emails have been scanned foryis y andtonte ': rshal.
> NZQA reserves the right to mprjike ail con@ rough its network.
> &

g c N %* 4 EgkkREERES b AREEE

&Printed by Nexic Archive Client 7.6 - 28-Jun-2016 3:31:57 pm by . } C\(_?J )




wasim talim - Re: NCEA Pal App Integration Page: 4

From: wasim talim
{To: ¢

Date: 3/02/2015 11:01 PM

Subject: Re: NCEA Pal App Integration
[ g DO

| attach our letter outlining the methods we discussed over our telephene call. | would hope that
you forward this onto those with the authority fo act.

Please do let me know on how you get along with this.

Thanks @ : «
Wasim | @ E ; é %@
{On 2/02/2015, at 1:49 pm, @ @% )fwrote:O\CZ) (a5

> Hi Wasim,

stem, download their ROA in pdf format and then manually
i0f. There are number of libraries available {o extract data from PDF

> Regards,
> Toq (2
. _ o

> -

> New Zealand Qualifications Authority
=

> NZQA

> 125 The Terrace

> PO Box 160

> Wellington 6140
\: ¢ e

email*

> Web:hftp:/fwww.nzqa.govt.nz/
-

\Printed by Nexic Archive Glient 7.6 - 28-Jun-2016 3:32:08 pm by TER A (D@




wasim talim - Re: NGEA Pal App Integration Page: 2

> This email may contain legally privileged information and is intended only for the addressee. It
is not necessarily the official view or )

> communication of the New Zealand Qualifications Authority. If you are not the intended
recipient you must not use, disclose, copy or distribute this email or

> information in it. If you have received this email in error, please contact the sender
immediately. NZQA does not accept any fiability for changes made fo this email or attachments
after sending by NZQA. :

>

> All emails have been scanned for viruses and content by MailMarshal.

> NZQA reserves the right to monitor all email communications through its network.
>

> FHERAEFRRRARAAXXRFAFRTRATANTRNES * Ri% WARBATARAE FEEXEHEARRAFARRNATRRE WAHRRA ww

>

iPrinted by Nexic Archive Client 7.6 - 28-Jun-2016 3:32:08 pm  by:§
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«NGEA PAL proposals to acsess student records Gy Page: 1
Lirom: - _ac (e
o wasim.talim@me.com; kingi@rangitikeicollage.school.nz ‘
\ oc: ]2
*Richard Thornion" <Richard. Thornton@nzga.govtnz>

Date: 25/02/2015 12:10 PM
Subject: NCEA PAL proposals to access student records

Hi Wasim and Jeff

My apologies for the time taken for us to get back to you. All about my unavailability | am afraid.

o attached. & (2 (e

&9 (2%a)

it would be good fo talk {by phone} about this - | have your number Wasim' | but na contact phene number
for Jeff - can you assist?

AR ERIe @ « |
e @@«%@%@
iNew bt @@@ %©
s »
N

|Wasim, passed your proposals onto me fo respond to -1 have written a respons

o 02(AD




Hi Wasim and Jeff

Thank you for your paper with alternative proposals for access to student achievement data
from NZQA. It was good to meet with you and Jeff in January and to discuss data accuracy
and the security limitations of accessing the personal (achievement) data held by NZQA for
students undertaking NCEA.

Background

As we noted when we met, schools begin to give NZQA initial student achievement and unit
standard entry data in April of each year. Entries are provisional up until December of each
year. The accuracy and completeness of eniry data is very poor until about July of gach year.

During the year, each month at a minimum, schools send files of enirie
(internally assessed) for those entries. Both the entries and resulis a
School Result Summaries with results (once fees have been p@n

Records of Achievement. Results for externally assessed st
and made visible after qualifications are checked, aw Its rele
of January.

Original proposal @@ @
iy this S(;'rd of Achievement pdf so

ts loadirg.fhe
raved antenteredis o%,u ¢ation. The application on their
N 0 % :
7) aiendnd password and automatically and

ddial use—\
a-from @- 4t the student requesting it or logging into

1 response you note that you want your application to be able to be used from phones and
not to require students to have to use desk-tops to load the data —we understand and agree.
You also say that the capturing and scraping data from pdfs on phones is not viable as some
phones do not enable pdfs to be stored. | checked into this and am pleased to be able to say
that this is not the case.

i yadvises me that while users of iOS devices do not have direct access to the file Q20
syswems individual 108 application are assigned with their own data container. An iOS
application’s interactions with the file system are limited mostly to the directories inside the
applications sandbox.

Alternative proposals

Your proposed method 1 is now very similar to your original proposal and still does not
address our privacy and security concerns. You suggest that the application (through an
intermediary tool) will use the student user name and password instead of the student doing




so themselves. While you note that you intend to encrypt NSN numbers® and passwords s0
that they will not be readable this does not address our privacy and security concerns.

Your proposed method 2 does have students accessing their records themselves. However,
you state that many Apple devices do not allow the storage on pdfs on the tocal hard drive.
Therefore you want the students to be able to download their records to your servers, This
again raises our privacy and security concerns.

However, as pdfs can be loaded onto phones (including i0S based ones) there is no need to
for the students records to be moved to your servers (or for NZQA to make changes {0 the
student login page for this to occur). This brings us back to our original suggestion.

Way forward

it delivered by the end of this year. We should have a timeline wi
our proposal has been scoped, costed and gone through @

NZQA has also developed a NCEA application b ot aifs
records to populate it — for all the reasons p ssed \
use of the APl once it is developed. %

1 Just a quick clarification — siudent’s access their results and entries via their student login page on the
NZOA website. Access requires a user name and a password. The user name can be anything the
student wishes it to be. Some use NSNs but not all user names are NSNs and it is likely that we will
move away from allowing the use of NSNs over fime.




