National Criminal Investigations Group

Police National Headquarters

Phone +64 4 474 9499 Fax +64 4 499 2152

Ref 07 / C220108 / 18

10 July 2017

Thomas Beagle
NZ Council for Civil Liberties

By email to: fyi-request-6004-e281040a@requests.fyi.org.nz

Dear Mr Beagle
Official Information Act 1982 request

| refer to your Official Information Act 1982 request, dated 14 June 2017, regarding the use of
the Police Information Request Forms (IRF). You have requested information as detailed

below:

1. Please send me a copy of the form used until that point.
2. Please send me a copy of the current form.

3. Please send me a copy of any Police policy or handbook concerning the use of such
forms.

4. Please send me a copy of any statistics that NZ Police collect concerning the use of these
forms.

In respect to Question One, previously Police had numerous IRFs designed for various
agencies, as well as a generic version. In the national Police Forms database, there were
several individualised Police IRFs previously in circulation.

| enclose copies of the previous Police IRFs:

New Zealand Police - General Information Request Form (Schedule 1a 10/14)
New Zealand Police - New Zealand Bankers’ Association (Schedule 6 07/1 3)
New Zealand Police - Two Degrees Mobile Limited (IRF 02/15)

New Zealand Police — Spark Trading Limited (IRF 08/14)

New Zealand Police — Vodafone New Zealand Limited (IRF 05/14)

New Zealand Police — Chorus Limited (IRF 05/14)

New Zealand Police — CallPlus Limited (IRF 05/14)

New Zealand Police — Meridian Energy (IRF 11/16)

New Zealand Police — Orcon Agency Liaison (IRF 04/15)
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Some details have been redacted pursuant to section 9(2)(a) of the Official Information Act to
protect the privacy of natural persons.

The new IRF processes were introduced on 3 January 2017. All of the above agencies have
been added to the new IRF database and information requested from agencies that are not yet
included in the database can still be sought under the generic new IRF. Police continue to
work on including new categories of agencies and other refinements as they become
apparent.

In respect to Question Two, | attach a copy of each of the following current IRFs:

e Information Request Form used without the consent of the individual under the Privacy
Act 1993

e Information Request Form used with the consent of the individual under the Privacy Act
1993

e Information Request Form used without the consent of the individual under the
Telecommunications Privacy Code 2003

e Information Request Form used with the consent of the individual under the
Telecommunications Privacy Code 2003

e Production Order Cover Sheet

The current IRFs are categorised by information requests made with, and without, the consent
of the individual involved. The IRFs are also classified by legislation, such as information
requests made to general agencies which are pursuant to the Privacy Act 1993, and
information requests made to telecommunication providers which are pursuant to the
Telecommunications Privacy Code 2003. The new Production Order Cover Sheet (PO CS)
accompanies every court production order sent to an external agency.

The new electronic form contains pre-populated details of all the major banks,
telecommunication networks and power companies. The instructions in completing the forms
are found under Question Three of this response (Bulletin Board Release — January 2017).

In respect to Question Three, | attach a copy of each of the following documents:

Bulletin Board Release - Police Forms IRF and PO CS, Jan 17 (1 page)

Bulletin Board Release - Guidelines for Users IRF and PO CS, Feb 17 (3 pages)
Bulletin Board Release - IRF and PO CS Updates, Mar 17 (2 pages)

Bulletin Board Release - IRF and PO CS Remove Approval Process, Apr 17 (1 page)

Some details have been redacted pursuant to section 9(2)(a) of the Official Information Act to
protect the privacy of natural persons.

A Bulletin Board release is an internal national information platform that all Police staff can
access. Each release provides staff with the background for modernising the forms and gives
instructions on the new processes and continued enhancements.

In respect to Question Four, currently, Police do not hold statistics concerning the use of these
forms.

You have the right, under section 28(3) of the Official Information Act 1982, to ask the
Ombudsman to review my decision if you are not satisfied with the way | have responded to
your request.
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If you have any queries about the information provided, please contact Detective Senior
Sergeant Patea by email at james.patea@police.govt.nz.

CLS

Deteg spector

Manag vestigations Support
National Criminal Investigations Group
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Schedule 1a 10/14

8@""' New Zealand New Zealand Police
Aﬂ P@é@[ Qg Information Request Form
To: Date of Request: 09/06/2017
Postal Police FILE No:

Address:

Physical

Address:

Bus hrs:

Fax:

Email:

Member of Police requesting the information

Rank and Name Detective Sergeant _James _ PATEA R Phone ()
Station Lower Hutt Mobile () ) _ _
Email .. _@police.govinz _ Fax { )

Operation Name (if applicable):

'The reciplgnt (person or organisation) of this request must not disciose the existence of this request or
Production Order (if applicable) to any person of interest named In or connected to this requsest or Production
Order, without the express approval of the requesting Police member. Any disclosure to other persons may
serlously interfere with the Police investigation and may constitute a criminal offence.

Information Requested Please answer the following questions in sufficlent detail to justify this request:
5 : ; 1. What crime(s) are you Investigating?
¢ Details of information sought e

by Police (attach separate 2. Why do you need this information?

schedule if necessary)

» Details of images sought by
Police (Time/date & location
place/camera)

Production Order enclosed
(If applicable)

YES / NO

Urgency

(outline reasons in request)

YES f NO

] certify that the Information sought is necessary (tick those that apply):

[0 To avold prejudice to the maintenance of the law by any public sector agency, including the prevention, detection,
investigation, prosecution, and punishment of offences: or

[l  For the enforcement of a faw imposing a pecuniary penalty; or

[] Forthe protection of the public revenue; or

[0 For the conduct of proceedings before any court of Tribunal (being proceedings that have been commenced or are
reasonably in contemplation).

To prevent or Jessen a serious threat fo:

1 Public health or public safety; or

[  The life or health of the individual concerned or another individual,

Signature of requester Supervisor




Schedule 6 07/13

* New Zealand Police
& Y, New Zealend
@ P@ L /@E New Zealand Bankers' Association
: R sins KpNDte Ntan Information Request Form

Customer consent form for information disclosure by a member of the New Zealand Bankers’
Association to the New Zealand Police

Date:

To whom it may concern,

I confirm that | am authorised to give the below instruction on behalf of the named account.

My name is

" Full name of person aul_'harfsing requa-s?-

My address is

Adoress for bank statements

The Bank account(s) referred to in this instruction are domiciled at the following Bank and Branch:

Bank - Branch

The account is a personal / company / trust / charity /other entity account, under name and account
number:

Full name of account Account Number: format 00-000-0000000-000

INSTRUCTION
I hereby give my consent for the Bank named above, to release to the New Zealand Police the following

information ftick as appropriate] in relation to above named account or accounts, to which | am a bona fide
signatory and solely authorised to give such an instruction.

[] Details of all transactions or, where decipherable, attempted transactions for the period
on to on date

] Copies of relative Signing Authority(ies) and/or Authorities to Operate

[ Financial information, including account/credit card statements and/or specified transaction data, for
the period o fo inclusive.

[J Other information as determined herewith:

AUTHORISATION
I understand and agree that the information contained in any of the documents or other advices generated

by this enquiry, may be used to assist the Police in conducting an investigation and in Court proceedings.

This authorisation is valid until _ (only complete if applicabls).
Signed: Name:
Witness: Name:
Dated: —— ~ File Number:

Police file number — if applicable

(Request made in accordance with the terms of the Letter of Agreement between Police and the New Zealand Bankers' Assn)
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NEW ZEALAND POLICE

@ Two Degrees Mobile Limited
M Information Request Form

Il
1l .
To: Two Degrees Mobile Limited From: Detective Sergeant  James
47 GeOTgC St Mm‘ba_ Of TABSANNENATARE IR ARSI NENARER R RmaY L L T T L P LI L L T Il
New Market Police requesting  (Rank and Name)
Auckland the information
Lower Hutt
g{?)(a) bbbt AL L LR L L L L T L L L L L LI LTy
(Station)
I 2 cpreesmobile.co.nz
(Districy)
(Phone) (Mobile) (Fax)
@policc.govt.nz
(Email address)

Operation Name (if applicable):

Information Requested: (List subscriber andfor call data sought by Police. For misuse of telephone requesis please detail call type and
complainant's details. If there is not enough room in this box Io set the requested information out clearly, attach a separate sheel.

Has this request already been completed as an urgent request: [ | Yes [ No

A Production Order is reguired for the following. except for Production Orderenclosed [ ] Yes [ No
emergency safety requests:

[J Confidential Landline Subscriber
[] Unlisted Mobile Subscriber

L__] Business Subscriber

Approver:

Detective Senior Sergeant

asssnanas - ‘s EEIANIARAREmsmamsns aena EessAssssETIREERERRAE.

T T T T P

(District) (Phone) (Mobile)

IsiElassENIRRRRsNRIREESRen

(Rank and Name - please print)

No. of pages faxed: Date:

T T P T T T P TP e AR ERAAREEESREEEARABRR SR b

1, » the approver, certify that I have reviewed this request, that it is made in terms of one of more

of the exceptions to Principles 10 and/or 11 of the Privacy Act, and that disclosure of the information is necessary (tick those that apply):

[[] to avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution,
and punishment of offences; or

D for the enforcement of a law imposing a pecuniary penalty; or

O for the protection of the public revenue; or
[] fer the conduct of proceedings before any Court of Tribunal (being proceedings that have been commenced or are reasonably in

contemplation).

To prevent or lessen a serious threat to:

D public health or public safety; or
[ the life or health of the individual concerned or another individual.

SIERed LY hE SV BEPOGVELS, .\ 1o vssnseorumomasmissss s ssins s s s SRS RARATS

This request is made in accordance with the Police / Two Degress protocols
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@ NEW ZEALAND POLICE
@ Spark New Zealand Trading Limited
M ‘ Information Request Form

To:  The Manager From: Detective Sergeant  James
Call I.nvestigation Centre Member of B
Police requesting ~ (Rank and Name)
Spark New Zealand Trading Limited the information

Wellingion Central Exchange Lower Hutt

Level 7, 60-70 Featherston Street
PO Box 550 (Station)

Wellington 6011

BT
(Districy)

I 05+ conz

semBsassssasIRsRERAREanES SemEssivsTIsEsERERERAREY BimssvssNseasassbmnnns

(Phone) (Mobile) (Fax)
@police.govt.nz
(Email address)

Operation Name (if applicable):

Information Requested: (List subscriber and/or call duta sought by Police. For misuse of telephone requests please detail call type and
complainant’s details. If there is not enough room in this box to sel the requested information out clearly, attach a separate sheet,

Has this request already heen completed as an urgent reguest: [ Yes ] Neo

A Production Order is required for the following, except for Production Orderenclosed [ ] Yes [] No
emergency safety requests:

D Confidential Landline Subscriber
[ Unlisted Mobile Subscriber

[C] Business Subscriber

Approver:
Detective Senior Scrgeant

L Ty T T T T F T T T PP sy EessssmamEEREREENESRRIL SmamsssEmsscEERENAmERD

(Rank and Name - please print) (District) {Phone) (Mobile)

No. of pages faxed: Date:

imrannaa ERES RS EARSEEENIE SR AR AR REEEREaEna B P .

¥ 2 s the approver, certify that I have reviewed this request, that it is made in terms of one of more

of the exceptions to Principles 10 and/or 11 of the Privacy Act, and that disclosure of the information is necessary (tick those that apply):

D 1o avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution,
and punishment of offences; or

I:l for the enforcement of a law imposing a pecuniary penalty; or

O for the protection of the public revenue; or

I:] for the conduct of proceedings before uny Court of Tribunal (being proceedings that have been commenced or are reasonably in
contemplation).

To prevent or lessen o serious threat to:
| public health or public safety; or
E] the life or health of the individual concerned or another individual.

Signed by the said approver:

e T Ty T e pepapan

This request is made in accordance with the Police / Spark protocols




@ NEW ZEALAND POLICE
@ Vodafone New Zealand Limited
w Information Request Form

—— — —‘

To: The Manager From: Detective Sergeant  James  PATEA
Vodarmc Ncw zﬂilnd Lil'nited Membel. of bbbl L e L L L L T L L L L Lt
Police requesting ~ (Rank and Name)
Vodafone Agency Liaison Team the information
20 Viaduct Harbour Avenue Lower Hutt
P’_imc BBS 92]6] R b LA A L e T T T T T T T TR T T
Auckland 1030 (Staticn)
New Zealand
9(2)(a) SeS R RS S T S SR
lvud.afnnc.cnm (District)

D P T P D T T PP asmrassssemssansunEEy

(Phone) (Mobile) (Fax)

@police.govt.nz

R T Y T L R e T R i T T T T I Ty,

{Email address)

Operation Name (if applicable):

Information Requested: (List subscriber and/or call daza sought by Police. For misuse of telephone requests please detail call type and
complainant’s details. If there is not enough room in this box to set the reguested information oul clearly, attach a separate sheel.

Has this request already been completed as an urgent request: [ ] Yes O ne

A Production Order is required jor the foliowing, except for Production Orderenclosed [ ] Yes [] No
emergency safely requests:

[J Confidential Landline Subscriber
[] Unlisted Mobile Subscriber

D Business Subscriber

Approver:

Detective Senior Sergeant

L T T P T T YT T T 1} B T T P TP T T T HESEBENssssnssaNTRnEena ssasana PEEsEERETBARNES

(Rank and Neme - please print) (District) (Phone) (Mobile)

No. of pages faxed: Date:

1, » the approver, certify that 1 have reviewed this request, that it is made in terms of one of more

of the exceptions to Principles 10 and/or 11 of the Privacy Act, and that disclosure of the information is necessary (tick those that apply):

[[] to aveid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution,
and punishment of effences; or

D for the enforcement of a law imposing a pecuniary penalty; or

O for the protection of the public revenue; or

D for the conduct of proceedings before any Court of Tribunal (being proceedings that have been commenced or are reasenably in
contemplation).

To prevent or lessen a serious threal fo:
D public health or public safety; or
D the life or health of the individual concerned or another individual

Signed by the said approver:,

L T T T T LT T T T

This request is made in accordance with the Police / Vodafane protocols




@ NEW ZEALAND POLICE
Chorus Limited

M Information Request Form

To:  The Manages From: Detective Sergeant  James
Performance Resolution Group Member of
302 Yaldhurst Road Police requesting ~ (Rank and Name)
Avonhead the information
Christchurch Lower Hutt
AL R L R L P N T TR R R LTI
PO Box 1473 (Station)
CHRISTCHURCH

. (Ptric)

B @ciccom.conz

imssasssnssmsanasansa ssass  amwwss sesmsnsmassnasan . asssmsesssEnnnnanmrasE

(Phone) (Mobiie) (Fax)

@police.govt.nz

T T P R

(Email address)

Operation Name (if applicable):

Information Requested: (Lis/ subscriber and/or calf data sought by Police. For misuse of telephone requests please detail call type and
complainant’s details. If there is not enough room in this box to set the requested information out clearly, attach a separate sheet,

Has this request already been completed as an urgent request: [ Ves [ N

A Production Order is reguired for the following, excep! for Production Order enclosed [ ves [ No
emergency safety requests:

[J Confidential Landiine Subscriber
[ unlisted Mobile Subscriber

[C] Business Subscriber

Approver:
Detective Senior Sergeant

T P T TP PP

{Rank and Name - please print) (District) (Phone) (Mobile)

B R REERERAREEAEEEARERARABRERRERT CERERERRIENATESsEsARERARS sRREdEsaNsEESEERBIRIES

No. of pages faxed: Date:

1, » the approver, certify that I have reviewed this request, that it is made in terms of one of more

of the exceptions to Principles 10 and/or 11 of the Privacy Act, and that disclosure of the information is necessary (tick those that apply):

[5 to avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution,
and punishment of offences; or

D for the enforcement of a law imposing a pecuniary penalty; or

O for the protection of the public revenue; or

[ fer the conduct of proceedings before any Court of Tribunal (being proceedings that have beent commenced or are reasonably in
contemplation).

To prevent or lessen a serious threat to:
0 public health or public safety; or
O ke life or health of the individual concerned or another individual.

Signed by the said approver: |

D P




b NEW ZEALAND POLICE
@ CallPlus Services Limited [t
Information Request Form
s ) |

——

I

To:  CallPlus Business Centre From: Detective Sergeant  Jemes
L‘VE] 4, ]10 S},mo.nds SCI'OC! Mmbﬂ. Gf R L L L T T T L LR LT Ty LLEET TR T TR TS T
Auckland, 1010 Police requesting ~ (Rank and Name)
New Zealand the information
9(2)(a) Lower Hutt
CallPlus Services Limited (Station)

PO BOX 108-109
Symeonds Street, 1150

Auckland T T T T T T P aspy L T T T T T T TP T T ]

New Zealand (Disrricy)

9(2)(a) @callplus.co.nz

IesEEssEResRENRSsatadnnnn sansssssas LT T TssszrassensuaBNTNanan

{Phone) (Mobile) (Fax)

lice.govi.nz

T P TP P T T T,

{Email address)

Operation Name (if applicable):

Information Requested: (List subscriber and/or cafl data sought by Police. For misuse of telephone requests please detail call type and
complainant's details. If there is not enough room in this box to set the requested information out elearty, attach a separate sheet.

Has this request already been completed as an urgent request: [J ves [ Ne

A Production Order is required for the following, except for Production Order enclosed [ ] Yes [] No

emergency safety requests:
Confidential Landline Subscriber

[ Unbisted Mobile Subscriber

[J Business Subscriber

Approver:

Detective Senior Sergeant

e T T T L L L) ISSERNIssMEEEERERas R RS RaRERRARREY BesessmssrnsnnaanaaRanES SEERLANMAYEERINIALRAaS

(Rank and Namc - please print) (District) (Phone) (Mobile)

No. of pages faxed: Datc:

imsnsmasesn sassasasssnmsmsaran mamsarameae . eI EEESEEREAAEEERARAN AR EERS

i » the approver, certify that ] have reviewed this request, that it is made in terms of one of more

of the exceptions to Principles 10 and/or 11 of the Privacy Act, and that disclosure of the information is necessary (tick those that apply):

D to avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution,
and punishment of offences; or

[ for the en forcement of a law imposing a pecuniary penalty; or

] for the protection of the public revenue; or

[ for the conduct of proceedings before any Court of Tribunal (being proceedings that have been commenced or ure reasonably in
contemplation).

To prevent or lessen a serious threat to:
D public health or public safety; or
[ the tife or heatth of the individual concerned or another individual,

Signed by the said approver:

T e P TP T T T rbsssnsrEEEReREmaNENS EBasssEBEREEEERRRREY

This request is made in accordance with the Police / CallPlus protocols




NEW ZEALAND POLICE
Meridian Energy

= ,__

Information Request Form

(=3

To  Privacy Officer From: Detective Sergeant James PATEA
i Member of
Meridian Energy Police requesting ™"+ ARERRS RnhdEbas st . seveibpT e R NER
287 - 203 Durham Street North the information ~ (Rank and Name)
Christchurch 8013
Lower Hutt
0(2)(a L —— R -5l AR SRR e e
(2)(@) = IRy (Station)

9(2)(a)

R L -

(District)

TEBEENESINNENARETRIRNNEIEY EEL L L T R R TPy ST SErErsmamsAVINREERS RS

(Phone) (Mobile) (Fax)

@police.govinz

L T L L L L Lt r T T T T T T T T T T T

(Email address)

Operation Name (if applicable): Police FILE No:

Information Requested: If there is not enough room in this box to set the requested information out clearly, attach a separate sheet.

Has this request already been completed as an urgent request: [ ] Yes [ ] No

Production Order enclosed 3 ves D No

Approver:
Detective Senior Sergeant
(Rank and Name - please print) (District) {Phone) (Mobhile)
No. of pages faxed: Date:
I , the approver, certify that 1 have reviewed this request, that it is made in terms of one of more

of the exceptions to Principles 10 and/or 11 of the Privacy Act, and that disclosure of the information is necessary (vick those that apply):

r_{] fo avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution,
and punishment of offences; or
for the enforcement of a law imposing a pecuniary penalty; or

[ for the protection of the public revenue; or
[T for the conduct of proceedings before any Court of Tribunal (being proceedings that have been commenced or are reasonably in

contemplation).

To prevent or lessen a serious threat to:

J public health or public safety; or
D the life or health of the individual concerned or another individual.

Signed by the said approver:

e nw.-i--h----.----------"-nnu"-uuuunn-lnn-ohnunnnn

This request is made in accordance with the Police / Meridian protocols



e — e —
—— —————

NEW ZEALAND POLICE L

@ kﬂ Orcon Agency Liaison
M Information Request Form

H

= - J
To:  Head of Operations From: Detective Sergeant  James
Ormn u“‘u‘tuj Mmbﬂﬂf A L L T T T L A L LT Lt T LT T
Police requesting ~ (Rank and Name)
Orcon Head Office the information
Level 2 Lower Hutt
] The Smd AL LR Rl L L L T LT T TRttt T I T e
Takapuna (Station)
Auckland 0622
New Zcealand

R P T T T T LI L R L LTI T

9(2)(a) (District)
[ n——.

(Phone) (Mobile) (Fax)

@police.govi.nz

..... e N AN R R AN R NN S AR SR re A TR RN R R

(Email address)

Operation Name (if applicable):

Information Requested: (List subscriber and/or call data sought by Police. For misuse of telephone reguests please detail call type and
complainant's details. If there is not enough room in this box to set the requested information out clearly, attach a separate sheet.

Has this request already been completed as an urgent request: ] Yes [ Ne

A Production Order is required for the following, except for Production Order enclosed [:l Yes D No
emergency safety requests:

[l Confidential Landline Subscriber
[[] unlisted Mobile Subscriber

[ Business Subscriber

Approver:
Detective Senior Sergeant

B T T T T P TP T LT LT T LT T Pransssussnnm L e T T T T T P T T e T T SEREFSLIAABIEESEREREEEER iMlaMmmmmswnsssanEsTES

(Rank and Name - please print) (District) (Phone) {Mobile)

No. of pages faxed: Date:
1, » the approver, certify that I have reviewed this request, that it is made in ferms of one of more
of the exceptions to Principles 10 and/or 11 of the Privacy Act, and that disclosure of the information is necessary (tick those that apply):
[ 20 avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution,
and punishment of offences; or
d for the enforcement of a law imposing a pecuniary penalty; or
for the protection of the public revenue; or
] for the conduct of proceedings before any Court of Tribunal (being proceedings that have been commenced or are reasonably in
contemplation).

To prevent or lessen a serious threat to:
O public heaith or public safety; or
[ the iife or health of the individual concerned or another individual.

Signed by the said approver:

Tasessaasanus D shasEvewe







*{*“.’v New Zealand
%g?é / POILNCIE 190417

a Pirifimana 2 Aetoarca

Information Request

Explanatory notes:

1. This form is used by Police to make a request for personal information held by an external agency. It may be made with or without the consent of the
individual(s) concerned.

2. Police cannot obtain the information directly from the individual(s) concerned (or, where the request is made without consent, obtain their
authorisation for its disclosure), because:
e itis not reasonably practicable to do so; or
* collection frem the individual concerned would prejudice the purpose of the collection of such information; or
e collection of the information from the individual concerned would prejudice the maintenance of the law.

3. Disclosure of the information requested is voluntary. The information supplied by Police in this form is intended to assist the agency receiving it to
understand the purpose of the request and decide whether they are justified in disclosing personal information under the Privacy Act 1993,

4. ltis either not possible to obtain a production order

* ie. Police cannot meet the conditions for obtaining a production order (reasonable grounds to suspect an offence has been committed and the
documents sought constitute evidential material)

or it is not necessary or appropriate to obtain a production order
¢ i.e.the nature or scope of the information requested is such that obtaining a production order would be disproportionate or inefficient.

5. Aproduction order may be sought if further information is required.

TO
Agency Name:
Agency Email:
Agency Address

FROM
Rank and Name:
Email:
Phone Number:
District:

APPROVER
Rank and Name:
Email:

Phone Number:

ADDITIONAL DETAILS
Police File Number: Operation Name:
Priority:
Urgency Reason:

AUTHORISATION
The request is made with the authorisation (] YES (Authorisation/consent form attached)
of the individual(s) concerned [Jno

FURTHER DISCLOSURE
Disclosure at this time of the existence of
this request, or any information it contains, [] YEs (Do not disclose - except to person providing consent, if any)

would prejudice the purpose of the request [ JNO
(except to any individual providing consent)



@)/ zeiice
Information Request

INFORMATION (what information is needed)

Information Requested:

PURPOSE (why the information is needed)

Incident/Offence(s) Being
Investigated:

Purpose:

LEGAL BASIS (why Police think disclosing the information is justified)

190417

e While you are not obliged to disclose the information requested, Police considers that the above authorisation
and/or purpose may provide reasonable grounds for your staff to believe that disclosure to assist Police in

carrying out its functions is authorised and/or necessary under the Privacy Act 1993 - as follows:

Principle 11(e)

° To avoid prejudice to the maintenance of the law by any public sector agency, including the prevention,

detection, investigation, prosecution, and punishment of offences
e For the enforcement of a law imposing a pecuniary penalty
e For the protection of the public revenue

e For the conduct of proceedings before any court of Tribunal (being proceedings that have been commenced or

are reasonably in contemplation)

Principle 11(f)

To prevent or lessen a serious threat to:
e Public health or public safety

e The life or health of the individual concerned or another individual

having regard to all the matters listed in the definition of ‘serious threat’ in section 2(1) of the Privacy Act 1993,

being:
(a) the likelihood of the threat being realised, and
(b) the severity of the consequences if the threat is realised, and
(c) the time at which the threat may be realised.



*!"' New Zealand
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Nga Picinimana 3 Aetosroa

Information Request

Explanatory notes:
1. Thisform is used by Police to make a request for persenal information held by an external agency. It may be made with or without the consent of the
individual(s) concerned.

2. Police cannot obtain the information directly from the individual(s) concerned (or, where the request is made without consent, obtain their
authorisation for its disclosure), because:
e jtisnot reasonably practicable to do so; or
* collection from the individual concerned would prejudice the purpose of the collection of such information; or
e collection of the information from the individual concerned would prejudice the maintenance of the law.

3. Disclosure of the information requested is voluntary. The information supplied by Police in this form is intended to assist the agency receiving it to
understand the purpose of the request and decide whether they are justified in disclosing personal information under the Privacy Act 1993.

4.  Itis either not possible to obtain a production order
* i.e.Police cannot meet the conditions for obtaining a production order {reasonable grounds to suspect an offence has been committed and the
documents sought constitute evidential material)

or it is not necessary or appropriate to obtain a production order
= l.e. the nature or scope of the information requested is such that obtaining a production order would be disproportionate or inefficient.

5. Aproduction order may be sought if further information is required.

TO
Agency Name:
Agency Email:
Agency Address

FROM
Rank and Name:
Email:
Phone Number:
District:

APPROVER
Rank and Name:
Email:

Phone Number:

ADDITIONAL DETAILS
Police File Number: Operation Name:
Priority:
Urgency Reason:

AUTHORISATION
The request is made with the authorisation D YES (Authorisation/consent form attached)
of the individual(s) concerned [Jno

FURTHER DISCLOSURE
Disclosure at this time of the existence of
this request, or any information it contains, [] YES (Do not disclose - except to person providing consent, if any)
would prejudice the purpose of the request [:] NO
(except to any individual providing consent)
Police has not sought the authorisation of the individual(s) concerned (except any person providing consent) in making
this request. Police advises the agency receiving this request that its existence or any of its contents should not be
disclosed to the subject(s) of the request, or any person not involved in responding to it, without consulting with Police.
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Information Request

Disclosure can create risks to active criminal investigations, potential court proceedings or court orders such as name
suppression, or to another person's safety.

INFORMATION (what information is needed)

Information Requested:

PURPOSE (why the information is needed)

Incident/Offence(s) Being
Investigated:

Purpose:

LEGAL BASIS (why Police think disclosing the information is justified)

e While you are not obliged to disclose the information requested, Police considers that the above authorisation
and/or purpose may provide reasonable grounds for your staff to believe that disclosure to assist Police in
carrying out its functions is authorised and/or necessary under the Privacy Act 1993 - as follows:

Principle 11(d)

e That the disclosure is authorised by the individual concerned

Principle 11(e)

¢ To avoid prejudice to the maintenance of the law by any public sector agency, including the prevention,
detection, investigation, prosecution, and punishment of offences

® For the enforcement of a law imposing a pecuniary penalty
o For the protection of the public revenue

e For the conduct of proceedings before any court of Tribunal (being proceedings that have been commenced or
are reasonably in contemplation)

Principle 11(f
To prevent or lessen a serious threat to:
e Public health or public safety
e The life or health of the individual concerned or another individual
having regard to all the matters listed in the definition of ‘serious threat’ in section 2(1) of the Privacy Act 1993,
being:
(a) the likelihood of the threat being realised, and
(b) the severity of the consequences if the threat is realised, and
(c) the time at which the threat may be realised.
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Information Request

Explanatory notes:
1. This form is used by Police to make a request for personal information held by an external agency. It may be made with or without the consent of the
individual(s) concerned.

2. Police cannot obtain the information directly from the individual(s) concerned (or, where the request is made without consent, obtain their
authorisation for its disclosure), because:
e itis not reasonably practicable to do so; or
* collection from the individual concerned would prejudice the purpose of the collection of such information; or
e collection of the information from the individual concerned would prejudice the maintenance of the law.

3.  Disclosure of the information requested is voluntary. The information supplied by Police in this form is intended to assist the agency receiving it to
understand the purpose of the request and decide whether they are justified in disclosing personal information under the Telecommunications

Privacy Code 2003.
4.  Itis either not possible to obtain a production order
e i.e. Police cannot meet the conditions for obtaining a production order (reasonable grounds to suspect an offence has been committed and the
documents sought constitute evidential material)
or it is not necessary or appropriate to obtain a production order
* i.e. the nature or scope of the information requested is such that obtaining a production order would be disproportionate or inefficient.

5. Aproduction order may be sought if further information is required.

TO
Agency Name:
Agency Email:
Agency Address

FROM
Rank and Name:
Email:
Phone Number:
District:

APPROVER
Rank and Name:
Email:

Phone Number:

ADDITIONAL DETAILS
Police File Number: Operation Name:
Priority:

Urgency Reason:

AUTHORISATION
The request is made with the authorisation ] YES (Authorisation/consent form attached)
of the individual(s) concerned [JNo

FURTHER DISCLOSURE
Disclosure at this time of the existence of
this request, or any information it contains, [] YES (Do not disclose - except to person providing consent, if any)
would prejudice the purpose of the request [INO
(except to any individual providing consent)
Police has not sought the authorisation of the individual(s) concerned (except any person providing consent) in making
this request. Police advises the agency receiving this request that its existence or any of its contents should not be
disclosed to the subject(s) of the request, or any person not involved in responding to it, without consulting with Police.




Aa O Aorcarca

“@
%’“E")g/‘@@@/ @E 190417
Information Request

Disclosure can create risks to active criminal investigations, potential court proceedings or court orders such as name
suppression, or to another person's safety.

INFORMATION (what information is needed)

Information Requested:

PURPOSE (why the information is needed)

Incident/Offence(s) Being
Investigated:

Purpose:

LEGAL BASIS (why Police think disclosing the information is justified)

e  While you are not obliged to disclose the information requested, Police considers that the above authorisation
and/or purpose may provide reasonable grounds for your staff to believe that disclosure to assist Police in
carrying out its functions is authorised and/or necessary under the Telecommunications Privacy Code 2003 - as
follows:

Rule 11(1)(f)

e To avoid prejudice to the maintenance of the law by any public sector agency, including the prevention,
detection, investigation, prosecution, and punishment of offences

e For the enforcement of a law imposing a pecuniary penalty
e For the protection of the public revenue

¢ For the conduct of proceedings before any court of Tribunal (being proceedings that have been commenced or
are reasonably in contemplation)

Rule 11(1)(g)

To prevent or lessen a serious threat to:
e Public health or public safety
o The life or health of the individual concerned or another individual
having regard to all the matters listed in the definition of ‘serious threat’ in section 2(1) of the Telecommunications
Privacy Code 2003, being:
(a) the likelihood of the threat being realised, and
(b) the severity of the consequences if the threat is realised, and
(c) the time at which the threat may be realised.

Rule 11(1)(h)

e To enable emergency services to respond to a potential threat to the life or health of the individual concerned
or another individual
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Information Request

Explanatory notes:
1. This form is used by Police to make a request for personal information held by an external agency. It may be made with or without the consent of the
individual(s) concerned.

2. Police cannot obtain the information directly from the individual(s) concerned (or, where the request is made without consent, obtain their
authorisation for its disclosure), because:
e it is not reasonably practicable to do s0; or
* collection from the individual concerned would prejudice the purpose of the collection of such information; or
= collection of the information from the individual concerned would prejudice the maintenance of the law.

3. Disclosure of the information requested is voluntary. The information supplied by Police in this form is intended to assist the agency receiving it to
understand the purpose of the request and decide whether they are justified in disclosing personal information under the Telecommunications
Privacy Code 2003.

4. ltiseither not possible to obtain a production order
¢ i.e. Police cannot meet the conditions for obtaining a production order (reasonable grounds to suspect an offence has been committed and the
documents sought constitute evidential material)

or it is not necessary or appropriate to obtain a production order
* i.e. the nature or scope of the information requested is such that obtaining a production order would be disproportionate or inefficient.

5. Aproduction order may be sought if further information is required.

TO
Agency Name:
Agency Email:
Agency Address

FROM
Rank and Name:
Email:
Phone Number:
District:

APPROVER
Rank and Name:
Email:

Phone Number:

ADDITIONAL DETAILS
Police File Number: Operation Name:
Priority:
Urgency Reason:

AUTHORISATION
The request is made with the authorisation [ yes {Authorisation/consent form attached)
of the individual(s) concerned [Jno
FURTHER DISCLOSURE
Disclosure at this time of the existence of
this request, or any information it contains, (] YES (Do not disclose - except to person providing consent, if any)

would prejudice the purpose of the request ]:] NO

(except to any individual providing consent)

Police has not sought the authorisation of the individual(s) concerned (except any person providing consent) in making
this request. Police advises the agency receiving this request that its existence or any of its contents should not be
disclosed to the subject(s) of the request, or any person not involved in responding to it, without consulting with Police.
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Information Request

Disclosure can create risks to active criminal investigations, potential court proceedings or court orders such as name
suppression, or to another person's safety.

INFORMATION (what information is needed)

Information Requested:

PURPOSE (why the information is needed)

Incident/Offence(s) Being
Investigated:

Purpose:

LEGAL BASIS (why Police think disclosing the information is justified)

e While you are not obliged to disclose the information requested, Police considers that the above authorisation
and/or purpose may provide reasonable grounds for your staff to believe that disclosure to assist Police in
carrying out its functions is authorised and/or necessary under the Telecommunications Privacy Code 2003 - as

follows:

Rule 11(1){d)

e That the disclosure is authorised by the individual concerned

Rule 11(1)(f

* To avoid prejudice to the maintenance of the law by any public sector agency, including the prevention,
detection, investigation, prosecution, and punishment of offences

e For the enforcement of a law imposing a pecuniary penalty
e For the protection of the public revenue

e For the conduct of proceedings before any court of Tribunal (being proceedings that have been commenced or
are reasonably in contemplation)

Rule 11(1)(g)

To prevent or lessen a serious threat to:
e Public health or public safety
e The life or health of the individual concerned or another individual
having regard to all the matters listed in the definition of ‘serious threat’ in section 2(1) of the Telecommunications
Privacy Code 2003, being:
(a) the likelihood of the threat being realised, and
(b) the severity of the consequences if the threat is realised, and
(c) the time at which the threat may be realised.

Rule 11(1)(h)
e To enable emergency services to respond to a potential threat to the life or health of the individual concerned
or another individual
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Production Order Cover Sheet

This is a cover sheet for a Production Order. The details provided below are to assist you in complying with the Production Order and provides the contact
details of the police case officer should you have any questions.

TO
Agency Name:
Agency Email:
Agency Address

FROM
Rank and Name:
Email:
Phone Number:
District:

ADDITIONAL DETAILS
Police File Number: Operation Name:
Priority:
Urgency Reason:

FURTHER DISCLOSURE

Would disclosure at this time of the
existence of this order, or any information it (] YES (Do not disclose)

contains, to the individual(s) concerned [no
prejudice its purpose?

Evidential Material/Documents to be provided (Police officer to copy and paste from the Production Order the
list of evidential material required to assist the agency to comply). See attached Production Order.

LEGAL BASIS (why Police think disclosing the information is justified)
e  Court Order






Bulletin Board Release:

Police Forms — Information Request and Production Order Cover Sheet
31.01.2017

A new Information Request Form (IRF) is now available in Police Forms (via Microsoft Word) to use for
requesting personal information without consent from any external agency. It is a single form that is
completed electronically and is generated as either:

e aninformation request; or
e 3 cover sheet for a Production Order.

At present, Police have various IRFs designed for various agencies, as well as a generic version. This is
not including forms that may be in circulation which have been designed by various areas and districts.

To achieve national consistency and the confidence of our partner agencies, as well as compliance
with the Privacy Act, Police has created a standardised IRF. It is designed to ensure that external
agencies are aware of Police’s reasons for requesting information and the legal basis they may rely on
to disclose the information. It clarifies that the decision to disclose information in response to Police’s
request is voluntary for the external agency. Where the form is generated as a Production Order cover
sheet, it clarifies that the decision to disclose the information ordered is not voluntary.

Most of the fields for completion are mandatory. Some have pre-populated drop-down boxes in
relation to some classes of agencies, while other fields require free text. Supervisor approval is a
requirement. There are explanatory notes and, if appropriate, a caution to the agency against further
disclosure (to protect active criminal investigations, potential court proceedings or court orders such

as name suppression).

The new form contains pre-populated details of all the major banks, telecommunication networks and
power companies. Other external agencies will be added in the coming weeks following consultation
on existing Memorandums of Understanding (MOU) and Letters of Agreements (LOA). In the interim,
the current IRF used for the Inland Revenue Department (IRD) and Trade Me Limited can be found
under J:\data\Templates\Corporate\Information Requests. The ‘Other’ agency option in the drop-
down box should be used for all other agencies.

If you know of external partners or agencies that Police frequently request information from but are
not listed, please contact Detective Senior Sergeant James Patea at the National Crime Investigation
Group (NCIG) in Police National Headquarters.

Please use only the new electronic form, effective immediately. Any old printed forms are to be
destroyed.




Guidelines for Users - Information Request Form and Production Order Cover Sheet

The new form titled ‘Information Request Form / Production Order Cover Sheet’ was released in Police
Forms on 31 January 2017. The general feedback from the main banks, power suppliers and
telecommunications companies has been very positive.

The single form is to be used to create two alternative products:

* Information request for personal information without consent from any external agency; or
® Production Order Cover Sheet to accompany a Production Order.

[Please note: if you are making a request with the consent of the individual concerned, please use this
new generic form and attach a consent form as well — e.g. the Bankers Association form in Police
Forms, or any other proof of consent. The generic form will be reworked to allow for requests with

consent (authorisation).]

Background

The new form’s main objectives are:

Emphasising that providing the information requested is voluntary.

Separating out an Information Request from a Production Order, because the request seeks
consideration of a voluntary response whilst the court order requires a mandatory response.
This has been made clear to avoid previously reported confusion that an Information Request
Form (IRF) could be taken as implying a legal power to obtain information.

Ensuring there is sufficient, but not too much, information to satisfy the recipient that they can
properly consider the release of the information, requested in terms of privacy legislation,
(avoid disclosing criminal investigations and/or convictions in the text).

Standardising the IRF for all organisations into one form to ensure the wording is correct and
consistent, and to avoid the existence or use of multiple forms (some police officers had made
their own versions which must be deleted).

Modernising the form for electronic completion so that it is fit for purpose and easy to use.
Ensuring the form meets the requirements of the Privacy Act 1993 and the Telecommunications
Privacy Code 2003.

The form was designed with significant input from Police Legal Section in consultation with the New
Zealand Bankers Association (NZBA) and the IPCA.

The Form

The new form can be found in Police Forms (via Microsoft Word) POLICE FORMS (I — Z) under the
following folders:

e Information Requests titled Information Request Form / Production Cover Sheet: and
o Search and Surveillance [Production Orders] titled Production Order Cover Sheet /
Information Request Form.

The form in each folder is identical to the other (prior to being electronically completed) and has been
placed in two folders for ease of location.

Initially, the form appears as one form. Please ignore what appear as inconsistencies on the form
when you first open it — once you have completed the fields, the form will be correctly generated
either as an Information Request or Production Order Cover Sheet, depending on your selection.




When you open the form, wait for the information box to appear and complete the fields. Some fields
have pre-populated drop-down boxes, while other fields require free text. The first information box
contains the selection option for Information Request or Production Order Cover Sheet.

There are guidelines under Explanatory Notes, outlining the type or scope of information that should
be provided to the external agency. If appropriate, you can select a caution to advise agencies against
further disclosure ({to protect active criminal investigations, potential court proceedings or court
orders such as name suppression).

Once all the fields in the information boxes are completed, the form is produced automatically.

Approval Process

You must select an authorised approver (who should be made aware that a request is under way for
their approval).

From there, take the following steps:

1. The user completes and saves the form.

2. The user emails the form to the approver — copy and paste the agency email address in the
email (in the subject line or in the text) so the approver does not have to search for it and to
ensure the form reaches the intended recipient.

3. If approved, the approver forwards the email to the external agency, copying in the user with
the decision ‘approved’ included in the text or subject line.

4. The agency replies with the information by email (or other arranged process) to the user and,
if requested, to the approver.

This process ensures the agency receives the email from an authorised approver rather than a user.
All of the above actions are completed electronically and no signature is required.

Approvers will also have the ability to approve requests whilst they are out of the office through their
iPhone or tablet. Please note that, once the form is completed and saved, it cannot be altered
(however, if it is incorrect, it can be disposed of and a new one created).

Finally, in reference to the Production Order Cover Sheet, please ensure the Production Order is
attached before forwarding.

General

There will be a period of time needed to embed this process to a level where both Police and our
external partner agencies become familiar and comfortable with the new forms and processes. We
appreciate the feedback submitted already and the form will be an evolving document {to an extent).
For example, enabling multiple email addresses on one document is being looked into.

Agencies that have established MOUs with Police will be added as soon as the new agreements are
reviewed.

As of 4 February 2017, the approver list in the intranet was updated to the new form. As this list
constantly changes, if approvers are not on this list and require to be added, please contact DSS Patea,
whose details appear below.

Please also advise DSS Patea If you know of other external partner agencies that Police frequently
request information from, or other established external agency email addresses that are not listed in
the drop down boxes.



Thank you for your patience in this matter. | would be happy to receive your feedback, bearing in
mind that the new forms were designed for multiple work-groups.

Detective Senior Sergeant James Patea on JPH624@ Police.govt.nz or if urgent SEIETN at the
National Crime Investigation Group (NCIG) in Police National Headquarters.




Information Request Form and Production Order Cover Sheet — Updates

The new form titled ‘Information Request Form (IRF) / Production Order Cover Sheet’, located in Police
Forms was released on 31 January 2017.

This message outlines the basic instructions to two recent developments made to the forms.

Multiple Agency Entries and Physical Addresses

The new form now includes the capability to enter multiple agencies that automatically saves each
request individually after entering the information once in the information dialogue (please note, this
can only occur within each agency type due to legislation differences for some agencies). The second
update is the inclusion of the agency’s physical addresses in the form.

For single and multiple entries, once you have accessed the new form in Police Forms:

1. Select the Agency Type, then click on Add/Remove Agencies.
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2. Select the agency or agencies from the drop-down list and click on ‘Add Agency To List’
(note the physical addresses have now been added and agencies can be added or
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3. Once you have selected the agency or agencies, enter the required details and purpose
for the request.




4. Once you have entered all of the information and are satisfied with your request, select
‘save’ at the end of the process.

5. The new form will directly connect you to your folders and will allow you to save the
form(s) individually into an assigned folder with their respective automated agency
headings e.g. Information Request - Spark New Zealand Trading Limited (note, the
headings can be changed).

The new process automatically populates the same information in each document with the details of
each agency located at the top of the form. Once completed the forms will be ready for on-sending

to an approver.

Use of old forms

As a reminder, the new forms is to be used for all external agencies including Banks,
Telecommunications and Power Companies. The exceptions at this time are Inland Revenue
Department, Trade Me, Facebook, Microsoft and District Health Boards (DHB) which hold a special
relationship with Police. These agency IRFs (excluding the DHBs) are still located in Police Forms and
work is underway to align these agencies to the new forms.

External agencies have raised the issue that some Police officers are using the old forms or a variation
of the old forms. This practise is to cease as those forms will not be valid. Please note that all old forms
will be rejected by the agencies, and any old printed forms are to be destroyed.

The new form was created in consultation with multiple agencies, including the major banks,
telecommunications companies and the regulatory bodies (Privacy Commissioner and Independent
Police Conduct Authority). It was designed to ensure that external agencies are aware of Police’s
reasons for requesting information and the legal basis they may rely on to consider voluntary
disclosure of the information.

The current feedback from our external agency remains very positive and encouraging.

The form continues to be enhanced and refined. Since its release we have also added the option to
make an information request ‘with consent’ by a customer of an external agency and as a result further
legislative principles and rules have been included in the form.

As a result of further feedback from staff, work is in progress to develop other enhancements.

Thank you for all the feedback and we will continue to look at ways to improve the new form and
processes.

If you have any enquires relating to the new forms please contact Detective Senior Sergeant James
Patea on JPH624@Police.govt.nz at the National Crime Investigation Group (NCIG) in Police National

Headquarters.




Information Request Form and Production Order Cover Sheet — Removal of the approval process
for the Production Order Cover Sheet only

The new form titled ‘Information Request Form (IRF) / Production Order Cover Sheet’, located in Police
Forms was released on 31 January 2017.

This message outlines the latest development made to the forms.

Since the release of the forms we have continued to enhance and refine the layout of the forms and
the processes to accommodate our partner agencies and our staff. This email is to advise of a
significant change to the production order process only that will commence on the 25% of April 2017.
The change will be the removal of the approval box on the form and therefore this will also remove
the need for an additional approval layer for the Production Order Cover Sheet only.

Currently, the following process is in place for production orders:

1. Arequestor makes an application for a production order to their Supervisor/District Approver
who reviews and approves the application.

2. The requestor approaches the courts to authorise and sign the production order.

The courts authorises and signs the production order.

4. The requestor completes a production order cover sheet, attaches the signed production
order with the cover sheet and emails all the documents to a Supervisor/District Approver to
approve (again).

5. The Supervisor/District Approver on-sends the production order cover sheet with the
attached production order to the agency.

w

As from the 25" of April 2017 the above steps 4 and 5 will change as there will no longer be a
requirement for an approver after a production order has been authorised by the courts. Therefore
the agencies will receive a production order cover sheet (without the approval box) with the attached
production order directly from the requestor and all the information can be returned to the requestor.

The agencies have been advised of this change.

Please note that this change only applies to the production order cover sheet and all Information
Requests Forms (IRF) still requires an authorised approver.

If you have any enquires relating to the new forms please contact Detective Senior Sergeant James
Patea on JPH624@Police.govt.nz at the National Criminal Investigations Group {NCIG) in Police
National Headquarters.




