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Bowen State Building, Bowen Street, Wellington 6011, PO Box 1556, Wellington 6140 = Telephone: 0-4-916 3300 ¢ Facsimile: 0-4-918 0099

1.6 NOV 2017

Mr Josh Levent
fvi-reguest-815-927bde24@requests.fyi.oranz

Dear Mr Levent

Thank you for your email received on 23 October 2012 requesting, under the Official
Information Act 1982, the following information:

“1. All reporis to the Ministry and to the Minisiry's agencies (and any staff
member therein) regarding or containing an assessment of the IT security at the
Ministry and/or any of its agencies in the last & years. This includes but is not
limited to.

- A report made by Dimension Data in Aprif last year

- Any internal reports made by staif

- Any reports made by IT contractors while implementing any IT solution
operating on an MSD network

Please release the full text of these reports, who they were submitted by, the
date they were submitted, who they were submitted to (a full list of people who
received a copy of the report), and what actions refated to information security
were taken as a result (if any).

2. 1 request that you release all information security plans in pface over the last 5
years at the Ministry and all of its agencies, including the full text of such plans,
the date al which such plans were adopted, the date at which they were
superseded by a newer plan, and the exient to which they comply with the
International Standards Organisation Information Security Management Standard
(AS/NZS ISO/IEC 27001:2006).”

As you may be aware, on 2 November 2012 the Ministry of Social Development
released the independent report by Deloitte into the security breach of Work and Income
kiosks. This report is publicly available at www.msd.govt.nz.

The Ministry of Social Development Kiosk Review by security-assessment.com, a
subsidiary of Dimension Data, dated 26 April 2011, was considered by Deloitte during
the review. Please find enclosed a copy of this report.

Some information has been withheld under 6(c) of the Official Information Act where
making that information available would be likely to prejudice the maintenance of the
law, including the prevention, investigation, and detection of offences.

This includes any information that details particular methods that could be used to
interrogate the Ministry systems, identify system defects, and if released could help
others to design ways of inappropriately or illegally accessing the Ministry’s systems.
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Section 9(2)(k) of the Act is also being applied to prevent the disclosure or use of official
information for improper gain or improper advantage. | consider that the public interest is
met through the information that is being released to you and the Deloitte report that is
available online.

Information has also been removed from the report under section 9(2)(a) of the Act
protect the privacy of individuals. | consider that in this instance, the public interest is
met through the information that is being provided in the report and withholding the
names of these individuals does not detract from this.

F am refusing your request for all information regarding security testing, any reports
made by IT contractors while implementing any IT solution operating on the Ministry's
network, and all information security plans in place over the last five years under
sections 6(c) and 9(2)(k) of the Act. Again, | consider that the public interest is met
through the information that is being released to you and the Deloitte report that is
avaitable online.

I hope you find the report helpful. You have the right to seek an investigation and review
of my response by the Ombudsman, whose address for contact purposes is:

The Ombudsman

Office of the Ombudsman
PO Box 10-152
WELLINGTON 6143

Yours sincerely

A/ Marc Warner
Deputy Chief Executive, People, Capability and Resources
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Ministry of Sorial Development Kiosk Review

Standard Notices

Commercial in Confidence

The material contained in this document is confidantial and proprictary to Securfiy-Assessment.corm and is
intended recipient. The material will be held in the sirictest confidence by the reciplent(s) and will not be used,
in whole or in patt, for any purpose other than the purpose for which it is provided withoutf prior written consent
by Security-Assessment.com. In no event shall Security-Assessment.com be fable i one for dlre

special, incidental, collateral or consaquential damages arising out of the use of this m thr G the max
extent permitied under law. %

Contact for copies;

To obtain a copy of this decument and to be added to tha distribution iis
contact the document author. 0

thaay z‘ec@supd s to it

Document Re\nsion Hlstory
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0.2 26/04/2011 | Document Re&?\\b ] sectione(2)je) 3
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Ministry of Seclal Development klosk Review

1. Summary
1.1. Executive Overview

This report is & compiete for comment report comprised of the outcomes of testing undertaken on
the Ministry of Sociai Development Kiosk deployment. The purpose of testing was o review the

Kiosk platform for potential security vulnerabiiittes and provide advice. ~

This reviewsd was carrled out during April 2011, Testing was performed froq”i&fzébm;spectiv a
realicious Kipsk user who was attempting to compromise or otherwise i{amj the/xosk taf ina
Specific focus was paid toward being able to escape the Kiosk p Ma&@access delying /
k%

08 or network rasources,

Security testing of the Kiosk platform discovered multiple s fity fimsings whisihpose ajevel of
concern, Discovered findings are not represantative of @;&y\accessmi ﬁrminal and

are considersd contrary to best praciice. The deys op Kiosk sold :s not coniain

adequate security controls in order to meet secufity-Stepdards, an Qd_‘f ibnal changes ars

required. e »\ §§

The most pressing security issue discoveﬁ}@éck of separation of segregation
o .

within the environment. The Kicsk texﬁﬁigg connscted o the MSD

corporate neiwork and share the MS}Q% his lack of separation means
Ve 58 as corporate M3D employees.

‘\oéﬁe domai%
that the Kiosk terminal has the sams\ra;s\;} author; \@

This introduces an inherent levg] of s it for a member of the public to gain
access to MSD network e@'dt:{é?s and s r\i{@-“\P ysical network separation is strongly
recommended, and the Curr ‘i\se;mt%on I be deployed into a production snvironment
before network separati /\en\f

aved,

This report contain endati InZraase the current level of security deploved by the

Kiosk termingt-ReT endaﬁq_% be integrated inio the currently deployed Operafing

System imags Need by the KibsksSystem hardening recommendations made within his report wil

heip todfid s\e\ e level of ity deployed by the Kiosk and will help to defend sgainst attack.

Physica ,e’s)s to gy deskiop computer will undoubtediy resull in the compromise of the
g%‘%‘,en &f &@ investment in host hardening. This is due o the nature and design
i

m operatikg ms and the levat of trust given to local vsers. Fundamental changes

24 to be !%o{thwe MSD Kiosk environment to mitigate the current security cencerns. The
fosk s b igned to be within a sandboxad anvirenrment which does not have any acoess
to MEBD\ fretwork resources. Ideally this should be achieved through the Implementation of a
work environment which does not share any physical herdware as the MSD
raie network.  In the evant that the Kiosk is compromised, there should be no additional

gtion, access or privileges fo be gained. A secure sandboxad environment wouid mitigate
@ he level of risk present and imit a malicious user fo only be able to compromise Kiosk host itsalf,

it 1s our consideration that the testing has been completed in a thorough, professional, and
comprehensive fashion. The establishment of remediation activities and further security layers will
enable the client to have a higher level of confidence in the environment proceeding forward.
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Ministry of Soctal Development Kiosk Review

1.2. Project Scope

The following was within the scope of this security audit:

= Kiosk Review: A review of the MSD Kiosk terminaf in accordance to best practice and
security guidelines regarding public access terminals.

1.3, Project Summary

Testing was conductad from the Ministry of Social Development OffICE$ ’ ion. T

was performed during work hours without any special conditions. Th 8 congifcie
against the Windows XP Kiosk image currently depioyead,

1.4, Summary of Findings é\
N

verl) W@J@ afiow & remote
SN
B sar i Q%'?P)‘%SG muliiple

Grificat

compenexisof & project or solution,

i rity findings refate to a
Urgent \o wrpmise of & component of a project

fuition,

Medium A medivm severity finding refates to a
disclosure of non-sensiive information to
axtemnal third partles.

finor " . .
Minor severity findings confracict
security bes! practice and have minimal
Low impact on the project or solution

Low severity findings relafe to

> = i 2 .W’ v‘ . .
NI N housekeeping issuss or configuration
SN\ : setfings.
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Iinistry of Sactal Development Kiosk Review

1.5.

O°

26/04/2011

Key Recommendations

While recommendations for individual issuss identified have been detailed in the technical section
of this document, Sscurity-Assessment.com recommends Ministry of Social Developmeant
conduct the following approach to improve the security of the ehvironment;

Implement remedial actions for the critical / urgent pricrity issues identified within the
fechnical details of this report; ye z

implement network separation as soon as possible using alter é‘tgv ical haf

such as an additional Firewall. Network separation should be@p&e d to

Kiosk terminal does nof have access fo any MSD ¢ raa SOLHTES r@e

services;

Further restrict the Kiosk environment by mpieﬁ/@ﬁgg the recogime Ea’nons made
; within his report. |

| section 5(c)
ISeCiOi"E c /)%& {

section 9(2)(k)

@
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Winisiry of Sociat Development

| Recommendation:

| Detalls
£

section 8(c)

section 9(2)(k)

 RefNo | Severity lissue
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Ministry of Soctal Development Kiosk Review

3. Technical Details — Kiosk Review

section 6(c) Fages 100 18
section 9(2)(k)
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Ministry of Social Development Kiosk Review

6.

268/0472011

Appendix B: Online References

The following links are references to security guides and other links for reference in

retation fo lssues discussed in this document.

= Kioware Kiosks
hitp/fwww Kioware.com
= Site Kiosk - Provisio:
httn:hwww, sitekiosk.com
«  Disable Soffware Restriction Policies:
http://blogs technet. com/b/markrussinavich/archive/20

-group-poficy-as-a-iimited-user.aspx &
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