THE DEPARTMENT OF INTERNAL AFFAIRS

Te Tari Taiwhenua

46 Waring Taylor St, PO Box 8og
Wellington 6140, New Zealand
Telephone +64 4 495 7200
Facsimile +04 4 495 7222

Website www.dia.govt.nz

Joshua Grainger
fyi-request-77-fc25103b@requests.fyi.org.nz

Dear Joshua

Thank you for your email of 7 February 2012 requesting, under the Official
Information Act 1982 (the Act), information concerning the Digital Child Exploitation
Filtering System. | will address each of your questions in turn.

1) It is stated in the 3rd February 2010 minutes of the Independent Reference
Group that “The Group was advised that the issue of Steve O'Brien’s
membership had been raised in correspondence with the Minister and the
Department”. | would like to request copies of that correspondence.

Attachment 1 includes two emails (dated 21 January 2010 and 18 February 2010) to
the Minister of Internal Affairs and one email (dated 20 March 2010) to the
Department of Internal Affairs (the Department). The identity and addresses of the
correspondents have been withheld in terms of section 9(2)(a) of the Act (to protect
the privacy of natural persons).

2) | would also like to request any documentation, correspondence, papers,
emails, or other information that explain the reasons why the Independent
Reference Group thought that “Steve O’Brien’s continued membership makes
sense”

As indicated in the minutes of the meeting of the Independent Reference Group
(IRG) of 3 February 2010, the issue of my membership was put to the meeting.

Attachment 2 includes the replies to the correspondence that has raised the question
of my membership on the IRG. The identity and addresses of the correspondents
have been withheld in terms of section 9(2)(a) of the Act.



3) The website that the System uses to block requests, dce.net.nz, contains
Google Analytics to track visitor information. | would like to request a report of
the information that Google Analytics collected from this website, in PDF format,
for the 1st November 2011 — 2nd December 2011 period.

The Department does not generate monthly reports using Google Analytics therefore
the report you have requested does not exist. The Act does not require that
information be generated in order to meet a request for information.

4) The IRG 4th Quarter Briefing Document states that there have been four
appeals over the classification of sites on the filter. | would like to request copies
of these four appeals.

Attachment 3 provides the officers’ reports on the four appeals into which data
supplied by appellants has been copied. Information that would identify the sites has
been removed in terms of section 6(c) of the Act. Where the appellant has provided
a user name, this has been withheld in terms of section 9(2)(a) of the Act. The
names of officers involved in the operation of the filter have been withheld in terms of
section 9(2)(g)(ii) of the Act (to protect officers from improper pressure or
harassment).

5) | would also like to request all correspondence, reports, emails, or other
information related to these appeals.

See answer to question 4.

6) Atrticle 5.4 of the Code of Practice for the filter states that "The process for the
submission of an appeal shall... ensure the privacy of the requester is
maintained by allowing an appeal to be lodged anonymously”. | would like to
request how, if appeals are anonymous, according to the April 2011 minutes of
the Independent Reference Group, the URL which the appellate attempted to
access was identified.

If a user does not submit a URL when appealing, the Department does its best to
identify the site that appellant was referring to. This is done by looking at the block
logs to identify sites blocked shortly before and after the appeal form was accessed
and ISP of the appellant. The sites identified during that period will then be reviewed.

7) The press release on the 16th of July 2009, “Web filter will focus solely on child
sex abuse images”, states that the filter filters out “over 7000” websites.
According to the IRG 4th Quarter Briefing Document this had fallen to 507
entries. | would like to request the reason for this dramatic fall in number.

The number quoted in the press release on 16 July 2009 related to the sites on the
list during the trial. As there was a 2 year gap between the trial and going live with
the filter system, the majority of the sites were taken down or had ceased to operate.

8) Article 4.3 of the Code of Practice for the operation of the filtering system states
that “The list will be reviewed monthly, to ensure that it is up to date and that the
possibility of false positives is removed. Inspectors of Publications will examine



each site to ensure that it continues to meet the criteria for inclusion on the
filtering list.” | would like to ask whether this has been done fully for each month
in the 2011 period.

Yes, it is this strict checking that is currently keeping our list so low.

9) The minutes of the Independent Reference Group for the 17th of August 2011
mention “written material.” | would like to request whether the filter list has ever
contained sites that contained solely written material, and if so, the amount of
sites.

No, there are no sites on the list that contain solely written material.

Where | have decided to refuse your request for information, | have taken into
consideration whether reasons, that might otherwise render it desirable in the public
interest to make the information available, are outweighed by the need to withhold it.
Under section 28(3) of the Act you have the right to apply to the Ombudsman for a
review or investigation of this decision.

Yours sincerely

Steve O'Brien )
Manager, Censorship Compliance Unit






ATTACHMENT 1

From:

Sent: Thursday, 18 February 2010 12:01 pm

To: N Guy (MIN)

Subject: Concerned about lack of independence of IRG at the DIA
Dear Nathan,

I am writing to you about the internet filtering system that the Department of Internal Affairs is about to
implement.

I was pleased to note that the Department has responded to criticism of the secrecy of the filter, and has set
up an Independent Reference Group to oversee the operation of the filter and the addltlon of sites to the

banned list. -
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However, I am most concerned that one of the initial appointees to the In(degc}:ge\ f/;enc /;811 \S
Steve O'Brien - the Manager of the Censorship Compliance Umt and’dm per\écg seemmgl arge of
implementing the internet filtering system. (\\ \/ \\

This appointment makes a complete mockery of the "In énge \t“/p'art of éi‘s ame and removes any
benefit of having an independent group to prowdeq)\fc{st \
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Do you think it is appropriate f@ j:i')e’p 'sinternet ﬁlhﬁ:u;lg In&ependent Reference Group to include the
manager of the unit that wﬂLbenmhr the )nte‘n@t\fﬂte}"

My specific question for you is:
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----- Original Message----- A //" 5
From: > /'\\\ - \\\\\{ : r'\;"\‘.\ \
Sent: Thursday, 21 January 2010 4:02 pm {;_,\-\;\ \(\, % & )

To: Hon. Nathan Guy (MIN) \V { A 9
Subject: Independent reference group //3 \\/\,\> o~ \\\\ \(v i
I have been made aware that the Independent Ref: #‘etlc?\\i/oub R lTe~ ﬁ\l\t\rnet filter has

had a member appointed with a conflict of in\érﬁ\} Q -f, 7 \\

Why has the manager of the Censorship Ul\ \bj acc pte TL;n{q the Independent Reference
Group? This group is not 1ndeper\d§ut‘wﬁn omeoge\ t\ vgs‘t’ed interests advising on their
own operation. A\ )
z";\> /\\/
This is of concern to as _tﬁ’e e may,bekqt\he)\g;milar conflicts of interest going on
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From:
Sent: Saturday, 20 March 2010 7:38 a.m.

To: Censorship
Subject: Independent Review Committee

Dear DIA,
I've been following the Internet Filter debate and believe it to be a pretty
stupid move on the DIA's part.

My main reasons are:
- secret censorship schemes aren't acceptable in a democratic country

- it doesn't stop people producing or trading in offensive material

- it weakens the NZ internet
- future governments will abuse it just as governments have in other cotihiries
I want a response from you explaining why Steve O’Brlent@c\\!\@'aﬂagcr of the”
Internet Filtering unit is also a member of the Independent (yeah ng,ht é‘we\w\feomml@ e 4
It is completely off that a person with his posmog can a part of ( 1:\\\\ )/
something that is meant to be independent. [ Y \h:m tofe‘t\her gi_’ép
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Office of Hon Nathan Guy ATTACHMENT 2

Minister of Internal Affairs Associate Minister of Transport
Associate Minister of justice Minister Responsible for Archives New Zealand

Minister Responsible for the National Library
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Dear \<X \ \}}\Cf'/
Thank you for your email of 18 Fe 6nce dependent
Reference Group that has been s Q ri/)3 See t of the Digital
Child Exploitation Filtering Syste

membership o ap lnelﬁ ide range of interests, including law
enforcemeﬁ; ' ver m O'Brien is highly experienced in the
enfe r}ie cens nd would be working closely with the Group,
ent as c e ed appropriate.

| am advised that th i()\lZ su Le Department of Internal
Affairs’ draft C tic @ f}ltermg system suggested that

nt

\1§ conscious of the need to maintain public confidence in the

I understand that, at the first meeting of the Group, the

ere asked whether they considered Mr O’Brien’s membership of

,% up compromised its independence. If members of the Group had

icated that they were unhappy with Mr O’Brien’s membership, he would

have stepped down and a replacement sought. | understand that the Group
had no concerns.

( (

I hope that you find this information helpful.

Yours sincerely

Hon Nathan Guy
Minister of Internal Affairs

Private Bag 18041, Parliament Buildings, Wellington 6160, New Zealand. Telephone 64 4 817 6821 Facsimile 64 4 817 6521



Office of Hon Nathan Guy

Minister of Internal Affairs Associate Minister of Transport
Minister Responsible for Archives New Zealand
Minister Responsible for the National Library

Associate Minister of Justice
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Thank you for your email of 21 January 2010. onn emmg the Ind&ae
Reference Group (IRG) that has been set {p’ 5 w(er;sbe thynp%ra‘trqh\o the
N

Digital Child Exploitation Filtering System P!

\\ “\
| am advised that the InternetN 95|on on \epartment of Internal
Affairs’ draft Code of e’ub for the Ai g 69§tem suggested that
membership of the I a wide, ’E mterests including law
enforcement and %f ien is highly experienced in the

enforcemento n‘safs/h V‘Q’ e working closely with the IRG, he
was consi n~ ppro riat p\ﬁcn ent to the Group.

@\nmént is \consgq\is\of the need to maintain public confidence in the
(f]l r\ﬁagi\ Syste ¥ understand that, at the first meeting of the IRG, the
\fgl rs— iﬂ&bﬁ ed if they consider that Mr O’Brien's membership

com the Group’s independence. If so, Mr O'Brien will step down and
afe Tient will be sought.

>\I§o e that you find this information of interest.

Yours sincerely

B U

Nathan Guy
Minister of Internal Affairs

Private Bag 18041, Parliament Buildings, Wellington 6160, New Zealand. Telephone 64 4 817 6821 Facsimile 64 4 817 6521



8 March 2010

Dear .

Request for Information under the Official lnformatle'} \Act 1982
Thank you for your letter of 12 February and yeur sUbsequent\telephone call on 15
February 2010 to Keith Manch, requestr ng\ further mfeTmatlen on the Digital Child

Exploitation Filtering System (DCEFS) l wﬂl ladd ress eaé;h “of your questions in turn.

5\ \_ \\ \\._ .\.,.‘

How was the membership of the Independenf Reference Group determined? Please
include a descnpt:on ef ﬁ?e prUeess es Weﬂ\ee the name of the person/people who
made the dec;s;ops \ AL TN

‘../"

o, '|

The membel‘shlp of the IRG \}s \made of people that the Department approached
because they represent the \interests identified in the Code of Practice. The
Depertment ‘was. perticulalj’y interested to include individuals known to be sceptical
about website’ Tlienmg to ensure a robust debate in the IRG. Keith Manch, Deputy
Secretary Of lnterf)el ‘Affairs, Regulation and Compliance Group approved the make up

of the: ‘lRG,.- =

A K ,.\

'When)s the filter system expected to “go live”?

The Department connected Watchdog to the filtering system on 1 February and Maxnet
on 26 February 2010 as a further test of the system as the filtering list is rebuilt. The
announcement of the commencement of the system was delayed to enable the initial
meeting of the IRG to take place. The Department is taking a prudent approach and
will be connecting ISPs to the system as they express their willingness to join and as

capacity is built up.
Which ISPs have agreed to implement the filter?

The Department will be writing to ISPs shortly to advise that the system is available
should they wish to join. The response to those letters should provide the Department
with a clear indication of which ISPs intend to join the filtering system. It is the
Department’s expectation that ISP that join the filter will inform their customers.
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The Department is currently in negotiation with a number of ISPs about their possible
connection to the DCEFS. | am therefore refusing this part of your request in terms of
section 9(2)(j) of the Official Information Act (to enable any Department to carry on,
without prejudice or disadvantage, negotiations).

Under section 28(3) of the Official Information Act 1982 you have the right to apply to
the Ombudsman to review this decision.

Will the Independent Reference Group see the filtered websites?

The Department will not be subjecting the membership of the IRG to the content of the
websites on the filter list. As stated in the Code of Practice, the members of the IRG

will be provided with:

- the officers’ reports (which identify each website by URL and describe the'
contents) N oL %

- details of all appeal applications and the resultlng actlon Taken
- reports of any technical issues with the fllter OF Qannecttons to am( ISF‘

- such other information that may Iawquy ba pro{nded to- assu‘s.t ’the IRG in fulfilling
its function. . \ W

Why is Steve O’Brien on the !ndependenf Reference Gﬁ'oup‘?
My inclusion on the IRG was consrdered appropnate due to my experience in enforcing
censorship law and(in’ acknbwiedgement ) that, as Manager of the Censorship
Compliance Unit;” * wﬂ! be ‘Working\ btaseiy With the IRG. You will note that in its
submission_to, the draft Code-of. Practlce InternetNZ suggested that the IRG contain,
amongst ethers representatwes\ ftom law enforcement and government. At its first
meeting 1the isste of; my \membershlp was put to the IRG, which considered that my
mem\barshfp does nof\cbmpromlse the independence of the group.

I
<\ |

Were fntemé{NZ and ISPANZ asked to participate?

Jntet‘ﬂetNZ and ISPANZ were not asked to participate in the IRG.

\. /

Yours sincerely

Steve O’Brien
Manager, Censorship Compliance Unit



ATTACHMENT 3

CCUFIL2319 — Complaint Review

Page 1

Procedural Information

Reviewed By: | N
Complaint Details
Time | 22.18.18 Date | 1/4/2011

Complaint Details

Date: 4/1/2011 10:18:18 PM - Importance: Normal

u should be able too look at this site couse It doesint hurt anyone or bloody make anyone sad or anythink so please
unblok it thank u

)
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Review Information ol \</\ ’:‘"ﬁ/\\
- 5
e \ \ { 1
General Information \ & \ DN

No URL Supplied. Checked logs between times of 22:15 to 22:20. é lot:kcd ****ii\;”;* U

x (*\) ‘ Lz \3\ at
Review Process >\\ s PR~ A \\\%—3)
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CCUFIL2319 — Complaint Review

Page 1

Procedural Information

Reviewed By: | i
Complaint Details
Time | 09:04 Date 15" April 2011

Complaint Details

Online Form:

Date: 4/15/2011 9:03.09 AM - Importance: Normal

over 21 (\@ ' A

Review Information \"'}-\ : \ .
2l “ ) J \"-. 2 3 Prat \ \> \

General Information N OS> \ ) ‘1 {

No URL supplied. Checked the logs between 15" April 201: 09Q3 Q the 15" Apl?l—z(}l i 0905 Sites

blocked were *****% = Frrkxx )

Review of the site shows young persons (under age) eng‘qgad m\sex acts TJ'|\€z e 1§~also images personifying
the act of engaging in sexual relations with young p\ersoqu(ﬁnde’r 18),\ 'Fims \\ tains Child Sexual Abuse

images fa\ ™
) e

Review Process _; VNS X ‘liff’_) \.\\_E'v"

L Y 4 S
URL.: wrpprrrts |\ O\ AT A(//\\\)/
Captured: | Yes < | 7™ SN
AN N\ X \\\>\/
Decision_—[\Blgek " Q \ >
A . (W
Furthel}‘-ﬂeﬁéw A\ | o2
Outcomeq\ & \\ "
__ X €~ s
Aftioneds.
thb /] Signed
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CCUFIL2319 — Complaint Review

Page 1
Procedural Information
Reviewed By: l R
Complaint Details
Time | 13:19 Date | 17/04/2010
Complaint Details
Date: 4/17/2011 1:19:01 PM - Importance: Normal
Review Information o
(-\(O') )
General Information A\ D N \\
A\

Checked logs for sites blocked between 13:19 and 13:21. Sites in that timefra }ql@t\ﬁed ag x> *t‘i’f )/*)
! —s
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URL.: skok sk ook sk ok ok <\ o \.\\\ \ Y - kS \\\ \A
Captured: | Yes A/ RN=
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Date: 17!0}/&1‘ \E)’)\)‘/ Signed: ***#%x
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CCUFIL2319 — Complaint Review

Page 1

Procedural Information

Reviewed By: | ERERRN
Complaint Details
Time [ 13:35 Date | 15/04/2010
Complaint Details
Date: 4/15/2011 1:35:06 PM - Importance: Normal
>
¥ 0 A
Review Information : {\-\ 2, > /e
SN AN
General Information X NT W ( ( A \/

Checked logs for sites blocked between 13:33 and 13:36. Sites in that t\rr%’c?l}imé 1dent1ﬁed as "".NH "”53*
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Review Process AN 2 AN ) }
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ALY N~ SR RN =
- N \\ A
URL: [ #ewwnes DS . TRNAS
Captured: | Yes o~ \AJ =

Site reviewed. 3 images considered %‘,SA\Q%e{teryal with lgnésjto @ﬂl&t\ﬁe‘bsues that also contain CSA

material.
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OutcomXS 1\ \\ 2 \\/
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Actioned: " < \\/

Dat,ef @ﬂ\)\j =
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