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25 June 2018

Daniel Richards
fyi-request-7766-cd6d2bd7@requests.fyi.org.nz

Dear Mr Richards

Official information request for information about written notices sent to Network
Operators

| refer to your official information request dated 4 May 2018 for:

e  The number of written notices sent to Network Operators under section 51(2) of the
Telecommunications (Interception Capability and Security) Act 2013 (TICSA) for all of
2017 and 2018 up to the end of April;

e  Alist of Network Operators who have been sent written notices under section 51(2) of
TICSA for all of 2017 and 2018 up to the end of April; and

e  The contents of all written notices sent to Network Operators under section 51(2) of
TICSA for all of 2017 and 2018 up to the end of April.

Section 51 of TICSA sets out the process for addressing network security risks. Under section
51(2) of TICSA | must provide a written notice to a Network Operator if | become aware of a
proposed decision, course of action, or change by a Network Operator that, in my opinion,
would, if implemented, raise a network security risk other than a minimal network security
risk.

For the period from 1 January 2017 to 30 April 2018, six written notices were sent to Network
Operators by the Government Communications Security Bureau (GCSB) under section 51(2)
of TICSA.

| am refusing your request for a list of the Network Operators who received written notices
from GCSB under the following sections of the Official Information Act 1982 (OIA):

o 9(2)(ba)(i), the withholding of the information is necessary to protect information which
is subject to an obligation of confidence or which any person has been or could be
compelled to provide under the authority of any enactment, where the making available
of the information would be likely to prejudice the supply of similar information, or
information from the same source, and it is in the public interest that such information
should continue to be supplied;

o 9(2)(b)(ii), the withholding of the information is necessary to protect information where
the making available of the information would be likely unreasonably to prejudice the
commercial position of the person who supplied or who is the subject of the information.

Please find attached the six written notices that GCSB sent to Network Operators under
section 51(2) of TICSA between 1 January 2017 and 30 April 2018. Information has been
withheld from these notices under one or more of the following sections of the OIA:



o 6(a), where the making available of the information would be likely to prejudice the
security or defence of New Zealand or the international relations of the Government of
New Zealand;

° 9(2)(a), the withholding of the information is necessary to protect the privacy of natural
persons, including that of deceased natural persons;

° 9(2)(b)(ii), the withholding of the information is necessary to protect information where
the making available of the information would be likely unreasonably to prejudice the
commercial position of the person who supplied or who is the subject of the information;

° 9(2)(ba)(i), the withholding of the information is necessary to protect information which
is subject to an obligation of confidence or which any person has been or could be
compelled to provide under the authority of any enactment, where the making available
of the information would be likely to prejudice the supply of similar information, or
information from the same source, and it is in the public interest that such information
should continue to be supplied; and

° 18(c)(i), the making available of the information requested would be contrary to the
provisions of a specified enactment (the Intelligence and Security Act 2017).

Where information is withheld under section 9 of the OIA, we consider that the public interest
does not outweigh the decision to withhold this information in this instance.

If you wish to discuss this decision with us, please feel free to contact
information@gcsb.govt.nz.

You have the right to seek an investigation and review by the Ombudsman of this decision.
Information about how to make a complaint is available at www.ombudsman.parliament.nz
or freephone 0800 802 602.

Yours sincerely

//VZ/‘
ndrew Hampton

Director-General of the GCSB
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Mitigation proposals will be required in accordance with s 51(3) of TICSA
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