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Hon Judith Collins, Minister of Justice

Review of the Privacy Act 1993 — Seeking Decisions on Proposals for Reform and
Funding Options

Purpose -

1. This p'aper:

. updates you on the Review of the Privacy Act (the Act); and ¢

. seeks your views on a package of proposals and f nafn > AN
Cabinet paper. R

Executive summary

2. New Zealand s privacy regime was \
3. RO oday large amounts of
(MW his enables businesses and
¥h delivering services. .

4 bast on Iarge numbers of consumers rather
5. B %on early identification and prevention of privacy
.‘ : f’ e fact remedies.

mended by the Law Commission and is in line with

7 Ebmmission’s report came out in June 2011, opinion was divided as to
: the na m extent of the problem with the current privacy settings. Since then,
significant-tdata security breaches have occurred in both the public and, to some extent,

the private sectors, reinforcing the strength of the Commission’s recommendations.

8. - Key proposals to give the Privacy Commissioner (the Commissioner) a stronger role in.
earlier identification and prevention of privacy nsks are:

8.1. mandatory reporting of privacy breaches — a two tier regime requiring:
o for material breaches - notification to the Commissioner

o for serious breaches - notification both to the Commlssmner and the affected
individuals when there is a real risk of harm

8.2: enhanced own motion investigations — strengthening the Commissioner's existing
powers fo investigate emerging issues before serious harm occurs and for
proactive assessment of agencies’ systems and practices where pnvacy concerns
have been |dent|f|ed



10.

1.

12.

8.3. compliance notices — the power to issue compliance notices for privacy breaches
as a result of a complaint, own motion investigation, data breach notification or
other avenue.

While these proposals will ensure the Privécy Commigsioner has adequate tools to
address privacy risks, there will be safeguards around their use to minimise compliance
costs. The primary role of the Commissioner will remain to facilitate compliance and work
with agencies. '

We are also proposing amendments that will:

10.1. streamline the complaints resolution process. This-broposal aims to build trust in
the system and increase efficiency and effectiveness

10.2. clarify the law and impose new obligations relating to cross-border flows of
information. These proposals aim to support New Zealand busmesses to operate
effectively internationally

10.3. fix gaps in the privacy regime and make compliance easier far)o rganisations

These proposals are generally welcomed by the public and They
seen as good for business and the public sector by givin R \ to
provide ;nformatlon to them They are a]so seen as _#*'ﬂ e Wi de ingi patiogel

The Office of the Privacy Comm&ssnoners ( ‘Ca ion per
annum which has remained static since ure despite
significant productmty |mprovements L LAY Rapht _ APLBPNSRS) lsmg from the
Privacy Act review the Office musiDe raddy ) do_sq, KUk hatst Tirst be resourced to

a sustainable base level, to fhatydadnbe R EREPENhew functions. All figures

' 13.

14.

19.

16.

Sound privac or peop[e business, and government. Individuals can have
greater configés elr information will be treated with respect, and Government and
busines$ have greater confidence in using and disclosing information efficiently and
effective iver services and grow the economy.

New Zea!and s privacy law was estabilshed in the early 1990's and is based on mdnndual
complaints. Since then, information technology has developed sighificantly. Today large

“amounts of data can be stored, retrieved and transmitted digitally. The Act clearly needs

some changes to ensure business and government can operate effectively in the current
environment and into the foreseeable future..

The Law Commission’s report made a total of 144 recommendatlons The [nterim

. Government Response addressed 51 recommendations and deferred the majority for

further consideration. The remaining Law Commission recommendations have now been
analysed, along with the recommendations from a series of reports from respective
Commissioners entitled Necessary and Desirable.

These recommendations have been included in this review_beeause the Law Commission
recommended that the new Privacy Act takes into account both the Law Commission and
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17.

18.

19.

-20.

A Reducing th gols’s
21,

22,

23.

- 'sectors, reinforcing the strength of the Commission’s recommendati S

Necessary and Desirable recommendations. All recommendations will be addressed in a
supplementary government response.

Many recommendations are pragmatic solutions to address-gaps that have become
apparent over the past 20 years, and to address the changing privacy landscape. We
propose that the majority of the Law Commission recommendations be adopted, with the
rest to be addressed in another work stream; modified, deferred, or rejected. Most of the
Necessary and Desirable recommendations have been withdrawn by the Commissioner
or overtaken by the Law Commission recommendations, but some will be adopted.
Together with the guidance to be developed by the Commissioner these proposed

- changes will fix gaps in the Act’'s scope, clarify the law and make compliance easier for

organisations.

When the Law Commission’s report came out in June 2011, opinion was divided as to the
nature and extent of the problem with the current privacy settings. Since then, significant
data security breaches have occurred in both the public and, to some extent, the private

d

prevention of privacy risks:

19.1. reducing the potential for privacy risks: {é;. :
tools including mandatory breach .\. (RiBns?
mvestrgat:ons compllance notices Ry

19.2.

19.3.

This pa WWhiternational trends. Generally Canada, the
United K ve broadly similar functions/powers in place or
will have 1 Pldmenting these proposals will add to New Zealand’s

&9 international business, and will coniribute to economic

reputatron as a go {
ndix One provides a summary of international comparisons.

growth and pro
New Zea f-i needs a privacy reglme that will enable the early identification and

investigation of, and response to, systemic privacy risks. The current voluntary compliance
framework, combined with a Iack of prescription in our privacy laws, has resulted in some

for privacy risks

“under-identification and under-reporting of risks. As the Commlssmner has limited powers,-

breaches are commori and there are few incentives for agencies to avoid future breaches.
information technology has developed significantly since the Act was passed, and privacy

- breaches can now impact on large numbers of individuals.

- We are proposing mandatory breach notification, strengthened own motion investigations,

compliance notices, and greater penalties for non-compliance, to address the problems
identified above. :

If these proposals are accepted, New Zealand will have a privacy regime more focused on
early intervention and prevention of risks rather than after the fact remedies.



Mandatory breach nofification

24. We are proposing a two tier regime for the notification of privacy breaches. Currently the
Commissioner becomes aware of privacy breaches through voluntary notification and
media reports. Voluntary notification results in inconsistent practices, and does not enable
early ddentification of and response to the serious harm that can result from a privacy
breach.

25. Mandatory reporting of privacy breaches is critical for enabling the Commissioner to
become aware of, and begin to address, emerging issues prior to harm occurring. The
first tier of our proposed regime requires agencies to notify the Commissioner of any

" material breach as soon as reasonably practicable, taking into account the following
matters: the sensitivity of the information; the number of people involved; and indications
of a systemic problem. There are no exceptions to this requirement.

26. The second tier relates to more seriols breaches. Agencies will be required fo notify the
Commissioner and affected individuals of breaches where there is a real risk of harm. This
“definition will hook into the current section 66 of the Act which defiped ‘interference with
Rdiential loss, injury,

privacy’. This definition is well understood, and includes actual §\NR
significant humiliation, or adverse affects on rights or beneﬂ NG,

27.
exceptlons however, to the requirement to notify
secrets, security and vulnerable individuals. ¢«
28. We propose that agencies that do not nofify Th
be liable to a fine not exceeding $10,008' i
a breach of principle 5 (requnre g
disclosure of information). AN Y
29. We are aware that t|s Toct

SAR3 notificajig :__"--_'j-:

- 30,

expecie Jo -'; force by March 2014. Some Canadian provmces have already amended
their privacy laws to this effect.

Law Commissioh recommendatron

31. The Law Commission recommended mandatory notification to the Commissioner and
affected individuals of serious breaches or where notification will enable individuals to take
steps to mitigate harm.

32. . We prefer the two tier option outlined above which would give the Commissioner a fuller
picture of privacy risks and enable the Commissioner to |dentlfy widespread problems
before serious breaches occur.




Strengthened Own Motion ‘investigéﬁon Poﬁvers

33.

34,

35.

36.

37.

38.

We propose to strengthen existing own motion powers to give the Commissioner an
effective means of investigating‘ emerging issues before serious harm occurs, and
proactively assessing agencies’ systems and practices where privacy concerns have been
identified.

Curr‘ent!y the Commissioner can undertake an own motion investigation into any matter if
it appears to them that the privacy of an individual is being, or may be, infringed. The
Commissioner has compuisory information-gathering powers and can summon witnesses.

- Every person who does not comply with the Commissioner’s requests commits an offence

and is liable for a fine of up to $2,000.
We propose to strengthen this existing power by:

35.1. conferring the power of éntry on the Commissioner (to agencies’ premises and so
long as it is necessary for the investigation)

35.2. giving the Commissioner the discretion to decrease the tim ency compliance

with the Commissioner’s evidence powers

35.3. increasing the penalty for offences for not compl '
from $2,000 to a maximum of $10,000. '

The costs of conducting own motion inquiries Al
receive an increase to baseline funding
detail). '

38.2. own motion investigations are better able to focus on issues apparent across
sectors, rather than focus on individual agencies

38.3. " funding arrangements are clarified.

The power to issue compliance notices for breaches of the Act.

39.

. We propose that the Commissioner should have the power to issue compliance notices

for breaches of the Act that come to the notice of the Commissioner as the result of a
complaint, an own motion investigation, a data breach notification,.or from other avenues.
Currently the Commissioner relies on voluntary compliance and has limited ability to act
where wider concerns with systems or procedures are identified through the complaints
process or other avenues, or where agencies are unwilling to comply.



40. There will be-a number of procedural safeguards, including natural justice and the right to
appeal to the Human Rights Review Tribunal (the Tribunal). There will also be a number
of statutory considerations to help ensure the compliance notice is proportionate such as
the number of people affected, any other possible means of securing compliance, and the
scale of investment reqwred to comply with the notice. Failure to take these considerations
into account could result in a compliance notice being judicially reviewed.

International comparisons — compliance notices for a breach of the Act

41. Al similar jurisdictions provide for compliance notices (by different names) which can be
enforced through the Courts; these apply to complaints and audits/investigations. Non-
"~ compliance can result in fines.

Law Commission recommendation

42. The Law Commission recommended-‘that the Commissioner bé able to issue compliance
notices. This recommendation is consistent with the proposal outlined above.

Building trust and minimising harm

43. We propose streamlining the complaints resolution proéess N Yeh N
difficulties accessing the compiainant's information A R

effectlveness

Access complaints e AN
44.  We propose that the N3 al

45. . Access complaj pls ' oprlal
to their inforg * M the iss{gfrey Yafnot-ettle an access complaint currently, an
enforceq -1--:';-- ' \Bsfegdtrom the Tribunal. Tribunal proceedings are
adversariglgni.et %ot aiy abbropriate forum for resolving access complaints.

Where thelg S ;.a_..".:\"ﬁ- the proceedmgs the proceedings must be conducted
; mant from seemg the material at issue until the Tribunal

46, an-a \_"’: mination is made if our proposal is adopted the Commlsswnei‘

.Q'_”'-_. i and the issuing of a compllance notice can be appealed to the Trlbunal

Internationa! comparisons — access comp!aints -

47. "The UK, Canada and Australia all provide for the privacy or information commissioners (at
the relevant federal or state/provincial level) to investigate complaints about difficulty
accessing personal information, and to issue compliance notices, :f necessary, or request
a hearing through the courts.

Law Commission recommendatfon

48. The Law Commission recommended that the Commissioner be able to issue access
determinations that are enforceable in the Tribunal. This recommendation is consistent
with the proposal outlined above.




Referral to the Director of Human Rights Pr;oceedings

49. [n addition to the proposal to allow the Commissioner to determine access complaints
faster, we originally proposed amending the Act's secrecy provisions. This proposal was
designed to ensure the Commissioner can give the Directar of Human Rights Proceedings
{the Director) all information relevant to the Director’s decision to bring proceedings. We
thought this would streamline the process by significantly reducing duplication and delay
as it would allow the Director direct access to the Commissioner’s file instead of having to
consider the compfamt afresh. .

50. After further discussions with the Director we have decided to withdraw thss proposal. This

" is because we now consider that amending the secrecy provisions would not eliminate

duplication, as the Director is required to make their own decision as to whether to bring

proceedings and there is only limited value in obtaining the Commissioner’s file. We are

also concerned that direct accéss by the Director to the Commissioner’s file could be a

disincentive for parties to the complaints procedures to engage in the settlement process

-if they fear information given for the purposes of mediation could be forwarded onto the
Director.

Law Commission recommendation

51. The Law Commission recommended removing the, B}y 3 k

performed by the Director. -
52. We reject this recommendation begs

occur frequently. As the Act does not explicitly
peeyNew Zealanders have less consumer protection than
M as Europe, Canada and Australia. 'In situations where
] ‘ v, cost, or logistics may preclude an affected individual from
‘ _, e|gn country Our proposals aim to build trust in the system;
businesses to operate effectlvely internationally, and take a

Cross-border outsourcing

54. We propose amending the Act to clarify that an overseas service provider is an agent of
the New Zealand agency when engaging in cross-border outsourcing. Cross-border
outsourcing occurs when a New Zealand agency sends personal information to an

~ overseas provider for storage and processing (examples mclude ‘cloud computer’ services
and overseas call centres).

55. * While the Act generally treats an agency that is outsourcing information as still holding the
information and, therefore, as accountable for it; the drafting of the Act is ambiguous. Our
proposal would clarify that the New Zealand agency continues {6 -be accountable under
the Act for what happens to the information, and will be responsible for any privacy
breaches. by the overseas service provider. This clarification will help New Zealand
agencies to assess the risks and benefits' of outsourcing information for storage and

8



processing,'and"gi\ie people more confidence that their information wili be protected
appropriately if it is outsourced overseas. :

56. As this proposal clarifies what is generally understood to be the-existing law, there should
be few costs for agencies already complying with these obligations. Any costs are
outweighed by the proposal’s’ benefits, which include clarifying the law, promoting public
confidence in the management of information outsourced overseas and enhancing
remedies if information is mismanaged in offshore processing.

International Comparisons — cross-border outsourcing _
57." Our proposal is consistent with the law in Canada, the UK and Australia. The EU directive
and the OECD guidelines support this approach.

Law Commission recommendation

58. The Law Commission recommended that the Act be amended to clarify that an overseas
- service provider is an agent of the New Zealand agency. This gecommendation is
consistent with the proposal outlined above. @

Cross-border information disclosures

59. We propose a new privacy prmmple that will reg)

60. Cross-border disclosures occur when aeile
agency from a different country
agencies may disclose mform N, (e
jurisdiction if: )

Irra tly New Zealand
a!ls outside the Act’s

61.

\ . dlsclosures for the maintenance of the law, fo avcnd health
, arid where expressly authorised by the individual concerned The
‘have the power to publlsh a list of overseas frameworks that constitute

that could be taken and on what constitutes acceptable privacy standards.

62. New Zealand agencies will be liable if they do not take reasonable steps to protect the
information before it leaves their control (or do not establish that an exception to the
principle applies). Agencies will not be liable for privacy breaches committed by the
overseas agency in breach of any contractual measures or reliance on foreign privacy
laws. '

63. - Public confidence in cross-border information flows is essential for New Zealand’s effective
participation in global markets. This proposal will enhance access to justice for individuals,
and encourage businesses to assess privacy risks before disclosing information overseas.
While the new principle will create compliance costs for agencies, these will be mitigated
by the exceptions to the principle and the list of acceptable overseas frameworks.. We




consider that tﬁéwp'otential costs associ.ated with this proposal are justified in order to
introduce greater consumer protection.

International comparisons — information disclosures

64. Other jurisdictions have similar provisions in place. The EU directive allows cross-border
transfer of data only if there is an adequate level of protection, with some exceptions.
Changes to strengthen Australia’s cross-border disclosure principie will come into force in
March 2014. Proposed new OECD guidelines (on which our Act is based} anticipate that
states can require agencies disclosing data offshore to ensure the information is subject

. to adequate protection.

“Law Commission recommendation

65. The Law Commission recommended that the Act be amended so that a New Zealand
agency is required to take such steps as are reasonably necessary to ensure that the
.-information will be subject to acceptable privacy standards in the foreign country.

66. This recommendation is consistent with the proposal outllne 10 e, but the Law

Commission did not recommend an authorisation exception. FhiR\SoRyHs
it difficult to ensure such an exception would be un '
effective. We consider that the proposed authorisatio

provisions, is workable.

Cross-border cooperation by enforcement gagh

rs to investigate
missioner to share

il Ies allow businesses to.become subject to a uniform set of privacy rules
across multiple jurisdictions.

70. . We agree that the APEC rules could be useful and reduce compliance costs, but disagree
with the Law Commission’s proposal to do this through a provision allowing the rules to
come into force at a time to be determined by Order in Council. We have constitutional

~ concerns about implementing legislatively a non-binding international arrangement that
does not have treaty status and can be changed quite easily. We propose to investigate,

. with the Commissioner’s support, non-legislative mechanisms for implementing the APEC
rules. Other APEC economies are also exploring. administrative approaches for
implementation. . . :

Less substanfive proposals to fix gaps in the Act and make com pliance easier

10



71. Complying with the Act-can be difficult as it is complex and poorly structured. Both the
Law Commission Report and Necessary and Desirable made a number of less substantive
recommendations that aim to improve the scope and application of the Act, give agencies
more certainty and confidence in managing personal information and improve compliance.

72. We are proposing a new purpose clause that builds on the Law Commission’s proposed
purpose clause. This will assist with interpreting and clarifying the Act. The new clause
will focus on balancing privacy interests with important social and business interests
requiring appropriate. flows of personal information.

73.. Appendix Two sets out the approach we are proposing to take with the less substantive
recommendations from the Law Commission Report and Necessary and Desirable.
Consultation

74. We have consulted key government agencies and targeted private sector organisations
.on the substantlal proposals contained in this paper. This paper reflect the views received

75,

76.

77.

equences, including compliance costs.
R0 0p4 by submitters during the select committee
up to three months to the timing of the"Bill's

78.

' where the de
- Financial im i
. WY
79.  QPC’s clffent baseline is $3.248 million per annum. The baseline funding has remained
static since 2007 and OPC is under financial pressure despite significant productivity
. improvements. If OPC is to implement the proposals arising from the Privacy Act review,
it must be resourced to do so, but must first be resourced to a sustainable base level to

which can be added the proposed new functlons

79.1. The Commissioner’s ability to effect:vely carry out her curfent functions is limited.
Over the last four years, OPC has significantly increased its workload with no
additional resource. Complaints to OPC have increased by 34 percent; public
enquiries by 54 percent and media enquiries by 130 percent. This has occurred
over the period in which an increasing number of privacy breaches have occurred
within Government agencies. The Commissioner has no spare capacity to assist
these agencies reshape their pravacy seftings or to review outdated codes of
practice.

11




80.

- 81.

79.2. The Commissioner is financially unable to play .an active role in helping
Government achieve its Better Public Service (BPS) priorities relating to improving
interactions with Government (result areas 9 and 10) or other BPS result areas
such as supporting the design of policy initiatives to achieve the vulnerable
chiidren, reducing crime and other priority targets.

79.3. The Commissioner is unable to absorb the additional costs associated with the
proposed package of privacy reforms.

OPC requires an increase in its baseline from $3.248 million to $6.556 million per annum
under steady state, including overhead costs - in the order of a 100 percent increase of
current baseline. All figures exclude GST. The proposed baseline increase comprises:

80.1. $0.832 million in 2013/14 and $2.363 million per annum from 2014/15, excluding
overheads, for keeping on top of increases in demand for OPC services and
enabling it to better perform its current functions

- 80.2. $0.283 million in 2013/14 and $0.565 miilion per annum from,2014/15, excluding

overheads, for enabling OPC to support the achieveme e Government's

BPS targets
80.3. $0.200m in 2013/14 and $1.100 million per @& n& 014/15,
i\ tionsrarising frong”

e policies already agreed b
agreements (the role for

incorporated into the Priya
material (SOC Mg

! g\"--;’ ets has been
T :&#_p arice and education

80.4.

N I! cations, there are also transitio'nal costs associated with the
forms. The baseline and transitional financial implications of
ings.are set out in the following table.

Office of the Privacy Commissioner costs associated with éhanges in. privacy settings -

(excl GST)

$ million-

2013/14 | 2014/15 | 2015116 | 2016/17 | 2017118 | 201819

12



L i . | ongoing |

Existing functions ~0.349 0.698 0.698 0.698 0.698
Better Public Services 0.283 0.565 0.565 . 0.665 0.565 0.565
New Functions including: 0.200 1.100 1.100 1.100 1.100 1.100
- Privacy Act review functions

(policies proposed) and
- information-sharing )

agreements (policy previously

. approved) .

Sub-totals excl. overheads 0.832 2.363 2.363 2.363 2.363 2.363
Overheads 0.333 0.945 0.945 0.945 0.945 0.945
Sub-totals incl. overheads 1184 | 3.308 3.308 3.308 3.308 3.308

Development and Policy

publication of - previously

guidance and approved

education material

Appeals associated Policy

with the proposed |

introduction of

compliance notices

Compilation of a list Policy

of approved " proposed

jurisdictions

Sub-totals exci. overheads 0.050 -
Overheads 0.020 -
Sub-totals incl. overhed

-, 82

' 83.

Additional FEN PR i

associ "5

We are your directions on opt;ons for additional funding:

83.1. new funding - DPMC is supportive of this option. Treasury accepts the case but
is keeri to explore cost recovery options; or

83.2. a permanent Vote transfer, either from:

« large Government agencies with a S|gnsf|cant stake in privacy (might mclude
Ministry of Social Development, ACC, Inland Revenue Department, MOJ, Police,
DIA, Ministry of Health and the Ministry of Education);

e a contribution from larger and smaller government agencies; or

83.3. in the longer term, exploring options for balancing private and public sector contributions.

13




Timeframe and ‘Ne)v({.St'eps‘

84. if you agree with the approach in this paper the next steps to progress the review are:

Stage Date
Cabinet Social Policy Between end August and mid September depending
Committee meeting upon your feedback and the results of the agency

) consultation round )
Exposure draft and From end of January 2014, followed by further
consultation drafting refinement
Approval for introduction End of May 2014

Introduction June 2014
Further steps dependent on .

timing of the election.

Recommendations

85. His recommended that you:

1. Note that the Government has already tabled f" it

W breach notification regime that would require
Commissioner of material breaches and

3. _‘ -..p.-‘ ened own motion investigation powers

3.3 compliance notices to require agencies to take steps to resolve serious
privacy risks -

' 4. -Agree to remove unnecessary steps from the complaints process by
enabling the Privacy Commissioner to determine access complaints.

5. Agree that any new compliance and enforcement powers avoid over-
regulation through:

5.1 ‘clear thresholds and statutory considerations for their exercise

9.2 clear guidance to agencies, so they know what to expect

YES /NO

YES / NO
YES /NO

YES/ NO

'YES / NO

14



10.

1.

5.3 requiring th.é Commissioner to bear the cost of own motion
investigations

5.4 clear appeal and review pathways

5.5 recognition that agencies may need time to fuily‘implement compliance
notices, where significant capital expenditure is required

Agree to amend the Act o deal explicitly with cross-border information flows YES/ NO

~by:

6.1 clarifying that an overseas service provider under an outsourcing
agreement is an agent of the New Zealand agency, and that the New
Zealand agency continues to be accountable under the Privacy Act for
what happens to the outsourced information

6.2 a new principle requiring New Zealand agencies to take such steps as
are reasonably necessary to ensure that lnformatlon disclosed overseas

6.3 defining “acceptable privacy standards ahd sp
guidance on the steps that could be taken
" principle
Agree that the Act should explicitly empowENe: SINO
share information with, and assist, heald] ?‘Q
border prlvacy matters Wi Yo
YES/ NO

YES /NO *

oY, £ !” s ays ) )

lelu]) Y funding for the Office of the Privacy YES / NO
¥tainability and for the proposed new

. nsstlonai funding, mc]ud[ng overhead costs, of between $0.070
million and $0.280 million per annum for each of the years between
.2013/14 and 2017/18

Agree that the Cabinet paper should seek to source this additional funding
through:

either
11.1  new money YES /I NO

15




or
11.2 a permanent Vote transfer from either:

I large Government agencies with a significant stake in privacy, or YES / NO

ii. a contribution from larger and smaliler Government agencies YES /NO '

or

11.3 an e)iploration of options for balancing private and publié sector YES/NO
contributions.

APPROVED / SEEN / NOT AGREED

Fiona lilingsworth
Policy Manager, Electoral and Constitutional . % .
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