From:

To:

Subject: RE: Security Policy & Staff Responsibilities
Date: Monday, 30 May 2016 11:42:00 AM
Attachments: T&C & Protective Security Requirements.pdf

Hi. and- just following up from our recommendation and give you a update on PSR which
is the Government standard run by the intelligence service
https://www.protectivesecurity.govt.nz/ - | have attached a high-level overview on why, how and
what it is and that we can help take you through the process to obtain this standard.

From our review and looking at the Governments thinking and what we are doing for other
clients this seems to be the standard that public and private organisations are going towards. We
currently have several clients going through the process with a strong uptake by private sector. It
includes the new HSE laws as it was designed at the same time as the legislation was being done
and really focuses on Governance down.

What we have been doing is working with the PSR team, who can help out CRI’s in the first
instance by holding a Security Capability Maturity Model (CMM) workshop facilitated by one of
the Governments PSR engagement managers.

The CMM workshop is a foundation event, and essentially provides the direction for all of the
security effort (in providing the assurance reporting on PSR) that will be undertaken by the
collaboration of executive responsibilities in the future.

The ideal representation for the workshop is:

m Security leading (Thompson & Clark)
» Risk and Assurance

= Operations

m T

= HR

= Finance

= Legal

m H&S

= Property

Having these members at the workshop together will provide a clear picture of reality of the
security vectors for the whole of the organisation.

. could you let me know if Plant & Food are keen to hold such a workshop in the first instance
and | can arrange for one of the Engagement Managers to facilitate?

Cheers


https://www.protectivesecurity.govt.nz/
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Thompson & Clark is New Zealand’s leading security risk management company. Founded in 2003, Thompson &
Clark operates nationally and internationally and have a significant client base which is represented by global
and local New Zealand companies, private organisations, Government Departments, State Owned Enterprises
and Crown Research Institutes. Most of our companies are linked together with the common thread of being

targeted by issue motivated groups.

What distinguishes Thompson & Clark is our intelligence-led approach which has the principal purpose of,
“clarifying ambiguity in support of decision making under conditions of uncertainty.” By understanding the risk

and opportunities, Thompson & Clark helps its clients improve the likelihood of better decision outcomes.





11 years of continued on-going management of issues for 30 plus clients who have been exposed to opposition to oil & gas

exploration, climate change and other politically charged issues such as 1080 and genetic engineering.

Developing a solution for Mercury Energy to continue the disconnection of electricity from bad debt customers immediately after the
unfortunate death of Mrs Muliaga in 2007.

Leading the crisis response and helping to project manage the Pike River Coal Mine disaster for Pike River immediately after the
November 2010 disaster.

2012 internal fraud investigation into a Mighty River Power employee who stole $2.3M from the company

Summer of 2013 — 2014: Security risk management services for every offshore oil and gas operation within New Zealand’s waters,
including Anadarko’s USS250M drilling operation, the deployment of the drill rigs KTIV and ENSCO107 plus numerous 2D and 3D

seismic surveys.

2014 — 2015 First response to Fonterra’s 1080 infant formula threat - November 2014 and continued security risk management

support around producing a global Fonterra Security Standard.





Protective Security Requirements

The purpose of the New Zealand Protective Security Requirements (PSR) is to help New
Zealand agencies:

= take appropriate measures to protect their people,

Governance

information and assets domestically and overseas

Physical
Security

Information
= jdentify their individual levels of security risk tolerance Security

= achieve the mandatory requirements for protective

security expected by government plemeriing

the PSR
Personnel

Security

= develop an appropriate security culture to securely and S5, o

effectively meet their business goals
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What it says:
1. take appropriate measures to protect their people, information and assets, domestically and overseas
2. identify their individual levels of security risk tolerance
3. achieve the mandatory requirements for protective security expected by government
4. develop an appropriate security culture to securely and effectively meet their business goals.

What that means:

1. The PSR sets minimum standards which can be tailored and enhanced to meet the agency risk
environment and is designed to enable flexible implementation.

2. There is not a one size fits all solution to protective security but it is designed around risk
management principles

3. Agencies need to demonstrate that they have taken steps to meet the 29 Mandatory Requirements, in
a way that is appropriate to their business and proportionate to their threats and risks... there is no
template solution

4. Unless there is an agency culture that supports and embraces security then the PSR becomes a
compliance process and not a business enabler





Thompson & Clark helps facilitate Plant & Food to build a security framework
inline with PSR guidelines enabling:

= Trust and confidence: Shareholder and Directors

= Risks can be mitigated, but not eliminated. Minimize the likelihood, be
prepared for the impact, and react accordingly

= Governance — accountability and ownership at the top
= Ability to adapt to changes in the threat environment
= Strong security culture with all personnel






rrom: I

Sent: Tuesday, 10 May 2016 10:04 AM

To:_@plantandfood.co.nz>
ce: I @ - '2ntandfood.co.nz>

Subject: RE: Security Policy & Staff Responsibilities

Hi. and- just seeing if you have had the opportunity to get progress the signing off of the
security policy and if you would like me to submit a proposal around how we can help implement
some of the key recommendations.

Would you like to meet up and discuss this before any proposal is submitted or for me to flick
you a proposal?

Kind Regards

m
rrom: I

Sent: Monday, 18 April 2016 11:57 AM

To:_@olantandfood,co.np
ce: I 20 2ntandfood.co.nz>

Subject: RE: Security Policy & Staff Responsibilities

Hi-see attached the draft security policy and suggested security behaviours for Plant &
Food.

As discussed this would be the first step to get signed off. I'll provide a proposal shortly which
will outline how we can support you with the implementation of some of the key
recommendations in the report.

Also this the website for the Governments Protective Security Requirements, any support we will
provide would be in line with this https://www.protectivesecurity.govt.nz/

Speak soon

H Albany, NSMC 0752, New Zealand

www.tcil.co.nz
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From:_@olantandfood.co.nz]

Sent: Wednesday, 13 April 2016 1:34 PM

o N - ..

Subject: Security Policy & Staff Responsibilities

Hi [

It was good to meet with you this morning. Please find my contact details below.

When you get a moment I'd be grateful if you could send through the draft policy document and
the staff responsibilities list that you showed us.

Kind regards

Site Manager - Mt Albert

Plant & Food
RESEARCH 4

RANGAHAL AHUMARA KA

M: +64 21 919 430
F: +64 9 925 7001

E:_@plantandfood.co.nz
www.plantandfood.co.nz
The New Zealand Institute for Plant & Food Research Limited

Postal Address: Plant & Food Research

Private Bag 92169, Auckland Mail Centre, Auckland 1142, New Zealand
Physical Address: Plant & Food Research

120 Mt Albert Road, Sandringham, Auckland 1025, New Zealand

The g?ntents of this e-mail are confidential and may be subject to legal
rivilege.
pIf yougare not the intended recipient you must not use, disseminate,
distribute or

reproduce all or any part of this e-mail or attachments. If you have
received this

e-mail in error, please notify the sender and delete all material
pertaining to this

e-mail. Any opinion or views expressed in this e-mail are those of the
individual

sender and may not represent those of The New Zealand Institute for
Plant and

Food Research Limited.
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