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Alex Harris
fyi-request-9354-75418d04@requests.fyi.org.nz

Dear Alex Harris
OFFICIAL INFORMATION ACT REQUEST
I refer to your official information request on 9 January 2018 relating to the following:

e Whether your agency has ever employed ZX Security Ltd, to provide training in social
media or open source intelligence. For the avoidance of doubt, | am not interested in
any work done by them on network security or penetration testing.

e If so, all information relating to, or provided by, ZX security Ltd in relation to the
above.

On two occasions in 2015, ZX Security Limited provided training to Ministry for Primary Industries
(MPI1) Operations and Compliance staff around Open Source Intelligence (OSINT). The value of
these contracts was $11,880.

The training was quite advanced and informative on topics like emerging trends and crypto
currencies. MPI staff did not go on to train in the additional modules that were available that would
enable them to put the more technical skills into practice.

Under the Official Information Act 1982 (OIA) | am releasing to you the following materials
which relate to these sessions:

The two invoices for both training sessions, dated 29 September 2015.

MPI Web and Social Media Research for Intelligence Purposes Exercises Handout.
Advanced Open Source Intelligence Training Refresher, 1 Day, 2 Day-Course Outlines.
OSINT Training Price Estimate.

Emails sent or received by MPI staff in relation to these training sessions.

OhwON=

Some information has been withheld under the following sections of the OIA:
e Section 9(2)(a), to protect the privacy of natural persons.

o Section 9(2)(b)(ii), to protect information where the making available of the information
would be likely unreasonably to prejudice the commercial position of the person who is the
subject of the information.

e Section 6(c), as the making available of that information would be likely to to prejudice the
maintenance of the law, including the prevention, investigation, and detection of offences,
and the right to a fair trial.

Operations

Compliance Services

Charles Fergusson Building, 34-38 Bowen Street
Wellington 6140, New Zealand

Telephone: 0800 00 83 33, Facsimile: +64-4-894 0300

www.mpi.govt.nz



The course training materials covering the events of the training days and the course content
have been withheld in full under section 9(2)(b)(ii) and section 6(c) of the OIA.

MPI is satisfied that in the circumstances of this case, the withholding of the information is
not outweighed by other considerations which render it desirable in the public interest to
make the information available. You have the right under section 28(3) of the OIA to seek an
investigation and review by the Ombudsman of our decision.

Yours sincere

Gary Orr
Acting Director Compliance Services

























































www.mpi.govt.nz « 15

































































































Title: OSINT Training Price Estimate

Author;  9@@

Date: 22/07/2015
Version: 1.2
Location: Auckland

Police
DIA
MPI
MBIE

Course Cost
Room Hire

Total attendes
CLAG Discount

Attendees
Day 1 Day 2
2 2
3 1
4 4
1 1

$ 800.00 $ 800.00
$990.00 $ 990.00

10
15%

Costday1l Costday2 CLAG Discount Room Share

$ 1,600.00
$ 2,400.00
$ 3,200.00
S 800.00

$ 1,600.00
S 800.00
$ 3,200.00
S 800.00

$

$
$
$

480.00
480.00
960.00
240.00

$

s
$
$

445.50
420.75
891.00
222.75

Total
3,165.50
3,140.75
6,331.00
1,582.75

v n n n

$ 14,220.00









Although you are welcome to use your own, | would recommend using mine for a number of
reasons:

- The computer suite comes fully kitted out with new computers and an Internet connection.
- The internet connection is unfiltered, this is important for elements of the course (using ToR,
accessing chat rooms, connecting to mail servers, etc)

- | have VMWare and a custom image pre-installed on the computers which is used as part of the
course material

- Tea/Coffee/Snacks are provided throughout the day and Lunch is also provided for all attendees
- It's good to get out of the office and away from distractions / emails / work

Availability
Let me know which month you would like to attend the training and | will let you know what dates |
have free.

Additional OSINT Services

In addition to the OSINT Training, | also provide a number of other services you may be interested
in

- OSINT Process Development — assisting my clients in the procedural aspects of collecting,
storing and processing OSINT in a robust and repeatable manner

- OSINT Investigations — Monitoring of Issue Motivated Groups (IMGs), investigation of companies
and individuals or groups of individuals

- Automated Intelligence Gathering — | have developed a platform which can automatically harvest
content from facebook/trademe/ebay/twitter/etc based on keyword searches and record/report on
the results identified

Let me know if you require any further information on anything | have mentioned.
Cheers, Simon

Simon Howard
Security Consultant - ZX Security Limited
Phone: ©*** | Email: simon@zxsecurity.co.nz | Web: www.zxsecurity.co.nz

The information contained in this Internet Email message is intended for the addressee only and may
contain privileged information, but not necessarily the official views or opinions of the New Zealand
Defence Force. If you are not the intended recipient you must not use, disclose, copy or

distribute this message or the information in it. If you have received this message in error, please Email or
telephone the sender immediately.

WARNING

The information contained in this email message is intended for the addressee only and may
contain privileged information. It may also be subject to the provisions of section 50 of
the Policing Act 2008, which creates an offence to have unlawful possession of Police
property. ITf you are not the intended recipient of this message or have received this



message in error, you must not peruse, use, distribute or copy this message or any of its
contents.

Also note, the views expressed in this message may not necessarily reflect those of the New
Zealand Police. If you have received this message in error, please email or telephone the
sender immediately
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| will be at my desk Friday 29 May 15 if there are any questions but will be away from 30 May to
07 Jun 15 and not contactable.

If you could email to all that would be appreciated.

s9(2)(@)

DIRECT: T °@® | DTELN @@ | F fE@@ | ES9@@  @nzdf.mil.nz
MILITARY POLICE | Protecting NZDF’s values, people, resources and reputation
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Advanced Open Source Intelligence Course

Costs
The costs for attending the course are as follows, if you have a group of 5 or more | can do you a
special CLAG discount of %15 off the total amount.

- $800 per person for the 1-day course
- $1600 per person for the 2-day course

Training rooms:

| have training rooms available in Wellington, Auckland and Christchurch at a cost of $990/day.
Although you are welcome to use your own, | would recommend using mine for a number of
reasons:

- The computer suite comes fully kitted out with new computers and an Internet connection.
- The internet connection is unfiltered, this is important for elements of the course (using ToR,
accessing chat rooms, connecting to mail servers, etc)

- | have VMWare and a custom image pre-installed on the computers which is used as part of the
course material

- Tea/Coffee/Snacks are provided throughout the day and Lunch is also provided for all attendees
- It's good to get out of the office and away from distractions / emails / work

Availability
Let me know which month you would like to attend the training and | will let you know what dates |
have free.

Additional OSINT Services

In addition to the OSINT Training, | also provide a number of other services you may be interested
in

- OSINT Process Development — assisting my clients in the procedural aspects of collecting,
storing and processing OSINT in a robust and repeatable manner

- OSINT Investigations — Monitoring of Issue Motivated Groups (IMGs), investigation of companies
and individuals or groups of individuals

- Automated Intelligence Gathering — | have developed a platform which can automatically harvest
content from facebook/trademe/ebay/twitter/etc based on keyword searches and record/report on
the results identified

Let me know if you require any further information on anything | have mentioned.
Cheers, Simon

Simon Howard



Security Consultant - ZX Security Limited
Phone: & | Email: simon@zxsecurity.co.nz | Web: www.zxsecurity.co.nz

The information contained in this Internet Email message is intended for the addressee only and may
contain privileged information, but not necessarily the official views or opinions of the New Zealand
Defence Force. If you are not the intended recipient you must not use, disclose, copy or

distribute this message or the information in it. If you have received this message in error, please Email or
telephone the sender immediately.

WARNING

The information contained in this email message is intended for the addressee only and may
contain privileged information. It may also be subject to the provisions of section 50 of
the Policing Act 2008, which creates an offence to have unlawful possession of Police
property. If you are not the intended recipient of this message or have received this
message in error, you must not peruse, use, distribute or copy this message or any of its
contents.

Also note, the views expressed in this message may not necessarily reflect those of the New
Zealand Police. ITf you have received this message in error, please email or telephone the
sender immediately
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Advanced Open Source Intelligence Course

Costs
The costs for attending the course are as follows, if you have a group of 5 or more | can do you a
special CLAG discount of %15 off the total amount.

- $800 per person for the 1-day course
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Training rooms:
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sender immediately

a.. The mail may have been forwarded by a distribution (List serve) service
b. The sender is working away from their agency, and using an ISP mail account
c. Someone other than the sender may have sent the message and falsified the email address

Recommended action: If you have doubts about the message authenticity, verify the message contents with
the sender by some other means
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Training rooms:

| have training rooms available in Wellington, Auckland and Christchurch at a cost of $990/day.
Although you are welcome to use your own, | would recommend using mine for a number of
reasons:

- The computer suite comes fully kitted out with new computers and an Internet connection.
- The internet connection is unfiltered, this is important for elements of the course (using ToR,
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- | have VMWare and a custom image pre-installed on the computers which is used as part of the
course material

- Tea/Coffee/Snacks are provided throughout the day and Lunch is also provided for all attendees
- It's good to get out of the office and away from distractions / emails / work

Availability
Let me know which month you would like to attend the training and | will let you know what dates |
have free.

Additional OSINT Services

In addition to the OSINT Training, | also provide a number of other services you may be interested
in

- OSINT Process Development — assisting my clients in the procedural aspects of collecting,
storing and processing OSINT in a robust and repeatable manner

- OSINT Investigations — Monitoring of Issue Motivated Groups (IMGs), investigation of companies
and individuals or groups of individuals

- Automated Intelligence Gathering — | have developed a platform which can automatically harvest
content from facebook/trademe/ebay/twitter/etc based on keyword searches and record/report on
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Let me know if you require any further information on anything | have mentioned.
Cheers, Simon

Simon Howard
Security Consultant - ZX Security Limited
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contain privileged information. It may also be subject to the provisions of section 50 of
the Policing Act 2008, which creates an offence to have unlawful possession of Police
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www.govt.nz - your guide to finding and using New Zealand government services

Any opinions expressed in this message are not necessarily those of the Ministry of Business, Innovation
and Employment. This message and any files transmitted with it are confidential and solely for the use of
the intended recipient. If you are not the intended recipient or the person responsible for delivery to the
intended recipient, be advised that you have received this message in error and that any use is strictly
prohibited. Please contact the sender and delete the message and any attachment from your computer.

-_——

Disclaimer:

"This message and any attachments may contain confidential and privileged information. If you believe you
have received this email in error, please advise us immediately by return email or telephone and then delete
this email together with all attachments. If you are not the intended recipient, you are not authorised to use
or copy this message or any attachments or disclose the contents to any other person."






The $990/day for the training room is in addition to the cost of the course.

Regarding payment, | can invoice each attending department separately and spread the cost of the training room
amongst them. For example if 5 different organisations attend, each one is charged $198/day for facilities hire.

| can run the training anytime that suits you really, | just need to give the training room facilities a months notice.

Thanks for rounding up people for the Auckland course, much appreciated. Let me know if you have any more
questions.

Cheers,
Simon
From: *®® @dia.govt.nz]

Sent: Friday, 12 June 2015 2:06 p.m.
To: 'simon@zxsecurity.co.nz'
Subject: Advanced Open Source Intelligence Course

Hi Simon

| am the Auckland CLAG Co-ordinator and | received the email recently about the OSINT training that you are
running in Wellington.

There has been some interest from the Auckland CLAG about running the same course in Auckland.
Is the $990 cost for the training room in addition to the $800/$1600 cost per person?

Are you able to give me more details around how payment works etc.. | am not sure yet how many people are able
to attend your course but once | receive a response from you | will go back out to the group. It would also be good if
you could let me know what dates are possible for an Auckland based course.

Kind regards

s9(2)@)

Business Assurance (SDO)
The Department of Internal Affairs Te Tari Taiwhenua
DDI: 9@@ | 99 Albert Street, Auckland 1141
PO Box 6147, Wellesley Street, Auckland 1141
www.dia.govt.nz
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Advanced Open Source Intelligence Course

Costs
The costs for attending the course are as follows, if you have a group of 5 or more | can do you a
special CLAG discount of %15 off the total amount.

- $800 per person for the 1-day course
- $1600 per person for the 2-day course



Training rooms:

| have training rooms available in Wellington, Auckland and Christchurch at a cost of $990/day.
Although you are welcome to use your own, | would recommend using mine for a number of
reasons:

- The computer suite comes fully kitted out with new computers and an Internet connection.
- The internet connection is unfiltered, this is important for elements of the course (using ToR,
accessing chat rooms, connecting to mail servers, etc)

- | have VMWare and a custom image pre-installed on the computers which is used as part of the
course material

- Tea/Coffee/Snacks are provided throughout the day and Lunch is also provided for all attendees
- It's good to get out of the office and away from distractions / emails / work

Availability
Let me know which month you would like to attend the training and | will let you know what dates |
have free.

Additional OSINT Services

In addition to the OSINT Training, | also provide a number of other services you may be interested
in

- OSINT Process Development — assisting my clients in the procedural aspects of collecting,
storing and processing OSINT in a robust and repeatable manner

- OSINT Investigations — Monitoring of Issue Motivated Groups (IMGs), investigation of companies
and individuals or groups of individuals

- Automated Intelligence Gathering — | have developed a platform which can automatically harvest
content from facebook/trademe/ebay/twitter/etc based on keyword searches and record/report on
the results identified

Let me know if you require any further information on anything | have mentioned.
Cheers, Simon

Simon Howard
Security Consultant - ZX Security Limited
Phone: &% | Email: simon@zxsecurity.co.nz | Web: www.zxsecurity.co.nz

The information contained in this Internet Email message is intended for the addressee only and may
contain privileged information, but not necessarily the official views or opinions of the New Zealand
Defence Force. If you are not the intended recipient you must not use, disclose, copy or

distribute this message or the information in it. If you have received this message in error, please Email or
telephone the sender immediately.

WARNING



The information contained in this email message is intended for the addressee only and may
contain privileged information. It may also be subject to the provisions of section 50 of
the Policing Act 2008, which creates an offence to have unlawful possession of Police
property. If you are not the intended recipient of this message or have received this
message in error, you must not peruse, use, distribute or copy this message or any of its
contents.

Also note, the views expressed in this message may not necessarily reflect those of the New
Zealand Police. ITf you have received this message in error, please email or telephone the
sender immediately






Good morning Auckand CLAG

| contacted Simon Howard who runs the OSINT course. Please see the email trail below and the course outline that
is attached.

Could you please let me know whether you are interested in, and wanting to attend this course by 30 June. | was
thinking that perhaps August would be a good time for an Auckland based course but | am open to suggestions if
this does not suit. The more agencies that attend means that the cost of the room hire per agency comes down.
Also, | have been asked by ©*®®  to write a formal response on behalf of Auckland CLAG in relation to SERCO’s
potential inclusion in our group. | intend to try and get this done within the next two days. If any of you have any
further comments that you would like to make, please send them to me as soon as possible. Thank you to everyone
who has already sent me their comments and | appreciated the discussion we had at our meeting last week.

Kind regards

s 9(2)(a)

Business Assurance (SDO)
The Department of Internal Affairs Te Tari Taiwhenua
DDI: #°®@ | 99 Albert Street, Auckland 1141
PO Box 6147, Wellesley Street, Auckland 1141
www.dia.govt.nz

From: Simon Howard [mailto:simon@zxsecurity.co.nz]
Sent: Friday, 12 June 2015 2:56 p.m.

To: 59(2)(a)

Subject: RE: Advanced Open Source Intelligence Course

. s9(2)(a)

Hi

| have attached the latest version of the two-day training course overview, it now includes material on crypto-
currencies and uses my new templates.

The $990/day for the trainingroom is in addition to the cost of the course.

Regarding payment, | can invoice each attending department separately and spread the cost of the training room
amongst them. For example if 5 different organisations attend, each one is charged $198/day for facilities hire.

| can run the training anytime that suits you really, | just need to give the training room facilities a months notice.

Thanks for-rounding up people for the Auckland course, much appreciated. Let me know if you have any more
questions.

Cheers,
Simon
9(2; .
From: *®® @dia.govt.nz]

Sent: Friday, 12 June 2015 2:06 p.m.
To: 'simon@zxsecurity.co.nz'
Subject: Advanced Open Source Intelligence Course




Hi Simon

| am the Auckland CLAG Co-ordinator and | received the email recently about the OSINT training that you are
running in Wellington.

There has been some interest from the Auckland CLAG about running the same course in Auckland.
Is the $990 cost for the training room in addition to the $800/$1600 cost per person?

Are you able to give me more details around how payment works etc.. | am not sure yet how many people are able
to attend your course but once | receive a response from you | will go back out to the group. It would also be good if
you could let me know what dates are possible for an Auckland based course.

Kind regards

s 9(2)(a)

Business Assurance (SDO)
The Department of Internal Affairs Te Tari Taiwhenua
DDI: #°@@ | 99 Albert Street, Auckland 1141
PO Box 6147, Wellesley Street, Auckland 1141
www.dia.govt.nz
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Advanced Open Source Intelligence Course

Costs
The costs for attending the course are as follows, if you have a group of 5 or more | can do you a
special CLAG discount of %15 off the total amount.

- $800 per person for the 1-day course
- $1600 per person for the 2-day course

Training rooms:

| have training rooms available in Wellington, Auckland and Christchurch at a cost of $990/day.
Although you are welcome to use your own, | would recommend using mine for a number of
reasons:

- The computer suite comes fully kitted out with new computers and an Internet connection.
- The internet connection is unfiltered, this is important for elements of the course (using ToR,
accessing chat rooms, connecting to mail servers, etc)

- | have VMWare and a custom image pre-installed on the computers which is used as part of the
course material

- Tea/Coffee/Snacks are provided throughout the day and Lunch is also provided for all attendees
- 1It's good to get out of the office and away from distractions / emails / work

Availability
Let me know which month you would like to attend the training and | will let you know what dates |
have free.

Additional OSINT Services



In addition to the OSINT Training, | also provide a number of other services you may be interested
in

- OSINT Process Development — assisting my clients in the procedural aspects of collecting,
storing and processing OSINT in a robust and repeatable manner

- OSINT Investigations — Monitoring of Issue Motivated Groups (IMGs), investigation of companies
and individuals or groups of individuals

- Automated Intelligence Gathering — | have developed a platform which can automatically harvest
content from facebook/trademe/ebay/twitter/etc based on keyword searches and record/report on
the results identified

Let me know if you require any further information on anything | have mentioned.
Cheers, Simon

Simon Howard
Security Consultant - ZX Security Limited
Phone: " | Email: simon@zxsecurity.co.nz | Web: www.zxsecurity.co.nz

The information contained in this Internet Email message is intended for the addressee only and may
contain privileged information, but not necessarily the official views or opinions of the New Zealand
Defence Force. If you are not the intended recipient you must not use, disclose, copy or

distribute this message or the information in it. If you have received this message in error, please Email or
telephone the sender immediately.

WARNING

The information contained in this email message is intended for the addressee only and may
contain privileged information. It may also be subject to the provisions of section 50 of
the Policing Act 2008, which creates an offence to have unlawful possession of Police
property. If you are not the intended recipient of this message or have received this
message in error, you must not peruse, use, distribute or copy this message or any of its
contents.

Also note, the views expressed in this message may not necessarily reflect those of the New
Zealand Police. If you have received this message in error, please email or telephone the
sender immediately

This email message and any attachment(s) is intended solely for the addressee(s)
named above. The information it contains may be classified and may be legally
privileged. Unauthorised use of the message, or the information it contains,

may be unlawful. If you have received this message by mistake please call the
sender immediately on 64 4 8940100 or notify us by return email and erase the
original message and attachments. Thank you.

The Ministry for Primary Industries accepts no responsibility for changes
made to this email or to any attachments after transmission from the office.
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