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Talking points for your meeting with Spark CEO Simon
Moutter in re: TICSA Notification -451

Purpose

1. This briefing paper provides talking points for your meeting with Spark CEO ,\
Simon Moutter IEEEEEEEG -Hout your decision on Spark’s 5G Phasec)
notification (our reference NCSC-TN-2018-451). ?\

Background O-\:

2. Inthe lead up to this decision, there have been a number of publi kﬁements by
Mr. Moutter and others regarding 5G and Huawei, which provi e insight
into potential questions that may be forefront on Mr. Mou ind.

Comment O E

3.  The following talking points (overleaf) provide a pi %vel summary of your
decision, and answers to potential questions t ay be raised by Mr. Moutter.



This is my decision

The purpose of this meeting is to advise you of the outcome of my decision under
TICSA.

First off, I'd like to express my appreciation for the constructive way in which you and
your staff have engaged on this matter.,

I have concluded that the changes proposed in your notification would raise a
significant network security risk.

My decision is based on a number of factors, some of which are classified.

At an unclassified level, the factors | consider relevant to the likelihood of cqfh'Qmeise:

_We will assess any proposed mitigations you

propose.

Our people a,_re‘éyaif-able from tomorrow to provide a classified briefing to your cleared
staff. At th&gfd"of that briefing, an unclassified record of my decision will be provided.

| have adv’iséd relevant Ministers of my decision. We do not intend to make my
degiSjof public.



Is there any incontrovertible evidence to support your conclusion?

Within that classified
information is further evidence | have relied on. | cannot discuss that reporting with

you. Some of that classified information will be available in the decision paper that will
be reviewed by your cleared staff. A

What mitigations can we put in place?

N

Have you been put under any pressure from the Umted States (or Australia or our
other Five Eyes partners)? O

No. _E

While we receive relevant intelligence, ﬂ"bf‘n”bur US and Australian partner agencies,
there has been no pressure to adop{& part|cular position. Our partners recognise that
New Zealand will make an mdependent decision in accordance with our legislative
framework.

Was the impact on the Fwe Eyes relationship a factor taken into consideration?
No. The relevant cons|derat|ons are all set out in the Act.

We look for, network security risks raised by the network changes outlined in the
notaﬂcatlcn

Thege a_je—two mandatory considerations:

Wthe likelihood of a compromise of the confidentiality, availability, or integrity of
communications over that network, and

e the impact such a compromise would have on essential services, such as local
and national government services, health, transport and education services,
and services within the finance, energy, and food sectors.

The impact of a decision on our Five Eyes relationship is not a relevant factor.




A question about the Core versus RAN, or why things are different now -d so@a L
available to assist with this issue)

Isn’t HCSEC (“haitch-see-sek” a/k/a UK Cell) testing efqugh? ﬂgg"abfe to assist
with this issue) N (2)fa)







Recommendations

It is recommended that you:

1 Note The attached talking points.

Yes/No
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Andrew Hampton

Director-General, GCSB
27 November 2018



